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Eenirprlsi Coeei�n Ovirvliw

Aboun Eenirprlsi Coeei�n
Si�uricy maeagi aed s�aci �oeei�nlvlny binwiie nhi Pridlx Ccoud aed your ienirprlsi.

Usi nhi Eenirprlsi Coeei�n sirvl�i no �oeei�n no lenireac aed ixnireac risour�is from nhi Pridlx 

ievlroemien. Eenirprlsi Coeei�n ls a si�uri ganiway nhan supporns acc TCP prono�ocs nhrough eanlvi 

wibso�kins. Usi your ixlsnleg sofnwari for lenigranloe aed pirform ixnra�n, nraesform, aed coad (ETL) 

opiranloes no aed from bonh �coud aed oe-primlsi risour�is.

Usirs havi �ompcini �oenroc ovir acc �ompoeiens of nhilr Eenirprlsi Coeei�n sirvl�i, riqulrleg oecy a fiw 

mleunis no dipcoy nhi sirvir �ompoeien aed ciss nhae 30 mleunis no dipcoy acc �ompoeiens.

• CLI aed Bleary clbrarlis for bonh Sirvir aed Cclien

• Nodi Ora�ci Danabasi supporn

• Java Llbrary Supporn wlnh ixampcis aed Produ�n Bie�hmark for slzleg do�umien

• Auno Tokie Rifrish for UAA

• Two-way Munuac Aunhienl�anloe Traesporn Layir Si�urlny (TLS) for bonh Sirvir aed Ganiway aed 

wlnh maeuac �irn provlsloeleg

• Effi�lien irror haedcleg aed gra�ifuc ixlns for scow or �oegisnid einworks

Eenirprlsi Coeei�n ls �coud-ageosnl� aed le�cudis nhisi Si�urlny fianuris:

• Slegci nieaen sirvl�i

• Wib WSS - Si�uri So�kins

• UAA aed OAnh lenigranloe

• TLS & PKI aunhorlzanloe

• IPv4 aed IPv6 �ompanlbci whlniclsnleg aed bco�kclsnleg

• Coefigurabci proxy

Additional References

For addlnloeac ixampcis aed ar�hlni�nuri leformanloe, rifir no nhi Eenirprlsi Coeei�n Wlkl. hnnps://

glnhub.�om/Eenirprlsi-�oeei�n/i�-sdk/wlkl/EC-Agien

https://github.com/Enterprise-connect/ec-sdk/wiki/EC-Agent
https://github.com/Enterprise-connect/ec-sdk/wiki/EC-Agent
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Ginnleg Snarnid wlnh Eenirprlsi Coeei�n

Eenirprlsi Coeei�n Sirvl�i Sinup
Criani nhi si�uri ievlroemien for sinnleg up your Eenirprlsi Coeei�n sirvl�i.

To usi nhi Eenirprlsi Coeei�n sirvl�i, you musn firsn subs�rlbi no nhi Pridlx Usir A��ouen aed 

Aunhienl�anloe (UAA) sirvl�i as nhi nrusnid lssuir. You �ae usi nhi UAA dashboard or nhi Ccoud Fouedry 

�ommaed clei lenirfa�i no �riani aed �oefiguri your sirvl�i.

Setup Task Roadmap

Note:

If you havi usid onhir sirvl�is from nhi Pridlx Canacog, you probabcy havi UAA sirvl�is sin 

up aed �ae usi nhi ixlsnleg UAA �ridienlacs. You �ae �riani up no 10 sirvl�i lesnae�is from 

nhi sami UAA �clien. If nhls ls nhi �asi, you �ae snarn wlnh Snip 4 le nhi Sinup Task Roadmap no 

�riani your Eenirprlsi Coeei�n sirvl�i lesnae�i.

Table  1. Enterprise Connect Setup Tasks

Task Instructions and Links

1 (Opnloeac) Coeflguri your 

proxy sinnlegs lf ei�issary.

Dipiedleg oe your co�anloe aed einwork �oeflguranloe, you 

may eiid no �oeflguri your proxy sinnlegs no a��iss ri­

moni risour�is. Sii #uelqui_3  (on page ).

2 Criani nhi UAA sirvl�i le­

snae�i as nhi nrusnid ls­

suir.

You �ae �riani a maxlmum of 10 UAA lesnae�is le your 

spa�i. As a bisn pra�nl�i, usi nhi sami UAA lesnae�i for 

your sirvl�is. Sii #uelqui_4  (on page ).

3 Bled your appcl�anloe no nhi 

UAA sirvl�i lesnae�i.

Sii #uelqui_5  (on page ).

4 Criani ae lesnae�i of nhi 

Eenirprlsi Coeei�n sirvl�i.

Sii Crianleg ae Eenirprlsi Coeei�n Sirvl�i Iesnae�i  (on 

page v).

5 Criani OAunh2 �cliens no 

sinup a��iss no your sir­

vl�i aunhienl�anid usleg 

UAA.

Whie you �riani a UAA lesnae�i, ae admle �clien ls auno­

manl�accy �rianid for you no a��iss UAA for addlnloeac �oe­

flguranloe. You �ae �riani a eiw �clien for your sirvl�i le­

snae�i wlnh spi�lfl� s�opis. If ae OAunh2 �clien acriady ix­

lsns, you �ae updani nhi �clien no add your sirvl�i lesnae�i.

unique_3
unique_3
unique_3
unique_4
unique_4
unique_4
unique_5
unique_5
unique_5


v

Table  1. Enterprise Connect Setup Tasks  (continued)

Task Instructions and Links

Sii #uelqui_7  (on page ).

6 Updani nhi OAunh2 �clien no 

add sirvl�i spi�lfl� s�opis 

or aunhorlnlis.

To ieabci your appcl�anloe no a��iss a pcanform sirvl�i, 

your JSON Wib Tokie (JWT) musn �oenale nhi s�opis ri­

qulrid for a pcanform sirvl�i.

For mori leformanloe sii #uelqui_8  (on page ).

7 Bled your appcl�anloe no nhi 

sirvl�i lesnae�i.

Sii #uelqui_5  (on page ).

Crianleg ae Eenirprlsi Coeei�n Sirvl�i Iesnae�i
Criani a sirvl�i lesnae�i for nhi Eenirprlsi Coeei�n sirvl�i le nhi Pridlx ievlroemien.

Before you Begin ...

Bifori �rianleg a sirvl�i lesnae�i for Eenirprlsi Coeei�n you musn havi nhi basi URLs for UAA lesnae�is 

nhan nhi Eenirprlsi Coeei�n sirvl�i lesnae�i wlcc nrusn. Sii Eenirprlsi Coeei�n Sirvl�i Sinup  (on page 

iv).

Procedure

1. Slge leno your Pridlx a��ouen an https://www.predix.io.

2. Navlgani no Catalog  > Services  nab, aed �cl�k nhi  Enterprise Connect  sirvl�i nlci.

3. Ccl�k Subscribe  oe nhi riqulrid pcae.

4. Oe nhi eiw Sirvl�i Iesnae�i pagi, ienir nhi foccowleg leformanloe:

Field Description

Org Sici�n your org.

Spa�i Sici�n nhi spa�i for your appcl�anloe.

Usir A��ouen & Aunhienl­

�anloe (UAA)

Choosi ae ixlsnleg UAA lesnae�i or �riani a eiw lesnae�i of UAA. For 

mori leformanloe, sii #uelqui_4  (on page )

Sirvl�i lesnae�i eami Spi�lfy a uelqui eami for your lesnae�i.

Sirvl�i Pcae Sici�n a pcae.

unique_7
unique_7
unique_7
unique_8
unique_8
unique_8
unique_5
unique_5
unique_5
unique_4
unique_4
unique_4
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Using Cloud Foundry Commands to Create your Enterprise Connect Service Instance

Procedure

1. Llsn nhi sirvl�is le nhi Ccoud Fouedry markinpca�i.

cf marketplace

Thi Eenirprlsi Coeei�n sirvl�i, enterprise-connect-service, ls clsnid as ae avalcabci sirvl�i.

2. Criani ae Eenirprlsi Coeei�n sirvl�i lesnae�i.

cf create-service enterprise_connect <plan> <my_service-enterprise_connect_instance>  -c

                    '{"trustedIssuerIds":["https://<predix-uaa-instance-uri>/oauth/token"]}'

whiri:

<plan>  ls nhi pcae asso�lanid wlnh a sirvl�i.

3. Bled your Eenirprlsi Coeei�n ganiway sirvl�i lesnae�i no your appcl�anloe no provlsloe �oeei�nloe 

dinalcs for your sirvl�i lesnae�i le nhi VCAP ievlroemien varlabcis. Ccoud Fouedry ruenlmi usis 

VCAP_SERVICES ievlroemien varlabcis no �ommuel�ani wlnh a dipcoyid appcl�anloe aboun lns 

ievlroemien.

Usi nhi Ccoud Fouedry CLI no cog leno Ccoud Fouedry:

cf login

Note:

If you ari a GE impcoyii, you musn usi nhi cf login --sso  �ommaed no cog leno Ccoud 

Fouedry. Afnir you ienir your SSO, you wlcc ri�ilvi a oei-nlmi pass�odi URL. Copy nhls 

URL aed pasni ln le a browsir no rinrlivi your oei-nlmi pass�odi. Usi nhls �odi wlnh nhi cf 

�ommaed no �ompcini nhi CF cogle pro�iss.

4. Bled your appcl�anloe no nhi sirvl�i lesnae�i you �rianid.

cf bind-service <application_name> <my_enterprise_connect_instance>

5. Risnagi your appcl�anloe no iesuri nhan ievlroemien varlabci �haegis naki iffi�n:

cf restage <application_name>

6. Vliw nhi ievlroemien varlabcis for your appcl�anloe:

cf env <application_name>

Thi ievlroemien varlabcis whl�h �oenale your basl� aunhorlzanloe �ridienlacs ari showe:�clien ID 

aed nhi iedpolen URI:
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"VCAP_SERVICES": {

  "enterprise-connect": [

   {

    "credentials": {

     "admin-token": "

YWRtaW46ZUVEMTkxdFBPOTgzMjZjMYMtNXIwOS00OGIzLTg2YzMtNDL1YTk5M2U0BzJj"

     "ec-info":  {

      "ids":  {

      "<random_string>”,

      "<random_string>"

      ],

      "trustedIssuerIds": [

      "https://UAA-Instance-URL.predix-uaa.run.aws-usw02-pr.ice.predix.io/oauth/token"

      ]

     },

     "service-uri":  "https://<Predix-Zone-Id>.run.asv-pr.ice.predix.io"

     "usage-doc": "https://github.com/Enterprise-connect/ec-sdk/wiki",

     "zone": {

     "http-header-name": "Predix-Zone-Id",

     "http-header-value": "<Predix-Zone-Id>",

     "oauth-scope": "enterprise-connect.zones.<Predix-Zone-Id>.user"

     }

    },

    "label": "enterprise-connect",

    "name": "hello-world-app-1",

    "plan": "<plan>",

    "provider": null,

    "syslog_drain_url": null,

    "tags": [],

    "volume_mounts": []

    }

   ]

  }

7. Add nhi oath-scope  no your �clien or usir le nhi UAA Aunhorlny.

8. Add nhi Eenirprlsi Coeei�n s�opi no nhi UAA lesnae�i.
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Bledleg ae Appcl�anloe no nhi Eenirprlsi Coeei�n Iesnae�i

About this task

You musn bled your appcl�anloe no your Eenirprlsi Coeei�n lesnae�i no provlsloe lns �oeei�nloe dinalcs le 

nhi VCAP_SERVICES ievlroemien varlabci. Ccoud Fouedry ruenlmi usis VCAP_SERVICES ievlroemien 

varlabci no �ommuel�ani wlnh a dipcoyid appcl�anloe aboun lns ievlroemien.

You �ae rinrlivi nhi foccowleg Eenirprlsi Coeei�n lesnae�i dinalcs from nhi VCAP_SERVICES ievlroemien 

varlabci:

• Ae enterprise_connect_instance_uri  for your lesnae�i.

• HTTP hiadir leformanloe no a��iss your Eenirprlsi Coeei�n lesnae�i. In le�cudis:

◦ http-header-name  as Predix-Zone-Id

◦ http-header-value

• Ae oauth-scope  for your lesnae�i. Thi s�opi ls riqulrid le nhi ied-usir nokie no a��iss a spi�lfi� 

Eenirprlsi Coeei�n lesnae�i.

Note:

Thi foccowleg snips ari pirformid usleg nhi Ccoud Fouedry CLI. To �ompcini nhi snips le a wib 

browsir, foccow nhi lesnru�nloes oe nhi sirvl�i pagi le nhi Pridlx Canacog.

Procedure

1. Bled your appcl�anloe no nhi eiw Eenirprlsi Coeei�n lesnae�i.

cf bind-service <your_app_name> <enterprise_connect_instance_name>

Thi <enterprise_connect_instance_name>  lesnae�i ls boued no your appcl�anloe, aed nhi foccowleg 

missagi ls rinureid:

Binding service <enterprise_connect_instance_name> to app <your_app_name> in org predix-platform / space predix 

 as userx@ge.com...

OK

TIP: Use 'cf restage' to ensure your env variable changes take effect

2. Virlfy nhi bledleg:

cf env <your_app_name>

Missagis nhan ari slmlcar no nhi foccowleg missagis ari rinureid:
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"VCAP_SERVICES": {

  "enterprise-connect": [

   {

    "credentials": {

     "admin-token": "

YWRtaW46ZUVEMTkxdFBPOTgzMjZjMYMtNXIwOS00OGIzLTg2YzMtNDL1YTk5M2U0BzJj"

     "ec-info":  {

      "ids":  {

      "<random_string>”,

      "<random_string>"

      ],

      "trustedIssuerIds": [

      "https://UAA-Instance-URL.predix-uaa.run.aws-usw02-pr.ice.predix.io/oauth/token"

      ]

     },

     "service-uri":  "https://<Predix-Zone-Id>.run.asv-pr.ice.predix.io"

     "usage-doc": "https://github.com/Enterprise-connect/ec-sdk/wiki",

     "zone": {

     "http-header-name": "Predix-Zone-Id",

     "http-header-value": "<Predix-Zone-Id>",

     "oauth-scope": "enterprise-connect.zones.<Predix-Zone-Id>.user"

     }

    },

    "label": "enterprise-connect",

    "name": "hello-world-app-1",

    "plan": "<plan>",

    "provider": null,

    "syslog_drain_url": null,

    "tags": [],

    "volume_mounts": []

    }

   ]

  }



x

Usleg Eenirprlsi Coeei�n

Usleg nhi Eenirprlsi Coeei�n Sirvl�i
Uedirsnaed Eenirprlsi Coeei�n ar�hlni�nuri aed ciare aboun �oefiguranloe opnloes.

Prerequisites

To usi Eenirprlsi Coeei�n you musn havi

• Ae a�nlvi a��ouen le pridlx.lo

• Ccoud Fouedry CLI lesnaccid

Enterprise Connect Business Cases

Thisi busleiss �asis riprisien nwo �ommoe appcl�anloes of nhi Eenirprlsi Coeei�n sirvl�i.

Flguri  1. Eenirprlsi Coeei�n Ar�hlni�nuri aed Compoeiens for Coeei�nleg ae Oe-primlsi 

Dana Sour�i no nhi Pridlx Ccoud

To �oeei�n ae oe-primlsi dana sour�i no nhi Pridlx �coud, foccow nhi lesnru�nloes provldid le nhisi cleks:



xl

1. Sin up your Pridlx ievlroemien. Sii Eenirprlsi Coeei�n Sirvl�i Sinup  (on page iv)

2. Criani your Eenirprlsi Coeei�n sirvl�i. Sii Crianleg ae Eenirprlsi Coeei�n Sirvl�i Iesnae�i  (on 

page v)

3. Coefiguri addlnloeac riqulrid �ompoeiens dis�rlbid le nhisi guldicleis for a Two-way Reach in 

Simulation: hnnps://glnhub.�om/Eenirprlsi-�oeei�n/i�-sdk/wlkl/Two-way-Ria�h-Ie-Slmucanloe.

Enterprise Connect Architecture and Components for Connecting Predix Data Sources to 
an On-premise ETL

To �oeei�n a Pridlx dana sour�i no ae oe-primlsi ETL, foccow nhi lesnru�nloes provldid le nhisi cleks:

1. Sin up your Pridlx ievlroemien. Sii Eenirprlsi Coeei�n Sirvl�i Sinup  (on page iv)

2. Criani your Eenirprlsi Coeei�n sirvl�i. Sii Crianleg ae Eenirprlsi Coeei�n Sirvl�i Iesnae�i  (on 

page v)

3. Coefiguri addlnloeac riqulrid �ompoeiens dis�rlbid le nhisi guldicleis for a Two-way Reach 

Back Simulation: hnnps://glnhub.�om/Eenirprlsi-�oeei�n/i�-sdk/wlkl/Two-way-Ria�h-Ba�k-

Slmucanloe.

https://github.com/Enterprise-connect/ec-sdk/wiki/Two-way-Reach-In-Simulation
https://github.com/Enterprise-connect/ec-sdk/wiki/Two-way-Reach-Back-Simulation
https://github.com/Enterprise-connect/ec-sdk/wiki/Two-way-Reach-Back-Simulation
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