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Chapter 1. Important Product Information

What's New in Proficy Historian for Cloud 2024

Proficy Historian is a best-in-class historian software solution that collects industrial time series data. It is

secure, fast, and highly efficient.

Proficy Historian for Cloud allows you to deploy the Historian server and its components on cloud
destinations. It supports all the components/tools in the on-premises counterpart of Proficy Historian

(such as collectors, Excel Addin). And it offers all the advantages of cloud technologies.

Proficy Historian for Cloud offers plenty of new features and enhancements to help you connect your data
with other analysis tools, migrate your data from Proficy Historian on-premises, scale up Data Archiver,

and many more:

- Enhanced REST APIs: The following Rest APIs are now available with Cloud Historian: The Tagslist
API, Managing Collector Instances, Managing Collectors, Managing Datastores, and Managing
Systems.

- Support for Proficy Authentication: Starting with Cloud Historian 2024, a common User
Authentication and Authorization (Proficy Authentication) service named Proficy Authentication
is now provided with Cloud Historian. You can deploy it with other Proficy products such as
Operations Hub or Plant Applications, or with the Cloud Historian deployment.

« Support for Configuration Hub: You can create and manage Historian systems using Configuration
Hub. In addition, you can manage collectors, data stores, and tags. Cloud Historian can be
configured with both Windows Configuration Hub and the Containerized Configuration Hub.

- Storage of Future Data Support: Previously, you could store only up to 1200 seconds of future data
for Cloud Historian. Now, you can store unlimited future data (that is, up to 19 January, 2038) in
Historian. This future data is the predicted data, which has a future timestamp. You can use this
data to perform a predictive or forecast analysis (for example, using trend charts), and revise the
forecasting algorithms as needed.

« Remote Collector Management with Configuration Hub (Windows and Containerized):
Configuration Hub provides a user-friendly interface to manage collectors running on remote
servers. You can also view the status of all the collectors with visual representation.

« Common Collectors Installer for Windows and Cloud Historian: Common collectors installer with a
utility to run for enabling encryption for collectors to connect to Cloud Historian.

- Ability to visualize and interact with Historian specific REST APIs using Swagger Ul: You can now
access Historian REST APIs using Swagger Ul. This tool enables you to visualize and interact with
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the APIs resources without having any of the implementation logic in place, establishing a fully

interactive documentation experience using Swagger

- Other Proficy Historian Features: Enumerated Sets, Array Tags, Complete Messages instead of

just showing Message ID's, Collector Redundancy, and Backup & Restore.

Known Issues and Limitations
Limitations

The following are the limitations with Proficy Historian for Cloud:

. Track-
Description )
ing ID

You cannot add more than 1 Cloud Historian server in Configuration Hub DE213095
Bug
282629

User Defined Types are not supported. DE209835
Bug ID
87729

The Stale Tags functionality is not supported. DE209835
Bug ID
87729

The same Proficy Authentication cannot be used for more than one Proficy Historian on Bug

Cloud. 87909

Alarms and Event Archiver does not work with Cloud Historian. DE209835
Bug ID
87729

When upgrading Cloud Historian from any version prior to 2023, you first need to upgrade to | N/A

any of the 2023 versions (2023, 2023.1, 2023.1.1) and then upgrade to 2024.

The .NET and CA API does not work with Cloud Historian as Cloud Historian is Linux based. | N/A

Historian as an OPC HDA Server and OPC UA DA Server is not supported. N/A

The Historian Diagnostics Manager is not suppported with Cloud Historian. N/A
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in is not supported.

Workaround

It is recommended to add less than 30000 tags for a collection interval of 1 second or more.

Track-
Description .

ing ID
The File collector, the HAB collector, the Cygnet collector, and the Alarm and Events collec- | N/A
tors are not supported with Cloud Historian.
LDAPS is not supported with containerized Proficy Authentication. N/A
Collector Compression is not automatically applied to tags created for an MQTT Sparkplug |DE212048
B collector instance that was added with collector compression enabled.
Hierarchical browsing of tags is not supported for an OPC collector connected to an iFIX DE204135
source.
Import more than 50000 tags to Historian Server for the OPC UA collector using Excel Add- | DE212906

In addition:

- The performance of Historian Administrator when connected to Proficy Historian for Cloud is not

good. We recommend using Configuration Hub.

« In general, it is recommended that you use Configuration Hub instead of Historian Administrator or

the Web Admin.

Known Issues

Description Tracking ID

Cannot create archives manually from the Historian Administrator (VB Ad- 91625

min)

Workaround: Use Configuration Hub to perform any configurations.

Not able to create array tags of data type VariableString 283472

There is currently no workaround.

Restoring of Archives is not working from Historian Administrator 97114

Workaround: Use Configuration Hub to perform any configurations.
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Description Tracking ID

Historian Node Name is set to "historian-svc" for S2S and S2D collectors 283138
when instantiated from Configuration Hub

Workaround: Provide the NLB DNS in the Destination Historian server field

during collector instantiation.

Not able to configure tags for S2D collector from Configuration Hub 283284

Workaround: Use the Historian Administrator (VB Admin) to configure tags
for S2D collector.

SDK clients does not give the correct information about collector version 239806

Workaround: Use Configuration Hub instead.

On a 32 bit machine, Collectors are communicating to Cloud Historian on 250412
14000 port even after encryption is enabled

There is currently no workaround.

In the Server Properties, some of the properties are being shown as NA & 91561

some of them as 0's.

Statistics are not shown for Cloud Historian tags in Operations Hub 2024 408311

There is currently no workaround.

If you import tags, along with their CreationTime and CreationUser, that were | DE207159
exported from Configuration Hub, the Excel Add-in displays the message:

Proficy Historian Import Tags Error.

Workaround: Maually remove the CreationTime and CreationUser columns in
the exported file before importing it.

When you use the Python collector to convert a value to boolean type, the re- | N/A

sults are provided in a string format.

Workaround: When you convert a value to a Boolean type, you must store the
results as Result = bool(Historian.CurrentValue('TP.Simulation00001"))

The trend decimal values in Configuration Hub are different from those in His- | DE212903

torian Administrator.

There is currently no workaround.
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Description Tracking ID
In Historian Interactive SQL, the sampling mode "rawbyfiltertoggle” is not re- | DE212904
turning the expected output.
Collector Compression is not working as expected for the Calculation Collec- | DE212897
tor.
DA Crashes when you try to create UDT using JAVA API. 503389
UDTs are not supported with Cloud Historian. In this case, DA automatically
restarts.
Read Sample Rate and Receive Rate are not showing correct results in Con- | 516219
figuration Hub.
In Operations Hub 2024 Trend Card, Statistics are not shown for Cloud Histo- | 502854
rian tags.
Redundancy options are enabled for some of the collectors like Server to 283537
Server, ODBC, OPCHDA, and Wonderware Collectors in Configuration Hub for
which redundancy is not supported.
Soft deleted tags are not showing up in the reports. 363074
Resolved Issues
Resolved Issues
Description Tracking ID
Historian Administrator Errors Occur when Updating Calculation Collector 01076495
Functions.
DE200412
This issue was resolved in Historian for Cloud 2024.
Historian Data collection issues - Data Archiver no longer accepting connec- | 01078435
tions.
01076667
This issue was resolved in Historian for Cloud 2024.
01083611
Historian Calculation Collector keeps stopping. DE200411
This issue was resolved in Historian for Cloud 2024. DE200408
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Description Tracking ID

The tag import not working with the Excel Add-in. 01083632

This issue was resolved in Historian for Cloud 2024.




Chapter 2. Overview

About Proficy Historian for Cloud

Proficy Historian is a best-in-class historian software solution that collects industrial timeseries data. It is

secure, fast, and highly efficient.

Proficy Historian for Cloud allows you to deploy the Historian server and its components on cloud
destinations. Specifically, Proficy Historian for AWS allows you to deploy the Historian server on AWS.

You can deploy Proficy Historian for AWS on your own virtual private cloud (VPC) (on page 50), or you
can let us create one for you (on page 44). You can also use the Historian license (on page 56) if
you have one or opt for a consumption-based model (in which the bill is generated based on your data

consumption).

It supports all the clients in the on-premises counterpart of Proficy Historian (such as collectors, Excel
Addin). You can install them on-premises or on an EC2 instance (either on the same or a different VPC),

and then connect to Data Archiver deployed on AWS.

Advantages of using Proficy Historian for AWS:

« AWS Marketplace: In addition to Proficy Historian for AWS, the Web Admin console and the
scheduled export feature are available in the AWS marketplace.

« Load balancing: With the use of Amazon Network Load Balancer (NLB), load balancing is achieved.

« Integration with CloudWatch and CloudTrail: Using CloudWatch, you can access logs (on page
1533), which help in troubleshooting issues. Using CloudTrail, you can access events (on page
1534), and thus view the data consumption while reading or writing data samples.

- File Storage in Amazon Elastic File System (EFS): Files are stored in EFS, thus achieving scalability
and security. You can access the archives and log files (on page 1540) created by Historian.

- Secure and highly available: Proficy Historian for AWS is deployed on a virtual private cloud (VPC).

It uses private subnets and TLS encryption, thus making it secure.

In addition, Proficy Historian for AWS is deployed on multiple availability zones. If Data Archiver
goes down, a new one is created in less than 10 seconds, thus making it highly available.

Components of Proficy Historian for AWS

Proficy Historian for AWS contains the following components:
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« Collectors: Collect tag data from various data sources. You can install collectors (on page )
on multiple Windows machines. These machines can be on-premises or on a virtual private cloud
(VPC).

« Clients: Include the following applications:

> Web Admin console (on page )

o Excel Addin (on page 990)

o Excel Addin for Operations Hub

> The OLEDB Provider (on page 1042)

o Historian Administrator (on page 1193)

» The Extract, Transform, and Load (ETL) tools
You can use them to retrieve and analyze the data stored in Historian. You can install them on
multiple Windows machines. These machines can be on-premises or on a VPC.

« AWS Network Load Balancer (NLB): Receives data read or write requests from clients or
collectors. If user authentication is needed, these requests are sent to Proficy Authentication for
authentication. Otherwise, these requests are sent to Data Archiver.

Note:
The AWS NLB DNS name can be quite lengthy, for CIMPLICITY sources use the AWS IP

address.

- Amazon Elastic Kubernetes Cluster (EKS): Hosts and maintains scalability and high availability of
the following components:

- Data Archiver: Intercepts requests from NLB. Sends user authentication requests to Proficy
Authentication. Sends data read/write requests to Amazon Elastic File System (EFS).

- Proficy Authentication: An application that authenticates user credentials and grants
access for Proficy applications.

- PostgreSQL: A database that stores user credentials.

- Amazon Elastic File System (EFS): Stores tag data in .iha files and configuration data in .ihc files,
along with log files and buffer files. You can access these archive files and log files (on page
1540). It is fully managed, scalable, highly available, and durable.

« CloudWatch: Contains the logs (on page 1533) generated by Data Archiver. You can also access
the dashboard, which contains various widgets for your analysis and monitoring.

« CloudTrail: Contains the events (on page 1534) generated by Data Archiver, containing
information on the data consumption.


unique_12
unique_12
unique_12
unique_13
unique_13
unique_13
https://www.ge.com/digital/documentation/historian/version2024/c_about_excel_addin_for_opshub.html
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Compatibility with Other Proficy Products

Several Proficy products work with Proficy Historian for Cloud. The following is a general set of required
versions to work with Proficy Historian for Cloud.

Product

Supported Version

CIMPLICITY

2023, 2024 pre-release

iFIX

2023, 2024 pre-release

Plant Applications

2023, 2023.1 SP2

Workflow

2.6 SP1

Operations Hub

2023.1, 2024 pre-release

On Prem Historian Clients

2022,2023, 2024

Dream Reports

2023 Patch1




Chapter 3. Pricing and Billing

Access Pricing Information

To use Historian, you can choose between the following options:

- License-based (BYOL): If you want to use the BYOL model, you can use your Proficy Historian for
Linux license or buy it, and then apply it (on page 56). You can then proceed to work with Proficy
Historian for Cloud. In this case, you can deploy and use Proficy Historian for AWS directly.

» Consumption-based: If you want to use the consumption-based model, you must pay for using
Proficy Historian for Cloud based on the consumption (that is, the number data samples that are
read/written to Data Archiver).

This topic describes how to access the price for fetching or writing data to Data Archiver per million
samples. This information is available before you deploy Historian. It helps you estimate the cost of using
Historian and plan accordingly.

If, however, you have already begun using Historian, you can access the cost incurred to fetch or write

data to Data Archiver and make payment (on page 29).

1. Log in to the AWS console.
2. Access the following URL: https://aws.amazon.com/marketplace/pp/prodview-rbmhtw3icmtqw.
Or, search for Proficy Historian for AWS.

The pricing information of Proficy Historian for AWS appears in the Pricing Information section.

Make Payment for Using Proficy Historian for AWS

In a consumption-based model, you can use Proficy Historian for AWS. Based on the data consumption,
a bill is generated in the AWS console. You must pay the amount mentioned in the bill to continue using
Historian.

This topic describes how to access your bill and make payment. To access the pricing information, refer

to Access Pricing Information (on page 29).

1. Log in to the AWS console.

2. In the upper-right corner of the page, select your username, and then select Billing Dashboard.


https://aws.amazon.com/marketplace/pp/prodview-rbmhtw3icmtqw
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The Billing Dashboard page appears. You can also have the invoice emailed to you.

3. Make the payment.


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/emailed-invoice.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/manage-general.html

Chapter 4. Deployment

Deployment Architecture

The following diagram shows the deployment architecture of Proficy Historian for AWS. In this diagram:

- Data Archiver, Proficy Authentication, PostgresSQL, Configuration Hub, and Historian Rest APIs are
deployed in an Elastic Cloud Compute (EC2) instance in a private subnet inside Amazon Elastic
Kubernetes Service (EKS).

« Amazon Elastic File System (EFS) is connected to Data Archiver.

« Network Load Balancer (NLB), collector instances, and the NAT Gateway are in a public subnet.

« EFS is in the Virtual Private Cloud (VPC), whereas CloudWatch and CloudTrail are outside the
VPC. EFS sends archiver logs to CloudWatch, which you can use for analysis. CloudTrail is used to
access events.

« Collector 1 and Collector 2 are collector instances created on an on-premises Windows machine.
Similarly, Excel Addin for Historian and Historian Administrator are installed on an on-premises
client machine.

« Collector 3 and Collector 4 are collector instances created on an EC2 instance in a VPC (can be a
different VPC than the one in which the Historian server is deployed).

Historian On AWS 2024
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Historian On AWS 2024 with Proficy Authentication on-premises
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This next diagram shows the high availability architecture:
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1. Collectors send a request to AWS Network Load Balancer (NLB) to write tag data.

2. NLB sends the request to Data Archiver. If user authentication is needed, Data Archiver sends the
request to Proficy Authentication, which verifies the user credentials stored in PostgreSQL. After
authentication, NLB confirms to the collectors that data can be sent.

3. Data collected by the collector instances is sent to NLB.

4. NLB sends the data to Data Archiver directly. After authentication, Data Archiver stores the data in
EFSin .iha files.

How tag data is stored if using collectors with TLS encryption enabled:

1. Collectors send a request to AWS NLB to write tag data. Since the request is encrypted, port 443 is
used.

2. NLB decrypts the request and sends it to Data Archiver. If user authentication is needed, Data
Archiver sends the request to Proficy Authentication, which verifies the user credentials stored in
PostgreSQL. After authentication, NLB confirms to the collectors that data can be sent.

3. Data collected by the collector instances is encrypted and sent to NLB using port 443.

4. NLB decrypts the data and sends it to Data Archiver. After authentication, Data Archiver stores the
data in EFS in .iha files.

How data is retrieved:

1. Clients (that is, Excel Addin, the Web Admin console, the REST Query service, or Historian
Administrator) send a request to NLB to retrieve data.

2. NLB sends the request to Data Archiver, which retrieves data from EFS. If, however, user
authentication is needed, Data Archiver sends the request to Proficy Authentication, which verifies
the user credentials stored in PostgreSQL. After authentication, data is retrieved from EFS.

Prerequisites

Hardware Requirements

Proficy Historian for AWS

Proficy Historian for AWS is deployed in an Elastic Cloud Compute (EC2) instance in Elastic Kubernetes
Cluster (EKS) inside a Virtual Private Cloud (VPC). During deployment choose an instance type based on
your requirement. Our benchmarking results suggest that M5.2XLarge supports up to 15 million samples

per minute. You can choose an instance of lower capacity based on the rate of collection.
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Collectors

You can install collectors on an on-premises Windows machine. Or, you can install them on a machine in

the same VPC where the Historian server is deployed, or you can choose to deploy in a different VPC.

The following table provides the hardware requirements for installing collectors on an on-premises

Windows machine.

Hardware Component

Recommendation

RAM

8 GB

Disk size

80 GB

Sizing Recommendations

We recommend the following configuration of EC2 instances depending on the type of environment or the

volume of data.

Environment or Volume of Data

Recommendation

rate 10 — 15MM samples/min

Production Environment with write C5.XLarge
rate < 3MM samples/min

Production Environment with write M5.XLarge
rate 3 - 10MM samples/min

Production Environment with write M5.2XLarge

Production Environment with Sched-

uled Export job running

M5 series (M5.Large for smaller systems and M5.Xlarge and
M5.2Xlarge for bigger systems respectively).

Test environment

C5.XLarge

Software Requirements

Collectors

Install any of the following operating systems:

* Microsoft® Windows® Server 2022 (64-bit)
* Microsoft® Windows® Server 2019 (64-bit)
 Microsoft® Windows® Server 2016 (64-bit)




Cloud Historian | 4 - Deployment | 35

* Microsoft® Windows® 11 (64-bit)
* Microsoft® Windows® 10 (64-bit), Professional ,or Enterprise Edition.

The other requirements, such as Microsoft®.NET Framework, are installed automatically.

- M
Note:
If your machine is Firewall/proxy-enabled, Microsoft .NET Framework may not be installed
automatically. In that case, before installing Historian, you must install Microsoft .NET Framework

manually (if it is not available).
- J

Excel Add-in for Historian

You can install Excel Add-in for Historian on an on-premises machine or on an EC2 instance in a VPC. To
use Excel Add-in for Historian, install any of the following versions of Microsoft® Excel®:

* Microsoft® Excel® 2021 (32 & 64 bit)
 Microsoft® Excel® 2019 (32 & 64 bit)
 Microsoft® Excel® 2016 (32 & 64 bit)
* Microsoft® Excel® 2013 (32 & 64 bit)

Create Self-Signed OpenSSL Certificate for NLB

Overview

For secure traffic between Historian collectors and to access containerized Configuration Hub and Proficy
Authentication with Cloud Historian, an SSL certificate is required to be used with NLB.

When you deploys Historian on AWS 2024 with the Cloud Formation Template, there are two options
related to SSL certificates:

- Leave SSL Certificate Arn parameter empty: In this case, a self-signed SSL certificate will be
created by the CFT using OpenSSL command in an AWS Lambda function.

« Provide arn of SSL certificate already uploaded to either AWS ACM / IAM: In this case, CFT will not
create a self-signed SSL certificate; instead you must provide the SSL certificate to be used with
NLB listeners.

TLS Configuration

SSL Certificate Arn
Provide the Arn For SSL/TLS Certificate. If not provided default openssl certificate will be created and used. Its Highly recommanded to use CA signed certificate.

Enter String
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In both the cases, the SSL certificates are created without any knowledge of the NLB DNS. The NLB DNS
will only be known when CFT deployment completes. Due to this, when you access Configuration Hub
or Proficy Authentication deployed with Historian CFTs, a Non-secure field will be displayed on the web
browser, as shown in the following figure.

© Notsecure https://historian

A

Your connection is not private

Attackers might be trying to steal your information from historian-eks-ssl2-nlb-
c0712a63e30de625.elb.ap-northeast-2.amazonaws.com (for example, passwords,

messages, or credit cards). Learn more

NET::ERR_CERT_AUTHORITY_INVALID

Advanced Back to safety

To prevent browser from displaying the Non-secure field, you need to create an SSL certificate by
providing NLB DNS in SAN (Subject Alternative Names) field. To create such an SSL certificate, you can
use the openssl package in Linux based systems, by issuing the following commands:

openssl genpkey -al gorithm RSA -out ./nlb-key. pem - pkeyopt rsa_keygen_bits: 2048
openssl req -x509 -new -nodes -key ./nlb-key.pem -sha256 -out nlb-cert.pem -subj

"/ O=Prof i cyH stori an/ OU=MFG CN=Cl oudHi st ori an" -addext "subjectAl tName = DNS: <NLB_DNS>" -days 3600

After executing the previous two commands, the private key (nlb-key.pem) and the certificate (nlb-
cert.pem) will be created. The contents of these two files will be required later when uploading to AWS
IAM / ACM:

17 23:58
17 23:58 nlb-key.pem

17 23:58 nlb—cert.pem
17 23:58
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Steps from the AWS Management Console

1. Access the AWS Management Console page.

2. From the AWS Management console, select the Region where Historian is deployed, and then EC2
> Load Balancers > Select Historian NLB > Go to Listeners.

3. Edit the Listener with port 5001 (Config Hub), as shown in the following figure:

Listeners Network mapping Security Monitoring Integrations Attributes Tags

Listeners (1/5)

Alistener checks for connection requests using the protocol and port that you configure. Traffic received by a Network Load Balancer listener is forwarded to the selecte

Actions A ‘ i Add listener

View listener details

Q Filter listeners ‘ | Edit listener l:o}
Add SSL certificates for SNI
-] Protocol:Port v Default action v ‘ ARN v Security policy v Default SSL Manage tags licy
O T1LS:443 Forward to targetgrolip ARN ELBSecurityPolicy-2016-08 Histori EkmDeIWEte “Smtenmer e
X ecurr olicy-. =) Istorian-| =SSIZ=TT=ap=1 - p—
=  Historian-EKS-ssl2-Hist [4 = ¥ 4 - e o
(] TLS:9090 Forward to target group ARN ELBS ityPolicy-2016-08 Historian-EKS-ssl2-H. theast-; N
o curr 1Cy-. = I rian- z ~-H-ap-nort ast-. n
= o Historian-EKS-ssl2-Rest [F = ecuntyrolicy sto s PERGHEEES one
O TLS:8080 Forward to target group ARN ELBS ityPolicy-2016-08 Historian-EKS-ssl2-H. theast-; N
il ) 1Cy-. = I rian- & ~-H-ap-nort Fé n
— « Historian-EKS-ssl2-UAA [4 - ecurityroticy stora s ap-northeas one
TLS:5001 AU ARIEENTEIE ARN ELBSecurityPolicy-2016-08 Historian-EKS-ssl2-H theast-: N
i ecurityPolicy- - istorian-EKS-ssl2-H-ap-northeast-: one
e o Historian-EKS-ssl2-CH [ L Y v 2
Forward to target grou
O TCP:14000 get group ARN Not applicable Not applicable None

« Historian-EKS-ssl2-Hist [4

4. Under the Default SSL/TLS server certificate, click on Import certificate. Select either import to
ACM or IAM.

5. Provide the certificate private key (nlb-key.pem) and the certificate body (nlb-cert.pem) created in
the previous steps and then Save Changes.
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B e ] g

© Import to IAM
Use IAM as a certificate manager only if you must support HTTPS connections in a Region not supported by ACM. Learn more E

Certificate name

nlb-ssl-cert

Certificate private key

ORI TS ET T ST AT RO CRE D7 Loy NP 2 I7 KAV IF AQUITCTZ R I tDT BT -
/EdK1hQgiJaRyg24qY6lpamLZz@aB6Ck7IFHQNbJOwadPuSIfkXjSYGrEZS55+AFp
Vt61K1IjkngqopbigspCehCg=

Certificate body

jMOPO8AJeZv4E4scOLYwQ/eF/ff1PunllLY2Gpaymlyyl1Q28m/3T4i/HRtqizToem
XZ81/eAebmc7XzY2bvS5gm6KA9NG7DILXLpLRCWBSGNCmRFIVjUjzTt15cShilxA

Certificate chain - optional

Paste the PEM-encoded certificate chain here

6. Repeat these steps for the Proficy Authentication listener (8080), except this time, use the already
uploaded SSL certificate:

Protocol Port Default action  Info
‘ s v | : ’ 8080 ‘ Forward to | Historian-EKS-ss|2-UAA TCP C
Target type: Instance, IPv4
1-65535

Create target group [4

Secure listener settings info

Security policy info

Your load balancer uses a Secure Socket Layer (SSL) negotiation configuration called a security policy to manage SSL connections with
clients. Compare security policies [

Security category Policy name

All security policies v ‘ ‘ ELBSecurityPolicy-2016-08 v

Default SSL/TLS server certificate
The certificate used if a client connects without SNI protocol, or if there are no matching certificates.

Certificate source

‘ O From ACM ‘ ’ © From IAM ‘ [ O Import certificate ‘

Certificate (from IAM)

The certificate used if a client connects without SNI protocol, or if there are no matching certificates.

c|

nlb-ssl-cert
ASCAWKVRXSBLI7P2075EU

Note:

The following steps are for windows based machines:

v

7. Access the NLB with the 5001 port from a web browser.



8. View the certificate, and notice under the Certificate Subject Alternative Name field, that the NLB

DNS is set.

’rivacy error x o

Cc © Not secure

You

Atta
c07°

NET::

Ac
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htps://historian-eks-ssl2-nlb-c0712a63e30de625.elb.ap-northeast-2.amazonaws.com:5001

Certificate Viewer: CloudHistorian X

General  Details

Certificate Hierarchy

CloudHistorian

Certificate Fields

Certification Authority Key ID
Certificate Basic Constraints
Certificate Subject Alternative Name
Certificate Signature Algorithm
Certificate Signature Value
¥ SHA-256 Fingerprints

Certificate

Public Key -

Field Value

Not Critical
DNS Name: Historian-EKS-ssl2-nlb-c0712a63e30de625.elb.ap-northeast-2.amazonaws.com

Export...

9. Export this certificate and install the .crt file:
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@k Certificate ®

General Details Certification Path

m Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: CloudHistorian

Issued by: CloudHistorian

Valid from 4/17/2024 to 2/24/2034

Install Certificate... | = Issuer Statement

o< |

10. Select the Local Machine for the location, as shown in the following figure.
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&% Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust kists, and certificate revocation
ists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains mformation used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Locaton
() Current User

(@) Local Machine

To continue, dick Mext.

T

11. When prompted, select the Windows Trusted Root Certification Authorities store and complete the

install.
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Select Certificate Store

Select the certificate store you want to use,

Personal
Trusted Root Certifi
. Enterprise Trust
| Intermediate Certification Authorities
] Trusted Publishers

1 it st Cactifeates

cation Authorities

L4

(L] Show physical stores

e

Ib.
| rtificates are kept.
& store, or you can specfy a locaton for
| & based on the type of certificate
re
=4

12. Now, close all web browser tabs, restart the browser, and access the Historian NLB on port 5001.
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Configuration Hub x  +
c 25 historian-eks-ssl2-nlb-c0712a63e30de625.elb.ap-northeast-2.amazonaws.com:5001/configurationhub/launch
historian-eks-ssl2-nlb- X

c0712a63e30de625.elb.ap-
northeast-2.amazonaws.com:5001

ﬁ Connection is secure >
@ Cookies and site data >
83 Site settings @&
Configuration Hub Login @
PROFICY AUTHENTICATION (UAA)
I

The Connection should now display as secure and a valid certificate will be displayed, as shown in
the previous figure.

About Deploying Proficy Historian for AWS

To deploy Proficy Historian for AWS, you need a virtual private cloud (VPC), which allows you to deploy
Proficy Historian into a virtual network that you have defined. For more information, refer to https://
docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html.

Applying the license: You can use Proficy Historian for AWS with or without the Historian license.
Accordingly, the following products are available in the AWS marketplace:

« Bring your own license (BYOL): Use this product if you have the Historian for Linux license (or if
you plan to get one). After you deploy Proficy Historian for AWS, apply the license (on page 56).
« Consumption-based: Use this product if you do not have the Historian for Linux license. A bill is

generated based on your data consumption. For information on the pricing, refer to Access Pricing
Information (on page 29).

Deployment options:


https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
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* By creating a new VPC (on page 44): Use this option if you do not have a VPC, or if you want to
create a separate VPC for Proficy Historian. If you choose this option, a new VPC is created, along
with the public and private subnets (one for each availability zone), the NAT Gateway, and IGW.
Proficy Historian for AWS is then deployed in that VPC.

« By using an existing VPC (on page 50): Use this option if you already have a VPC in which you
want to deploy Proficy Historian for AWS as well. If you choose this option, Proficy Historian, along

with the required resources, is deployed in your VPC.
After you deploy Proficy Historian for AWS, the following resources are deployed in the stack:

« Elastic Kubernetes Service (EKS): Contains a cluster of EC2 instances.

« Elastic File System (EFS): Stores the tag data and the tag configuration details.

« Network Load Balancer (NLB): Receives requests from collector/client machines and directs them
to the Proficy Authentication service. The NLB DNS is also called the public IP address of the NLB.
It is used to establish a connection between the Historian server and collectors/clients deployed
on an on-premises machine or on a different VPC.

» EC2 Instance: Contains the Data Archiver, Proficy Authentication, and PostgreSQL containers.

For more information on these components, refer to Deployment Architecture (on page 31).

Deploy Proficy Historian for AWS in a New VPC

Ensure that you are in the region in which you want to deploy Proficy Historian for AWS. The following
regions are supported:

+ Asia Pacific (Hong Kong)
« Asia Pacific (Tokyo)

« Asia Pacific (Seoul)

« Asia Pacific (Mumbai)

- Asia Pacific (Singapore)
+ Asia Pacific (Sydney)

+ Canada (Central)

« Europe (Frankfurt)

« Europe (Stockholm)

« Europe (Ireland)

« Europe (London)

« Europe (Paris)

+ Middle East (Bahrain)

+ South America (Sao Paulo)


https://docs.aws.amazon.com/eks/latest/userguide/what-is-eks.html
https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/introduction.html
https://aws.amazon.com/ec2/instance-types/
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« US East (N. Virginia)

« US East (Ohio)

+ US West (N. California)
+ US West (Oregon)

( g
Note:
By default, each region can contain up to five VPCs. Therefore, if the region in which you want to
deploy Proficy Historian for AWS has already reached the limit, you can deploy it in an existing
VPC (on page 50). Or you can choose a different region.

N

J

This topic describes how to deploy Proficy Historian for AWS in a new VPC. Alternatively, you can deploy

Proficy Historian for AWS in an existing VPC (on page 50).

1. Log in to the AWS marketplace.

2. Search for Proficy Historian.

3. In the list of products that appear, if you have the Historian for Linux license, select Proficy
Historian for AWS.

Proficy Historian (2 results) showing 1 - 2 | Sort By: Relevance el

I Proficy Historian for AWS (Term License) I

By GE Vernova | Ver 2024

Proficy Historian is a best-in-class historian software solution that collects industrial time-
series data at very high speed, stores it efficiently and securely, distributes it, and allows
for fast retrieval and analysis driving greater business value. With decades of experience
and thousands of...

Proficy Historian for AWS (Consumption Pricing)

By GE Vernova | Wer 2024

Proficy Historian is a best-in-class historian software solution that collects industrial time-
series data at very high speed, stores it efficiently and securely, distributes it, and allows
for Fast retrieval and analysis driving greater business value. With decades of experience
and thousands of su...

Or, if you want to use the consumption model, select Proficy Historian for AWS (Consumption

Pricing).
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Proficy Historian (2 results) showing 1 - 2 Sort By: Relevance e

Proficy Historian for AWS (Term License)

By GE Vernova | Ver 2024

Proficy Historian is a best-in-class historian software solution that collects industrial time-
series data at very high speed, stores it efficiently and securely, distributes it, and allows
for Fast retrieval and analysis driving greater business value. With decades of experience

and thousands of...

Proficy Historian for AWS (Consumption Pricing)

By GE Vernova | Ver 224

Proficy Historian is a best-in-class historian software solution that collects industrial time-
series data at very high speed, stores it efficiently and securely, distributes it, and allows
for Fast retrieval and analysis driving greater business value. With decades of experience

and thousands of su...

4. Select Continue to Subscribe.
The terms and conditions appear.
5. Select Continue to Configuration.
The Configure this software page appears.
6. Enter values as described in the following table.

Field Description

Fulfillment option Select CloudFormation Template.

Software version Select 2024.

7. Select Continue to Launch.

The Launch this software page appears.

8. Under Deployment template, select Deploy Proficy Historian including the VPC Creation.
The Quick create stack page appears. All the fields in the Parameters section are populated
automatically.

9. Enter values as described in the following table.

Field/Section Description

Stack name Enter a name for the stack. A value is required and must be

unique. The value can include all alphanumeric characters and
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Field/Section Description
dashes. It must begin with an alphabetic character and cannot
exceed 128 characters.
New VPC Configuration Modify values in the section, or leave the default values as is.

You can also choose to disable the client VPN endpoint if need-
ed.

EKS cluster name

Enter a unique name for the Elastic Kubernetes Service (EKS)
cluster. A value is required, must be unique, and must be less
than 28 characters.

Instance type

Choose an instance type based on your requirement. Our bench-
marking results suggest that M5.Xlarge supports up to 15 mil-
lion samples per minute. You can choose an instance of lower

or higher capacity based on the rate of collection.

TLS Configuration

Provide the ARN of an SSL certificate. If you leave this field
blank, we generate an openSSL certificate. However, we recom-
mend that you provide a trusted certificate.

Use Existing Proficy Auth and
Proficy Config Hub

Select Yes to use an existing instance of Proficy Authentication,
and enter the URL below. Select No if you want to create a new
instance of Proficy Authentication.

URL of Proficy Authentication

Provide the existing Proficy Authentication URL in the following
format: https://<machinename>:443. For example: htttps: //

ec2- 15- 237- 65- 143. eu- west - 3. conput e. amazonaws. com 443

Proficy Authentication Admin

user secret

Provide the admin user secret for Proficy Authentication. If us-
ing an existing Proficy Authentication, specify the admin user
secret for the existing Proficy Authentication.

Historian Admin User Pass-

word

Provide a password to use as the admin secret and password
for default users. The password must contain a minimum of
eight characters, at least one uppercase letter, one lowercase
letter, one number, and one special character. The password

must start with a letter.

Config Hub Admin User Pass-
word

Provide the Configuration Hub user password. If not using an
existing Configuration Hub instance, a password is required.
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Field/Section Description

CloudWatch Logging By default, the option to send logs to CloudWatch is enabled.
This will allow you to send Data Archiver logs to CloudWatch;
you can later access the logs (on page 1533) and monitor

them.

And, the retention period is set to 30 days, after which the logs
are deleted. If needed, you can change the retention period. We

strongly recommend that you do not disable logging.

10. If needed, you can choose to enable the client VPN endpoint for additional security.
11. Select the check boxes to acknowledge the capabilities required by CloudFormation, and then

select Create stack.

[ Note: )

If you want to use windows Proficy Authentication with Historian on AWS 2024, also be

sure to do the following:
> Ensure that Windows VM or computer where Proficy Authentication is installed is
accessible from the Internet.
> When installing Historian Web Based Clients from the install media (ISO), specify
the FQDN (Fully Qualified Domain Name). The following figure shows an example of
how to specify the FQDN of a Windows EC2 machine.
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) GE VERNOVA  Proficy Historian Web-based Clients 2024

Fully Qualified Domain Namel(s).

To allow users to access Historian web applications remotely using fully
qualified domain names [FQDN), please list one or more here, separated
by commas. Otherwise, you may leave this blank.

ec2-13-234-239-2309.ap-south-1.compute.a mazonaws.com

Previous

Be aware that the FQDN should be accessible from the public Internet.

o If the user already installed Proficy Authentication on a Windows computer with
Historian Web Based Clients without specifying a FQDN which is accessible from
public Internet, then a re-install without purging databases of Historian Web Based
Clients is needed. Specify public FQDN while re-installing.

> While deploying Historian on AWS, in the CloudFormationTemplate parameters
specify the following:

= Yes for the 'Use existing Proficy Auth and Proficy Config Hub field
= In the URL of Proficy Authentication area, the FQDN with the format: https://
<FQDN>:443
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= The 'ProficyAuthentication Admin user' secret

Proficy Authentication + Proficy Configuration HUB details

Use existing Proficy Auth and Proficy config HUB
ected Yes, then enter fllowing windows ProfieyAuthenticatio

N

The stack is created, along with a VPC with two private and two public subnets.

@ CAUTION:

Do not update or delete the stack; you can lose data.

1. Apply the Proficy Historian for Linux license if you have one (on page 56).

2. Based on your requirement, install collectors (on page ).

Deploy Proficy Historian for AWS in an Existing VPC

1. Create a virtual private cloud (VPC), and make a note of the VPC configuration (that is, the
IDs of the VPC, subnets, and so on). For instructions, refer to https://docs.aws.amazon.com/
managedservices/latest/userguide/find-vpc.html and https://docs.aws.amazon.com/
managedservices/latest/userguide/find-subnet.html.

2. Ensure that you are in the region in which you want to deploy Proficy Historian for AWS. The
following regions are supported:

> Asia Pacific (Hong Kong)
> Asia Pacific (Tokyo)

> Asia Pacific (Seoul)

> Asia Pacific (Mumbai)

> Asia Pacific (Singapore)
o Asia Pacific (Sydney)

> Canada (Central)

o Europe (Frankfurt)

o Europe (Stockholm)

> Europe (Ireland)

> Europe (London)


unique_12
unique_12
unique_12
https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-vpc.html
https://docs.aws.amazon.com/managedservices/latest/userguide/find-vpc.html
https://docs.aws.amazon.com/managedservices/latest/userguide/find-vpc.html
https://docs.aws.amazon.com/managedservices/latest/userguide/find-subnet.html
https://docs.aws.amazon.com/managedservices/latest/userguide/find-subnet.html
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o Europe (Paris)

> Middle East (Bahrain)

o South America (Sao Paulo)
o US East (N. Virginia)

o US East (Ohio)

> US West (N. California)

> US West (Oregon)

This topic describes how to deploy Proficy Historian for AWS in an existing VPC. Alternatively, you can
deploy Proficy Historian for AWS in a new VPC (on page 44).

1. Log in to the AWS marketplace.
2. In the list of products that appear, if you have the Historian for Linux license, select Proficy
Historian for AWS.

Proficy Historian (2 results) showing 1 - 2 | Sort By: Relevance »

I Proficy Historian for AWS (Term License) I
By GE Vernova | Ver 2024

Proficy Historian is a best-in-class historian software solution that collects industrial time-
series data at very high speed, stores it efficiently and securely, distributes it, and allows
for fast retrieval and analysis driving greater business value. With decades of experience
and thousands of._.

Proficy Historian for AWS (Consumption Pricing)
By GE Vernova | Wer 2024

Proficy Historian is a best-in-class historian software solution that collects industrial time-
series data at very high speed, stores it efficiently and securely, distributes it, and allows
for Fast retrieval and analysis driving greater business value. With decades of experience
and thousands of su...

Or, if you want to use the consumption model, select Proficy Historian for AWS (Consumption
Pricing).
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Proficy Historian (2 results) showing 1- 2

Sort By: Relevance v

Proficy Historian for AWS (Term License)

By GE Vernova | Ver 2024

Proficy Historian is a best-in-class historian software solution that collects industrial time-
series data at very high speed, stores it efficiently and securely, distributes it, and allows
for Fast retrieval and analysis driving greater business value. With decades of experience

and thousands of...

Proficy Historian for AWS (Consumption Pricing)

By GE Vernova | Ver 20.24

Proficy Historian is a best-in-class historian software solution that collects industrial time-
series data at very high speed, stores it efficiently and securely, distributes it, and allows
for Fast retrieval and analysis driving greater business value. With decades of experience

and thousands of su...

3. Select Continue to Subscribe.

The terms and conditions appear.

4. Select Continue to Configuration.

The Configure this software page appears.

5. Enter values as described in the following table.

Field Description

Fulfillment option

Select CloudFormation Template.

Software version

Select 2024

6. Select Continue to Launch.

The Launch this software page appears.

7. Under Deployment template, select Deploy Proficy Historian in the Existing VPC.

The Quick create stack page appears.

8. Enter values as described in the following table.

Field/Section Description

Stack name

Enter a name for the stack. A value is required and must be
unique. The value can include all alphanumeric characters and
dashes. It must begin with an alphabetic character and cannot

exceed 128 characters.
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Field/Section

Description

VPCID

Enter the ID of the VPC on which you want to deploy Proficy His-
torian for AWS. For instructions on how to the find the VPC ID,
refer to https://docs.aws.amazon.com/managedservices/lat-

est/userguide/find-vpc.html.

Private Subnets and Public
Subnets IDs

Enter the IDs of the two private and the two public subnets in
your VPC. For instructions on how to find these IDs, refer to
https://docs.aws.amazon.com/managedservices/latest/user-

guide/find-subnet.html.

EKS cluster name

Enter a unique name for the Elastic Kubernetes Service (EKS)
cluster. A value is required, must be unique, and must be less
than 28 characters.

Instance type

Choose an instance type based on your requirement. Our bench-
marking results suggest that M5.Xlarge supports up to 15 mil-
lion samples per minute. You can choose an instance of lower

or higher capacity based on the rate of collection.

TLS Configuration

Provide the ARN of an SSL certificate. If you leave this field
blank, we generate an openSSL certificate. However, we recom-
mend that you provide a trusted certificate.

Use Existing Proficy Auth and
Proficy Config Hub

Select Yes to use an existing instance of Proficy Authentication,
and enter the URL below. Select No if you want to create a new
instance of Proficy Authentication.

URL of Proficy Authentication

Provide the existing Proficy Authentication URL in the following
format: https://<machinename>:443. For example: htttps: //

ec2- 15- 237- 65- 143. eu- west - 3. conput e. amazonaws. com 443

Proficy Authentication Admin

user secret

Provide the admin user secret for Proficy Authentication. If us-
ing an existing Proficy Authentication, specify the admin user
secret for the existing Proficy Authentication.

Historian Admin User Pass-

word

Provide a password to use as the admin secret and password
for default users. The password must contain a minimum of
eight characters, at least one uppercase letter, one lowercase
letter, one number, and one special character. The password

must start with a letter.



https://docs.aws.amazon.com/managedservices/latest/userguide/find-vpc.html
https://docs.aws.amazon.com/managedservices/latest/userguide/find-vpc.html
https://docs.aws.amazon.com/managedservices/latest/userguide/find-subnet.html
https://docs.aws.amazon.com/managedservices/latest/userguide/find-subnet.html
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Field/Section Description

Config Hub Admin User Pass- | Provide the Configuration Hub user password. If not using an
word existing Configuration Hub instance, a password is required.

CloudWatch Logging By default, the option to send logs to CloudWatch is enabled.
This will allow you to send Data Archiver logs to CloudWatch;
you can later access the logs (on page 1533) and monitor

them.

And, the retention period is set to 30 days, after which the logs
are deleted. If needed, you can change the retention period. We

strongly recommend that you do not disable logging.

9. If needed, you can choose to enable the client VPN endpoint for additional security.
10. Select the check boxes to acknowledge the capabilities required by CloudFormation, and then

select Create stack.

(L N
Note:
If you want to use windows Proficy Authentication with Historian on AWS 2024, also be
sure to do the following:
o Ensure that Windows VM or computer where Proficy Authentication is installed is
accessible from the Internet.
> When installing Historian Web Based Clients from the install media (ISO), specify
the FQDN (Fully Qualified Domain Name). The following figure shows an example of
how to specify the FQDN of a Windows EC2 machine.
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) GE VERNOVA  Proficy Historian Web-based Clients 2024

Fully Qualified Domain Namel(s).

To allow users to access Historian web applications remotely using fully
qualified domain names [FQDN), please list one or more here, separated
by commas. Otherwise, you may leave this blank.

ec2-13-234-239-2309.ap-south-1.compute.a mazonaws.com

Previous

Be aware that the FQDN should be accessible from the public Internet.

o If the user already installed Proficy Authentication on a Windows computer with
Historian Web Based Clients without specifying a FQDN which is accessible from
public Internet, then a re-install without purging databases of Historian Web Based
Clients is needed. Specify public FQDN while re-installing.

> While deploying Historian on AWS, in the CloudFormationTemplate parameters
specify the following:

= Yes for the 'Use existing Proficy Auth and Proficy Config Hub field
= In the URL of Proficy Authentication area, the FQDN with the format: https://
<FQDN>:443
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= The 'ProficyAuthentication Admin user' secret

Authentication + Proficy Configuration HUB details

. J

The stack is created, along with a VPC with two private and two public subnets.

@ CAUTION:

Do not update or delete the stack; you can lose data.

1. Apply the Proficy Historian for Linux license if you have one (on page 56).

2. Based on your requirement, install collectors (on page ).

Applying the Historian License (BYOL)

« Upload the Proficy Historian for Linux license in Amazon S3.
« Deploy Proficy Historian for AWS (on page 43).

1. Log in to the AWS marketplace. Ensure that you are in the same region in which you have deployed
Proficy Historian for AWS.

2. Search for Proficy Historian.

3. In the list of products that appear, select Proficy Historian for AWS.



unique_12
unique_12
unique_12
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Proficy Historian (2 results) showing 1 - 2 Sort By: Relevance e

I Proficy Historian for AWS (Term License) I

By GE Vernova | Ver 224

Proficy Historian is a best-in-class historian software solution that collects industrial time-
series data at very high speed, stores it efficiently and securely, distributes it, and allows
for Fast retrieval and analysis driving greater business value. With decades of experience

and thousands of...

Proficy Historian for AWS (Consumption Pricing)

By GE Vernova | Ver 2024

Proficy Historian is a best-in-class historian software solution that collects industrial time-
series data at very high speed, stores it efficiently and securely, distributes it, and allows
for Fast retrieval and analysis driving greater business value. With decades of experience

and thousands of su...

. Select Continue to Subscribe.

The terms and conditions appear.

. Select Continue to Configuration.

The Configure this software page appears.

. Enter values as described in the following table.

Field Description

Fulfillment option Select CloudFormation Template.

Software version Select 2024.

7. Select Continue to Launch.

8. Under Deployment template, select Proficy Historian License - BYOL.
The Quick create stack page appears.
. Enter values as described in the following table.

Field/Section Description

Stack name Enter a name for the stack. A value is required and must be
unique. The value can include all alphanumeric characters and
dashes. It must begin with an alphabetic character and cannot

exceed 128 characters.




Cloud Historian | 4 - Deployment | 58

Field/Section Description

EKS cluster name Enter the EKS cluster name in which you deployed Proficy Histo-
rian for AWS. A value is required.

0 Tip:

You can find it in the list of EKS clusters.

S3 URL Enter the URL of the Historian license that you have uploaded in
Amazon S3. A value is required.

10. Select Create stack.
The license is applied.

Based on your requirement, install collectors (on page ) or the Web Admin console and the REST
Query service (on page ).

Upgrading

Upgrade to Cloud Historian 2024

Before proceeding to upgrade, it is recommended that you to take a backup of the Historian archive files
and the .ihc configuration file. For more information, refer to the Access Archives (on page 1540) topic.

This topic describes how to upgrade to the latest version of Cloud Historian. Be aware that Direct
Upgrades from a version prior to 2023 are not supported. When upgrading from any version prior to 2023,
you first need to upgrade to any of the 2023 versions (2023, 2023.1, 2023.1.1), and then upgrade to 2024.

- ™
Note:
Be aware that AWS introduced NLB with security and this change has been incorporated with the
new deployments but for the existing ones (before 2024 released versions), the NLB will not be

replaced with upgrade. If you need NLB with security for existing deployments, then you need to

manually delete the NLB, perform the data migration, and then the DNS will change.

1. Access the AWS Management Console page.

2. Search for Proficy Historian.

3. In the list of products that appear, if you have the Historian for Linux license, select Proficy
Historian for AWS. Or, if you want to use the consumption model, select Proficy Historian for AWS
(Consumption Pricing).


unique_12
unique_12
unique_12
unique_25
unique_25
unique_25
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4. Select Continue to Subscribe.
The terms and conditions appear.
5. Select Continue to Configuration.
The Configure this software page appears.
6. Enter values as described in the following table.

Field Select...

Fulfillment Option CloudFormation Template

Softeware version 2024

7. In the Fulfillment option description, copy the upgrade link, and then access the link from a web

browser.

Configure this software

Choose a fulfillment option and software version to launch this software.

Fulfillment option

Supported services Learn more [

CloudFormation Template v =S

Software version

Fulfillment option description

Launch the Proficy Historian Service on AWS To upgrade from
v2023:

https:/ fconsole.aws.amazon.comy/cloudformation/home# fstacks fqu
ickcreate?stackName=ProficyHistorian-
Update&templatelURL=https://proficy-historian.s3 us-east-

2 amazonaws.com/v2023 v2024 upgrade/historian-version-
update.yaml To upgrade from v2023.1:

https:/ foonsole.aws. amazon.com/fcloudformation/homes fstacks fqu
ickcreate?stackName=ProficyHistorian-
Update&templateURL=https://proficy-historian.s3.us-east-

2. amazonaws.com/v2023.1_v2024_upgrade/historian-version-
update.yaml To upgrade from v2023.1.1:

https:/ foonsole.aws.amazon.com/fcloudformation/home# fstacks fqu
Ickereate?stackName=ProficyHistorian-
Update&templateURL=https://proficy-historian.s3.us-east-

2. amazonaws.com/v2023.1.1_v2024_upgrade/historian-version-
update.yaml

2024 (Apr 28, 2024) b

Link to upgrade from v2023: https://console.aws.amazon.com/cloudformation/home#/stacks/
quickcreate?stackName=ProficyHistorian-Update&templateURL=https://proficy-historian.s3.us-

east-2.amazonaws.com/v2023_v2024_upgrade/historian-version-update.yaml


https://console.aws.amazon.com/cloudformation/home#/stacks/quickcreate?stackName=ProficyHistorian-Update&templateURL=https://proficy-historian.s3.us-east-2.amazonaws.com/v2023_v2024_upgrade/historian-version-update.yaml
https://console.aws.amazon.com/cloudformation/home#/stacks/quickcreate?stackName=ProficyHistorian-Update&templateURL=https://proficy-historian.s3.us-east-2.amazonaws.com/v2023_v2024_upgrade/historian-version-update.yaml
https://console.aws.amazon.com/cloudformation/home#/stacks/quickcreate?stackName=ProficyHistorian-Update&templateURL=https://proficy-historian.s3.us-east-2.amazonaws.com/v2023_v2024_upgrade/historian-version-update.yaml
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Link to upgrade from v2023.1: https://console.aws.amazon.com/cloudformation/home#/stacks/
quickcreate?stackName=ProficyHistorian-Update&templateURL=https://proficy-historian.s3.us-

east-2.amazonaws.com/v2023.1_v2024_upgrade/historian-version-update.yaml|

Link to upgrade from v2023.1.1: https://console.aws.amazon.com/cloudformation/home#/stacks/
quickcreate?stackName=ProficyHistorian-Update&templateURL=https://proficy-historian.s3.us-

east-2.amazonaws.com/v2023.1.1_v2024_upgrade/historian-version-update.yaml

8. Provide the information as shown in the following table and figure.

Field Description
Stack Name Enter the Historian server name.
Historian Version Upgrade Enter the version to upgrade to. For instance:
2024.
Historian EKS Enter the name of the EKS Cluster deployed by

the Historian stack.

Proficy Authentication Admin User Secret The password for the Proficy Authentication
admin user.

Config Hub Admin User Password The password for the Configuration Hub admin
user.

Provide a stack name

Stack name

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

Historian Version Upgrade

Select version to upgrade to

2024

Historian EKS

Proficy Authentication + Proficy Configuration HUB details

Profic ation Admin user secret
in Proficy tio

9. Acknowledge and create stack.



https://console.aws.amazon.com/cloudformation/home#/stacks/quickcreate?stackName=ProficyHistorian-Update&templateURL=https://proficy-historian.s3.us-east-2.amazonaws.com/v2023.1_v2024_upgrade/historian-version-update.yaml
https://console.aws.amazon.com/cloudformation/home#/stacks/quickcreate?stackName=ProficyHistorian-Update&templateURL=https://proficy-historian.s3.us-east-2.amazonaws.com/v2023.1_v2024_upgrade/historian-version-update.yaml
https://console.aws.amazon.com/cloudformation/home#/stacks/quickcreate?stackName=ProficyHistorian-Update&templateURL=https://proficy-historian.s3.us-east-2.amazonaws.com/v2023.1_v2024_upgrade/historian-version-update.yaml
https://console.aws.amazon.com/cloudformation/home#/stacks/quickcreate?stackName=ProficyHistorian-Update&templateURL=https://proficy-historian.s3.us-east-2.amazonaws.com/v2023.1.1_v2024_upgrade/historian-version-update.yaml
https://console.aws.amazon.com/cloudformation/home#/stacks/quickcreate?stackName=ProficyHistorian-Update&templateURL=https://proficy-historian.s3.us-east-2.amazonaws.com/v2023.1.1_v2024_upgrade/historian-version-update.yaml
https://console.aws.amazon.com/cloudformation/home#/stacks/quickcreate?stackName=ProficyHistorian-Update&templateURL=https://proficy-historian.s3.us-east-2.amazonaws.com/v2023.1.1_v2024_upgrade/historian-version-update.yaml
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o ™
Note:
Please be aware that the upgrade to 2024 will take approximately 30 minutes, as the
following changes are occurring with the upgrade:
> Updating Cloud Foundry UAA to Proficy Authentication which also includes
migrating the users data.

> Deploying the Configuration Hub containers.
- _/

10. Perform post upgrade steps:
o If the write rate is greater than 3MM Samples/minute, change the EC2 instance type to
M5.Xlarge. See Change EC2 Instance Type for an Existing Deployment (on page 61).
Also, be sure to reference the Sizing recommendations in the Hardware Requirements (on
page 33) topic.
o If you notice any performance issues, update your write threads to 4 (if it is <4) using the
Advanced Options of Server from the Configuration Hub.

Change EC2 Instance Type for an Existing Deployment
This topic describes how to change the EC2 instance type for an existing deployment.

1. Access the AWS Management Console page.

2. Locate the new deployment in the CloudFormation Stack, as shown in the following figure.

s el-west-Jconsole aws amazonoomydoudformationome egion= eu-west- 38/ stacksfeventsIstaddd = am®3Aaws Sl AdoudiommationSn T Asu-west- 3B3ALI52 38 1780 N IAstack M2 i . BB W +

L > & Paris » priysranl hauRsnEDe com @ £352.3817-

n oy Stads 3 pri-newll-4 Events (100+) o
A @
s C
Filter status Timestamp Logical ID Status Detailed status ]
ERLAU N § 3
Adtive W pil-new11-4 CREATE COMPLETE
: UTC+0530 e @
iested 2024.04.11 17:48:53
124-04 7:49:53
1 UTC+0550 z EXSControlPlancLogs ) CREATE_CC
20248-04-11 17:43:06 CREATE_IN_PROGRES
ks UTC+0530 EXSControlPlanclogs @ "
e 2024-04-11 17:49:05 () CREATE_IN_PROGRES
£ Lo EXSControlPlancLogs .
> m UTC+0550
:
2024-04-11 17:43:04
W23 UTC+0530 HistoranLoggingSiack () CREATE
2024-04-11 17:48:43 HistorianConfiaHubCom

3. Seach for EC2, and select it:
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Services

&

4. On the bottom left of the screen, you will see Auto Scaling Groups; select it.

Irust Stores New

— &

¥ Auto Scaling

Auto Scaling Groups

5. Locate the ASG with the value of 1 for the running instance, as shown in the following figure.

I 3 Auts Staling groogs

* lmagm Auto Scaling groups [1/5) . G Launch coaliguritions Laurnch templates [ hitibei W Create Auts Scaling group.

w Elasiic Bogk Sinre a2 Hame - Lawnch iemplatefrondiquration [A v instances ¥ SLaha - iediree dcapacity ¥ | Min -

-ty -t TT290-03 12-2060-
= - B 772940012, 1 ] 1
SORE-a Bk TR NG

6. Click the Actions button, and select Edit.

ECE » Acte Sesllmg greups

Auto Scaling groups (1/3] s i Launch corfigurations Laurseh templaten [4 Actions & Croate Auto Scaling group
Ech
Q, 5 G g 1 ]
Delete
(] Hame v Launch template fconfiguration [4 = Instances ¥ Status v Desired capacity = Min *

ehs-Defauli-boc 77 29d-051 2 - 208

- - b 2-051 2 - 206508 07k 1 1 -
a 5081-290c0THTES 10

7. In the screen that appears, make sure the Desired Capacity, Min Desired Capacity, and Max

Desired Capacity are set to 0.
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Group size i

J [} g il
Desired Cappcy type
I

Desired capacity

1]
Scaling limits

Bad (It " ghrad] LARSE |y €A B Incm
Min desined copacity Max desired capacity

[i] | d 5

8. Click the Update button at the bottom of the screen.

ICllI'.lE[l'l["'[E‘S.IG_‘,I'CllISECI';' Mz owmea - mEmove

Add tag

Cancel I.de.:u

9. Observe that the ASG will start the count as 0, as shown in the following figure.

? & Awto Scaling group updated successfully *

ECZ » Awto Scaling groups

Auto Scaling groups [ 1/3] ints c Launch configurations Launch templates [ Actions W Create Auto Scaling group
0L Search your Auto Scofi : L &
B Harme v Lawnch template fconfiguration [ + nstances ¥ Status L Deesired capacity ¥ Min *

eles-Dirtault-30e T729d-0312- 2084 . e o & a
ha-bik 7 729d-0512- 208d- 5061 -450c07 & Updat pascity...
508 1-a90c0TH 76510 = e

10. Wait appoximately 10 minutes to make the instance count to 0.
11. After the count completes, search for CloudFormation and then search for the deployed stack.

Features (8)

Resources (1,000+)
th Templates
Documentation (16,745)

12. On the page for the stack, click the Update button located at the top of the stack.
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G.'l @ Paris ¥ privanshi.chauhange com @ 4352

pri-new11-4 @
o) Delete Update Stack actions w Create stack w
Ereane Stack info Events Resources Outputs Parameters Template Change sets >
clive W
Events (100+) &
1

13. On the next screen that appears, select the Use existing template option, and then click Next.

i-new11-0 > Update stack
Update stack
Prerequisite - Prepare template

Prépare tErmplate

D Use exsting template Replace exsting template Edit in Appleation Compaser

Cancel Haxt

14. On the next screen, change the instance type to whatever EC2 instance type you want.

Default EKS node group configuration

Irsande type

m5. Falarge w
Proficy Authentication + Proficy Configuration HUB details

15. Leave the defaults for all other options, and click Next.
16. On the final screen, select the acknowledgements to continue, and then click Submit.
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m EFSStack amcawstioudformatio dnECloudFormation: False
m ExSCamralPlantlogs st vk g LT armatio RS -CledF g riatice Faloe
m ExSsack v avescloudformatio. . sors-CloudFoemation::. . Falue
D HistLBStack irlaudiormatio KNS CloudFosration False
m HistLETamet aravestloudformatio sonS-CloudFormation: Falue
HistlanConfigHubCompan  amawscleudformatio AP ClenndF genation False
St oel N DBSLack AT el Tormatio WS- Clowdf ormation::. False

Capabilities

Theet follenwing resourcels) require capabslities: [ AWS:CloudFormation:: Stack]

©

Thiz termplate containe ldendity and Access Management (IAM) resources. Chek that you want to oreate sach af thess resources snd that they haswe the
minkmRIm equined permissions. in addition, they have custom names. Check Ehat the Custom names a0e unique within your AWS aocount, Leam mare (3

Foxr this tesmplalie, A0S ClousiFoemation might reguing an usisiegnied capsbility: CAPARILITY_ALTO_EXPAND, Check the capabdities of thess
resources, Learn more (4

1 acknowledge that AWS CloudFormation might create AM reicunces with custem names.
B 1 acknowiedge that AWS CloudFormation might reguire the fol lowing capahdlity: CAPABILITY_AUTO_EXPAND

Wiew change set | Camncel Previous m
17. After the stack update completes, observe the updated status, as shown in the following figure:
pri-new11-4 & X

Delete Update Stack actions w Create stack w

Stack info Events Resources Outputs Parameters Template Change sets >

Events (100+) i c

Q, Search events @

Timestamp | Logical ID Status Detailed status 5
2024-04-12 13:13:12 .
¥ | e pri-new11-4 UPDATE_COMPLETE - -
L
18. After the update is completed, change the Auto Scaling Groups to 1. From the EC2, click Edit and
change the to Desired Capacity, Min Desired Capacity, and Max Desired Capacity 1.
& C R 5 ev-west-3eonsoleswsamaroncomiechomeregion=eu-west- 3R AutoSealingGroupsid = ek -Default-b0c T720d-0312- 208d- 5081 - 0000 Tb 9 10view = detads ir K]
=]

@ Ao Scaling group updated saccesshully

EC2 ¥ AutoScaling groups

¥ Images
Auto Scaling groups (1/3) e o Launch configurations Launch templates [4 Actions v
» Elastic Block Store Q. Search your Auto Sealing groug 1 @
Volusmes
2 Name v Launch template/configuration [§ = Imtamces ¥ Status L Desired capacity v Min

Manager a eks-Default-bOc7729d-0312-2084- e
5081-2%c7HTEI10 TS

S081-290e07E 1 s 1 1

Ntwork & Security
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Upgrade an Existing EKS Cluster

This topic describes how to upgrade an existing EKS Cluster. For more information, see: https://

docs.aws.amazon.com/eks/latest/userguide/update-cluster.html.

1. On the search bar in the AWS console, type EKS and select Elastic Kubernetes Service as shown in

the following figure:

Services

Features

2. In the EKS section, you can see view the cluster eligible for upgrade. For example:

& % Clust Y Hivhorian.EXS
Historian-EKS e Delete cluster Upgrade version
A This Eulwermeetis wirasn on y your chester (1.24) is reaching end of Wandard weport in less than ore meemh. Update your Kubemebes dhriter 10 a Update now
s bl v e well b preboarded 1o ees oo sort on laraary 31, 2024, After the extended wippert proview erch,

ClLSLIE O VITRIONS i b fuppont will B subyect 1o adaitional fies. Li | £4

(D) s e et PSP iy o cluistis, thasn befors upgrading yor clrtter 1o version 1,25 yoiu Mt migrate o PSP 1o the Bl -an Kubsmetit Pod Sedurity 4

Srandans of 0o 3 policy a5 code Solution 1o Ivoid INCivruptiens mnd protedt your workhoad, | (]
v Cluster info .
& At 1.24 A t
Creeryiee Retcmintes Compute Wedwnrking Add-orv AL cEis Observability Upgrade msights. Wpdate hivtory Tagn

3. Click the Update now button. This action will allow you to update to the next possible EKS version.


https://docs.aws.amazon.com/eks/latest/userguide/update-cluster.html
https://docs.aws.amazon.com/eks/latest/userguide/update-cluster.html
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Update cluster version: Historian-EKS *
b ned s Weruon.
135 -

A Upsdating the Eubermetes serhon cannot be reversed.  you want 3 preess
wivilon you will need 1o creabe & new clader

4. Click Update and the status will change to updating, as shown in the following figure.

i Cluster vershon epdate ln progreas Visew decumentation [

The Kubssmstes version for Mittoran-EKS i now beirg updated. This. prodess. may Eelke seversl minuties. When the veniion updite completes,

update 8l node groups s worker nodes 1o match the new cluster vertion,

[E% % Cheténi % Mistorian-[KS

Historian-EKS c

(@ M you ae wieg PSP in your cluster, then befone upgradieg your clestis to wirton 1.25 you Must migrate your PSP to the bult-in Kubsmetes Pod Seosity ®
Stancands of 1o 3 policy 2t cocke solution 10 Jwoid Intervuptions and protect your workloads. Leam mese [

» Cluster info .

SLatus Kb whrin info Prevcidin
) Uipdating 1,24 T EKS

Chverview Resgiares Compute Metwaorkang Bl Acoeii Otrervabality Upsprade indighty Update history Tags
Fakalle

5. Go to the Compute tab, and select the node group as shown in the following figure.
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. WS
Chs s Bt c . Mt ambing [RERE FrrreTy Otservstalivg Ligejrade msghts Uppikats hestory Tags
Hodei 1
Q ]
ety it & I e v [ v rwatind L] st v
4 sluge =1
(F s huw agn
MNode growps (1
Gt R - Desired sire v AMI relase weriean L Lt h tevmplate - St v
- (e PO e T Tt Piorbel, snch Trmplate_ Uy Tadne o |1 &t

6. Select the Default node group and click Launch template. The default node group configuration
appears.

DEfBUlt e ] Edit Dalati

Node group configuration ..

1.24 CLSTOM Mo b e Ltz A (D) Muctive
=
ami-06 02 Sed T TES0d2 C5 g L Specified in launch template

7. Click Actions and select Modify template (create new version).

(=]

}.; - chipmplater % ModelsenchTemplate_ UM TAfnebol

NodeLaunchTemplate_UMzz7AfneScH (lt-0a2de3756b1c3597e) Actioms & || Dulete templste

LinarsiPs vl from Sevmplane

Moy template Create v vorisn)

Launch template details

[l tprmplate venscn
. St bl weriiens
O it-0adde s THED 1cE55 T a (- B Furuce bagn
odeL st Tamplate_UMrr T AfneSoH o ——

Coe "

Dertasla Yeriom Teemplste s

Lawimch template version detaals Actions Dwirte template version

§ §Defawir L O J034-CrH- TN 570007 (|

8. In the Template version description, enter 2 as it will be the second version of the template, and
also select the Auto Scaling guidance check box as shown in the following figure.
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Modify template (Create new version)

Modifying a template allows you to create a new template version from an existing version. Using versions allows you to
manage templates in a structured and controlled way. It also allows you to always use the default version of the template
by rolling out updates to templates without having to change a reference to the template name or 1D,

Launch template name and version description

Launch template name
ModeLaunchTemplate_UMzz7AfneScH (It-0a2de375601c3597 )

Template version description
2
Max F55 chars
Auto Scaling guidance infa
Select this il you intond 1o wuse this template with EC2 Auto Scaling

Provide guidance to help me set up a template that | can use with EC2 Auto
Scaling

¥ Source template

9. While creating the new version, click the Browse more AMis section.

Q, Search our full catalog including 1000s of application and 05 images

AMI from catalog Quick Start
Amazon Machine Image (AMI) Q
amazon-eks-node-1.24-v20240117 Verified provider
ami-0467025ed7 784b0d2 Browse moare AMIs
Including AMIS from
AWS, Marketplace and
the Commumity
Published Architecture Virtualization Root device type  ENA Enabled
2024-01- xB6_b4 Fwm ebs Yes
17T23:46:10.00
0z

10. Click the fourth tab, Community AMI.
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Choose an Amazon Machine Image (AMI)

Bt APy VLA e T e e WP ol vl (v B iy ) T, el B vl el Sppdet M)
ergparnd o Ll ying Sriarar. Vi e lev] s AR prowsted by S8, cur ey conremasty, on B AW Sarketplon, o
R £ ket o of pous own Kbl

Seebected ABS: L CLBE T 5] T TAMIT) M merasnity AM8s)

Chabehutiort M (47} by A {170 ML Mirriplice AR (00 Comnmunity M (400

Pudslabunt by

Refine results Al products (47 fltered, 47 unfiltered) 1

11. Search the AMI of the latest version. For example, the following figure shows: amazon-eks-
node-1.25-v20240117.

Solacted AME | s TO0 Sod T I REb0A T [ ommenty A0

€ amagoe-eks-node- 1 25+ T0240117 | ow
Chaslptart Ak 00 Ry Ay (79 N ariecplens AR [0 Louvemaarary AMiL (1]
Refine results smaron-eki-node-1.25-v20240117 (1 fltered, 1 unfiltersd) 1
Cheaw all fievs
Cmmasrery iy

Cremimeaniy AMI conmtsn sl AME that see public, thevefore smyone can pullish sn &M snd it will thow in this catsing. This catslog can sl contsin
v Cipersting syitem puai] e OB, TR Lo CONWTRATy AR 1 I DT aRACE 10 it you kiices el DAl the pulblither Debone nandhing an 5%
w Lisw v
amaron-eks-node-1.25-v 0280117
Al Lirnm fUnin aws
W - 1 1 e T AT

Amason Lines

p— — XS Kabsrraptien Worker AMI with Amarond inec image, s 17516, montsnend 177 H

- L veited vt ]

Fipcliors

[ AR

12. Leave the defaults for all other options as it is. Click Create template version.

* Aovien ey

Mext Steps

Limsrsih it wriland s

Wt Ov-Dvrasnd o, you paty 4or fompans capeoy by th o (or Linus, sich 8 menemaam of B sk or By ther hosr (For 6l Dohe DR sy Ml wieh ra: Kong- T DOt oF apleon

paryrreren, Lk g Ors-Dyvrued Ieslancs beor yous Lsreh jreplats

Erpatn am Barta Sstng group rem po lemplate
A [CT data g e o M Sppie S Seslatebty ond Sloen you 18 Wl poud Amuscn [17 i 7 up 00 dow™ AAimutaslly o cordeng 10 Dordiarn o define. rou L wie Al e
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13. After creating the template, set it as the default version by clicking on actions and selecting version

2 as default version, as shown in the following figure. Click Set as default version.



Set default version
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Which template verson would you llos to make the default version?

Template

HodelLaunchTemnplate_ADGhMIQKZgVS (In-08edb55aa0B6357d)

Template verthan

2

» CLI commands

Camncel

14. Go back to the EKS page, and check if it is upgraded to the version you chose to upgrade. After it is

done, you can then upgrade the node group with new template that you just created.

w Cluster info e

1t 1 s Suppat type Proseder
Lo 125 A Sesndard » s
Orerview Ao o Compite Metworking Auddenmy AdLCERs Orservability Upgrace inaigivis Update history Tags
Details
AP sevveey erspcsnt OperdD Conne: ot proider LIRL Created

9 Mirps: /I BGF SDECT P BASS00NF 15520000055
5 T A-nortFin]- ekl MNTaltnde S0

L hicaie suthority
O LsoeLs10RUAT BDENVIUSLUT FOOF UIRS0ELS =
OO 1 FSLIM kMDA DF TS RErOLIGR

O i pa ke akl ap-nor el -
T aranondrad comy i) | BET ADECPSEFBASADOMT 1 55
2BECEDISS

£ a1 b a5

Clusitir ARM
[ enavielaap-northeast-

Clister AM role ARN 24552 581 PRS0 clusber it orian-[X%

Platinemn werunn ishs

15. To update the node group, go to Compute tab and select node group with name Default as shown

in the following figure:
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Owerview Resources Compute Networking Add-ons Agoess Observability Upgrade insi

Modes (0) info

Q, Filter Nodes by property or value

Node name rs Instance type - Node group - Created
Mo Modes
This cluster does not have avy Nodes, or you don't have permission to view them,

MNode groups (1) s

Group name & Desired size @ AMI release version - Launch template

(@] Default - ami-07be3784000c7235f NodeLaunchTemplate_RDAhNIQEZgWws (i

Fargate profiles (0) infe

16. In the node group configuration, you can see Change version in Launch template version as shown
in the following figure:
Default o Edit | Delite

Node group configuration .

Kuierreties, weraon AbI Ly by Lasurc by ferrplate St
124 CUSTOM ModeLaunch Template_ W irnsed &) Actrve
(£
AMI release wersor redance bypes Launch template version Doveke ape
ami-0&tec af e 1 2689d 5 slarge 1 Changs version Specified im Launch template
Dtails sl Health idius ﬂ. Bty Labsly Upiat coritig Kubsrrira it Update history Tags

17. Click Change version and select the template you created in the previous steps and then click
Update:



Update node group version: Default

Launch template version

Select the launch template version

2

Update strategy

Select how to update this node group

Rolling update
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(@ This option respects pod disruption budgets for your cluster. The update fails
if Amazon EKS is unable to gracefully drain the pods that are running on this
node group due to a pod disruption budget issue.

Learn more [

AMI release version notes [

Cancel

18. After performing this step, notice that the status changes to Updating as shown in the following

figure.
EXS S Clusters % Historiam-EKS-P

Default

¥ Mode group: Default

Node group configuration e

1.24 CUSTOM

AN il

-0 S 10581 1 26854 5 airg

Details Modes Health ivsues ﬂ Eubernetes labely Update confiq

i} Delete
=
=
Spcified i Liunch template
Kwbernetes tats Upsdate history Tags

19. Wait a few mintues to complete the upgrade. After it is done, check whether the cluster version and

node group version is same or not.

20. Repeat steps 4-13 and create new template version for every upgrade and apply it. The AMI names

for every K8s version are as follows:

Kubernetes 1.25: amazon-eks-node-1.25-v20240117
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Kubernetes 1.26: amazon-eks-node-1.26-v20240117

Kubernetes 1.27: amazon-eks-node-1.27-v20240117

Kubernetes 1.28: amazon-eks-node-1.28-v20240117

Kubernetes 1.29: amazon-eks-node-1.29-v20240117

21. After complete, confirm both the EKS version and node group version is at latest.

w» Cluster infio i

Dretdwidw REsourcas Compits

Details

Mode group configuration e

Eubernctes
1.29

WSO

AMI release wersion
Ami-07 e 3 784000c 7 2350

Mades

Dartails

Details

Mode group ARMN

Fortworking

Haalth issuas ﬂ

Add-ani L

AMI type Infa
CLISTOMM

Instance types

5. xlarge

Kubarnetes labals

Autoscaling group name

Ot wability

Upgrade insights Upsdate history

Launch template

MNodelLaunchTemplate R

vE A

Launch template wersion

6 Change version

Update config Kubarmnetes ta

Capacity type

Tags
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22. Finally, change the number of instances in auto scaling groups to 1 and wait for 3-4 mins until its in
a running state and all pods running as well.

Group size

Dedined Capadity typé

Detingd Capadity

1

Scaling limits

Min clesired capacity Max desined capacity

1 : . . 1

Cancel l.m

Installing Configuration Hub

About Setting up Configuration Hub

To set up Configuration Hub, you must perform the following steps:

1. Deploy Proficy Historian for AWS. (on page 43)
2. Install Web-based Clients (on page 75).
3. Install collectors (on page 90).

4. Perform the post-installation tasks (on page 95).

If you want to upgrade Configuration Hub, refer to Upgrade Configuration Hub (on page 96).

After you install or upgrade the required components, you can access Configuration Hub (on page 97).

Install Web-based Clients

Deploy Proficy Historian for AWS (on page 43).
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This topic describes how to install Web-based Clients using a GUI-based installer. Use these steps if you

want to use Windows Configuration Hub with Cloud Historian.

1. Runthe I nst al | Launcher . exe file.
2. Select Install Web-based Clients.
The welcome page appears.
3. Select Next.
The license agreement appears.
4. Select the Accept check box, and then select Next.

The TCP port assignments page appears.

TCP port assignments

Public https port:

Proficy Authentication http port:
Proficy Authentication database port:
Historian http port:

Historian database port:

Previous

5. As needed, change the values for TCP port assignments as described in the following table, and
then select Next.

Field Description

Public https | Port for https protocol communication used by Web-based Clients (through a fire-
port wall). The default value is 443. Ensure that this port number matches the one you
specify while installing the Historian server. In addition:
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Field Description

o If you will install Operations Hub later on the same machine, the value that
you provide in this field is populated while installing Operations Hub.

o If you have already installed Operations Hub on the same machine, this
field is disabled and populated with the value you have provided while in-
stalling Operations Hub.

Proficy Au- | Port for http protocol communication used by the Proficy Authentication service.
thentication | The default value is 9480.

http port

Proficy Au- | Port for the Proficy Authentication database. The default value is 9432.
thentication

database

port

Historian Port for the http protocol communication used by Web-based Clients. The default
http port value is 8070.

Historian Port for the PostgreSQL Historian database. The default value is 8432.

database

port

The Fully Qualified Domain Name(s) page appears.

o If you will install Operations Hub later on the same machine, the value that you provide in the

FQDNs field is populated while installing Operations Hub.

o If you have already installed Operations Hub on the same machine, the FQDNs field is

disabled and populated with the value you have provided while installing Operations Hub.
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Fully Qualified Domain Namels).

To allow users to access Historian web applications remotely using fully
qualified domain names [FQDN), please list one or more here, separated
by commas. Otherwise, you may leave this blank.

Previous

6. In the FDQNs field, enter the fully qualified domain names, and then select Next.

The Cluster Configuration page appears.
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Cluster Configuration

Want to configure this as Cluster Node?

Mote: Select above check box if you want to install Web-based Clients in a cluster environment for
achieving high availability.

Previous

If, however, you are upgrading Web-based Clients, this page does not appear. In that case, skip the
next step.
7. If you want high availability of Web-based Clients, select the Cluster Node check box, and enter

values as described in the following table.

Field Description

Historian Database Folder Provide the database folder in the shared dri-
ve that you have created. The default value is
C: \ Progr anDat a\ GE\ Oper at i onsHub. You
must change this value.

Cluster FQDN Enter the client access point of the role for
which you have added the resources while set-
ting up high availability (on page ).

Multicast Address If needed, modify the common IP address that
all the nodes in the cluster can use. Enter a val-
ue between 224.0.0.0 and 239.255.255.255



unique_35
unique_35
unique_35
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Field

Description

(or a hostname whose IP address falls in this
range).The default value is 228.0.0.4.

Historian Cluster Membership Port

If needed, modify the common port number
that all the nodes in the cluster can use. The de-
fault value is 45564. This port number, in con-
junction with the multicast address, is used to

create the cluster.

Historian Cluster Receiver Port

If needed, modify the multicast port number
that you want to use for incoming Historian da-
ta. The default value is 4000.

8. Select Next.

The Proficy Authentication page appears, allowing you to choose whether you want to install
Proficy Authentication along with Web-based Clients installation or use an existing Proficy

Authentication.

Proficy Authentication

Use Existing Proficy Authentication: |l

Admin client Secret:

Re-enter Secret:

Mote: The default Client ID is <adminz. As the admin Client is highly privileged, choose a strong

secret and safekeep it

Mote: The username to login to Historian web-based clients is <

.adminz. This is case-

Previous
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o If you want to install Proficy Authentication, clear the Use Existing Proficy Authentication
check box. If you want to include Proficy Authentication in the cluster, you must install
Proficy Authentication locally on each cluster node.

o If you want to use an existing Proficy Authentication server, select the Use Existing Proficy
Authentication check box. Proficy Authentication is detected if you installed it using a
unified installer or Operations Hub, or if Historian uses Proficy Authentication installed
remotely from an earlier version.

9. If you want to install Proficy Authentication, enter the Admin client secret, re-enter the secret, and
then select Next.
The admin client secret must satisfy the following conditions:
o Must not contain only numbers.
> Must not begin or end with a special character.

> Must not contain curly braces.

o I
Note:
The format of username for Historian Web-based Clients is <host name>.admin, where
<host name> is the machine on which Web-based Clients are installed. And, the default

client ID is admin. Both the host name and client ID are case-sensitive.

If, however, the Proficy Authentication server hostname is long, resulting in a username
longer than 20 characters, Windows does not allow you to create the user. In that case, you
can create a Proficy Authentication user, and then create the corresponding Windows user,
using the uaa_config_tool utility.

- J

10. Alternatively, if you want to use an existing Proficy Authentication service (that is, a Proficy
Authentication instance already installed by an external application such as Operations Hub):

a. Select the Use Existing Proficy Authentication check box.
The fields for the existing Proficy Authentication service appear.



https://www.ge.com/digital/documentation/historian/version2024/t_hgs_using_the_uaa_config_tool.html
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Proficy Authentication

Use Existing Proficy Authentication:

Proficy Authentication Base URL:

Admin Client ID:

Admin client Secret:

5 pending;
Note: Ensure to provide the highly privileged admin Client 1D which was created while installing
Proficy Authentication Server.

MNote: The username to login to Historian web-based clients is = t.adminz. This is case-

sens

Previous

b. Enter values as described in the following table.

Field Description

Profi- | Enter the URL of the external Proficy Authentication server in the following for-
cy Au- | mat: https://<Proficy Authentication server name>:<port number>, where <Profi-
thenti- | cy Authentication server name> is the FQDN or hostname of the machine on
cation | which Proficy Authentication is installed. By default, the port number is 443.
Base
URL Note:

Do not enter a trailing slash character.

Admin | Enter the client name that you provided while installing the external Proficy Au-
Client |thentication. The default value is admin.
ID

Admin | Enter the client secret that you provided while installing the external Proficy Au-
Client |thentication.
Secret
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c. Select Test Connection.
The results of the connection test appear. You cannot proceed until the connection is

successful.

11. Select Next.
The Configuration Hub Installation page appears, allowing you to choose whether you want to

install Configuration Hub along with Web-based Clients or use an existing Configuration Hub.

Configuration Hub Installation

Use Existing Configuration Hub: [l

Install Location: C:\Program Files (x361\GE\

Plugin-Mame: Historian_

Server Port:
Container Port:
ConfigHub Admin Port:

Client 1Dz

Client Secret:

Re-enter Secret:

Mote: Credentials used here are needed for registering other products with this Configuration
Hub. Make sure to save these credentials for future registrations and upgrades to Configuration
Hub,

Cancel Previous

Configuration Hub allows you to add and manage a collector instance remotely. For more
information, refer to About Configuration Hub.

If, however, an earlier version of Configuration Hub is available on the same machine, you will be
prompted to enter the details of the existing Configuration Hub, and it will be upgraded to the latest
version. If that happens, skip the next step.


https://www.ge.com/digital/documentation/historian/version2024/c_about_enterprise_historian.html
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Important:

By default, Configuration Hub points to the same Proficy Authentication server as the

one you provided during the Historian server installation. If you want to install Web-based

Clients in a cluster environment, ensure that:

> Configuration Hub does not use the same Proficy Authentication server as that used

by the cluster.

> The Proficy Authentication and Configuration Hub details must be the same for all

cluster nodes.

12. If you want to install Configuration Hub, ensure that the Use Existing Configuration Hub check box

is cleared, and then provide values as described in the following table.

Field

Description

Install Location

If needed, modify the installation folder for Con-
figuration Hub.

Plugin Name

If needed, modify the name of the Configuration
Hub plugin for Historian. The default value is in
the following format: Historian_<host name>. If,
however, you are installing Web-based Clients
in a cluster environment, the default value is
Historian_<cluster name>. You can modify this
value, but provide the same value for all the
nodes in the cluster.

Server Port

If needed, modify the port number that you
want to use for the web server. The default val-
ue is 5000. If you want to install Web-based
Clients in a cluster environment, provide the
same value for all the nodes in the cluster.

Container Port

If needed, modify the port number for the Con-
figuration Hub container. The default value is
4890.

ConfigHub Admin Port

This is the port number of the Configuration
Hub admin. The default value is 4890. If need-

ed, you can change the port number.
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Field

Description

Client ID

Enter the username to connect to Configuration
Hub. The default value is admin. The value that
you enter can contain:
o All English alphanumeric charac-
ters (ABCDEFGHIJKLMNOPQRSTU-
VXYZ abcdefghijkimnopgrstuvwxyz_-
0123456789)
> The following special characters: ><:~!
@#$%"&*?|

Client Secret

Enter the password to connect to Configuration
Hub. The value that you enter can contain:
o Must contain at least eight characters.
o All English alphanumeric charac-
ters (ABCDEFGHIJKLMNOPQRSTU-
VXYZ abcdefghijkimnopgrstuvwxyz_-
0123456789)
> The following special characters: ><:~!
@#S%"&*?|

Re-enter Secret

Re-enter the password to connect to Configura-
tion Hub.

13. Alternatively, if you want to use an existing Configuration Hub:

a. Select the Use Existing Configuration Hub check box. This check box is disabled if an

existing Configuration Hub is detected.

The fields for the existing Configuration Hub appear.
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Configuration Hub Installation

Use Existing Configuration Hub:

Plugin-Mame:
Server Mame:
Server Port:

Client ID:

Client Secret:
e T R A ith ick

tion HubServeris pending;

Enter the Client ID and Secret that you provided while installing Configuration Hug plugin for
Historian to register with existing Configuration Hub.

Previous

b. Provide values as described in the following table.

Field Description

Plugin Name If needed, modify the name of the Configu-
ration Hub plugin for Historian. The default
value is in the following format: Historian_-

<host name>

Server Name Enter the server name or the FQDN of the
existing Configuration Hub server, as dis-
played in the address bar of the browser
when you access Configuration Hub from
the machine where Configuration Hub is in-

stalled.

Server Port If needed, modify the port number that you
want to use for the web server. The default
value is 5000.
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Field Description

Client ID If needed, modify the username to connect
to Configuration Hub. The default value is
admin.

Client Secret Enter the password to connect to Configura-
tion Hub.

c. Select Test Connection.
The results of the connection test appear. You cannot proceed until the connection is

successful.
14. Select Next.

The default installation drive appears.

Where do you want to install Historian Web-based
Clients?

Choose an available disk.

Previous

15. If needed, change the installation drive for Web-based Clients, and then select Next.

The log files location page appears.
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Customize Log Files Locations

Choose a location.

(=g LN S Gl O ProgramData\HistorianWebBasedClientsLogs

Browse

Previous

16. If needed, change the location for log files, and then select Next.

The destination Historian server page appears.
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Provide the name of the Destination Historian Server.

You may update the Historian Server after installation is complete.

Destination Historian Server: myhistserver

Previous

17. Provide the name of the destination Historian server to which Web-based Clients are connected by

default. When you login to Configuration Hub, the default system will point to this server.

o ™
Note:
» Provide the name of either Historian single-server or mirror primary server
because the systems in Configuration Hub will be either a stand-alone system or a
horizontally scalable system.
> If you want to connect to a remote Historian server, you must disable the Enforce
Strict Client Authentication and Enforce Strict Collector Authentication options

using Historian Administrator in the remote server.
N v

18. Select Next.
The You are ready to install page appears.
19. Select Install.
The Web-based Clients installation begins.
20. When you are prompted to reboot your machine, select Yes.
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Historian Web-based Clients are installed in the following folder: <i nst al | ati on dri ve>:\ Program

Fi | es\ GE, and the following registry paths are created:

* HKEY_LOCAL_MACHI NE\ SOFTWARE\ GE Di gi t al
* HKEY_LOCAL_MACHI NE\ SOFTWARE\ GE

If you want to use Configuration Hub installed using other products such as iFIX, Plant Applications, and

so on, set up authentication to point to the Proficy Authentication instance.

Install Collectors Using the Installer

« Deploy Proficy Historian for AWS (on page 43).

« If you want to upgrade your collectors from any previous versions of the Cloud collectors, first
uninstall the collectors and then install the Historian 2024 version collectors from the Historian
2024 install media (.1SO).

This topic describes how to install collectors using an installer. You can also install them at a command
prompt (on page ). If you have already installed collectors in a previous version of Proficy Historian

for AWS, you can upgrade them by installing them again.

1. Run the Windows Installer using the | nst al | Launcher . exe file.
2. Select Install Collectors.
The welcome page appears.
3. Select Next.
The license agreement appears.
4. Select the Accept check box, and then select Next.
The default installation drive appears.


https://www.ge.com/digital/documentation/confighub/version2024/t_authentication_setup.html
unique_36
unique_36
unique_36
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Where to install the Historian Collector(s)?

Choose an available disk.

Previous

5. If needed, modify the installation drive, and then select Next.
The data directory page appears.
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Data Directory

DEVCHN Iyl 0\ Proficy Historian Data

Previous

6. If needed, change the folder for storing the collector log files, and then select Next.

The destination Historian server page appears.
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Historian Server Details

Provide a valid windows user of the default Historian server to which the
Remote Collector Manager will connect.

Historian Server:
User Name:
Password:

Confirm Password:

Mote: If you have created security groups or enabled strict client/eollector authentication, provide
the destination Historian credentials.
If the password changes, you must reinstall Remote Management Agents to resetthe password.

Previous

7. Provide the credentials of the Windows user account of the destination Historian server to which

you want to connect.

Field Description

Histori- | Enter the Amazon Network Load Balancer (NLB) DNS.
an Serv-
er fe Tip:
To find the NLB DNS:
a. Access the EKS cluster on which you have deployed Proficy Historian
for AWS.
b. Access the EC2 instance.

c. In the navigation pane, under Load Balancing, select Load Balancers.
d. Select the load balancer for which you want to find the DNS.
e. In the Description section, copy the DNS name.
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Field Description

User Enter the username to connect to Proficy Historian for AWS.

Name

Pass- Enter the password to connect to Proficy Historian for AWS.

word - ~

O
For the default user, ihCloudHistAdmin, this is the value you entered in the
Password field under Proficy Authentication Configuration when you created
the stack.
. J

Confirm | Re-enter the password.

Pass-

word

These details are required for Remote Collector Manager to connect to Historian to manage the

collectors remotely. If you are installing collectors on same machine as the Historian server, and

if strict collector authentication is disabled, you need not provide these details; by default, the

machine name of the local Historian server is considered. If, however, they are installed on different

machines, or if strict collector authentication is enabled, you must provide the credentials of the

Historian server user.
8. Select Next.

The You are ready to install page appears.
9. Select Install.

The installation begins.

10. When you are prompted to reboot your system, select Yes.

The collector executable files are installed in the following folder: <i nst al | ati on drive>:\ Program

Files (x86)\GE Digital\<collector nane>. TheiFIX collectors are installed in the following

folder: C: \ Program Fi | es\ GE\i FI X. The following registry paths are created:

* HKEY_LOCAL_MACHI NE\ SOFTWARE\ WOW5432Node\ GE Digital \i Hi storian\ Services
\ <col I ector type>
* HKEY_LOCAL_MACHI NE\ SOFTWARE\ GE Di gi tal \i Hi storian\ Services\<col |l ector

type>

In addition, if iFIX and/or CIMPLICITY are installed on the same machine as the collectors, instances of

the following collectors are created:
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* The iFIX collector

 The iFIX Alarms & Events collector

» The OPC Classic Data Access collector for CIMPLICITY

» The OPC Classic Alarms and Events collector for CIMPLICITY

Perform Post-Installation Tasks

1. If you do not want strict authentication, disable the Enforce Strict Client Authentication and
Enforce Strict Collector Authentication options under Historian Administrator > Data Stores >
Security.

. Enable trust for a client certificate for Configuration Hub.

. Enable trust for a self-signed certificate on Chrome.

. Import an issuer certificate.

a b WO N

. If you are using Windows Configuration Hub to configure Cloud Historian, you need to:


https://www.ge.com/digital/documentation/confighub/version2024/g_confighub_client_certificates.html
https://www.ge.com/digital/documentation/historian/version2024/t_hgs_enabling_trust_for_a_self_signed_certificate.html
https://www.ge.com/digital/documentation/opshub/windows/windows/t_import_certificate.html
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a. Update the application.yml file located in the C:\Program Files\GE\Historian\historian-
tomcat\webapps\historian-enterprise\WEB-INF\classes\application.yml folder with the
Username and Password to connect to Cloud Historian. For example:

hisPC » LocalDisk (C:) » Program Files » GE » Historian » historian-tomeat » webapps » historien-enterprise > WEB-INF > classes

A

Name Date modified Type Size
om 11241204 1:43 PM File folder
public Filefolder
 applcationyml ML Fi 28
logdjproperties {114TAM  PROPERTIES File
) applcationyml - Notepad - 0 X
File Edt Format View Help
logging: A
level:
A org:
springfranework:
security: DEBUG
server:
port: 9000
historian:

apiPath: C:\\Program Files\\GE\\Ristorian\\historian-tomcat)\\uebapps\\historian-enterprise\\WEB-INF\\Lib\\HistoriankiebServiceCppBridge.d1l
server: EC2AMAZ-GGOKCT
userllame: ihCloudHistAdnin
password:
maxNunber(fTags: 5000
jasypt:
encryptor:
bean: encryptorBean
search:
naxResultSize: 500
pageSize: 100

(n35,Col4 100%  Windows (CRLF) ~ UTF-§

b. Restart the Historian Tomcat service.
c. Add the Cloud Historian system to the Configuration Hub by providing the Historian server
name as NLB DNS.

You are now ready to use Configuration Hub.

Access Configuration Hub (on page 97).

Upgrade Configuration Hub

If you install Web-based Clients before uninstalling the previous version, you cannot modify the
Configuration Hub credentials. If an earlier version of Configuration Hub is available on the same machine,
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you will be allowed to use the same; you cannot install Configuration Hub again. These steps only apply if

using Windows-based Configuration Hub.

1. Uninstall Configuration Hub.
2. Set up Configuration Hub (on page 75).

Access Configuration Hub

Perform the tasks outlined in About Setting up Configuration Hub (on page 75).

1. When using Cloud Historian with Windows Configuration Hub (with web-based clients), or when
using containerized Configuration Hub (deployed with Cloud Historian) access thru URL.
The Configuration Hub login page appears.

2. Depending on whether you want to use Proficy Authentication or custom authentication, select the
appropriate tab. If custom authentication is not applicable, skip this step.

Note:

For instructions on setting up authentication, refer to https://www.ge.com/digital/

documentation/confighub/version2024/t_authentication_setup.html

3. Select the Configuration Hub node that you want to access, and then select Continue to Login.
The Proficy Authentication login page appears.
If you cannot access the login page, start the GE Operations Hub Httpd Reverse Proxy and the Data
Archiver services.

4. Log in with your credentials. The default user name for Configuration Hub is: ihCloudHistAdmin
(user name is case sensitive); the password was defined during deployment.

The Configuration Hub application appears, displaying the following sections:


https://www.ge.com/digital/documentation/confighub/version2024/t_authentication_setup.html
https://www.ge.com/digital/documentation/confighub/version2024/t_authentication_setup.html
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> The Navigation section: Contains a list of systems that you have added. In addition, it
helps you navigate to the Collectors and Tags sections. You can also access Proficy
Authentication to create users and groups.

NAVIGATION

’ m Proficy Authentication
™~ = Historian_Cloud
= Systems

BE Collectors
D Tags
B Data Stores
Bl Archives
& Data
%8 Configuration Templates
) Reports

= Activity Logs

> The main section: Displays content based on your selection in the NAVIGATION section. For
example,if you select a Historian system, you can access a list of servers in the system. You
can also navigate to the system statistics as shown in the following image.


https://www.ge.com/digital/documentation/confighub/version2024/t_authentication_setup.html
https://www.ge.com/digital/documentation/confighub/version2024/t_authentication_setup.html
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SYSTEM SERVER.
Cloud Historian historian-svc

~ Utilization Stats

Write Cache Hit Ratio 1 hour

Thour v

Memory Utilization

40— — 0 — 0 —0 ——0 ——0 0 0 0
119-06—6—6—0 —0 —0 0 —0 o 0

2/21/2024, 10:40 M 2/21/2024,10:50 AM 2/21/2024, 100 AM  2/21/2024, 11110 AM  2/21/2024, 11:20 AM

T T T T T
2/21/2024, 1040 AM  2/21/2024, 1050 AM 22172024, 1100 AM  2/21/2024, 11:10AM  2/21/2024,11:20 AM

FAILED WRITES 1 hour

Compression Ratio. Thour v

0
2/21/2024 1040 AM  2/21/2024,10:50 M 2/21/2024, 1100 AM  2/2172024, TH10AM  2/21/2024,11:20 AM 22120241040 AM /212024, 1050 AM  2/21/2024, 1100 AM  2/21/2024,1T:10 AM  2/21/2024, 11:20 AM
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 The Details section: Contains the details of the item selected in the main section. For
example, If you select a system, you can view the description of the system, and add data
stores using the Details section.
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DETAILS
Q. Search
HELD VALLIE
~ GEMERAL
MName Cloud Historian
System Type Stamdalone System

Primary Server

Description

Default System

Collectors

Tags

Cata Stores

Clignts

Server Time

Server Version

Demo Mode

Clustered

~ SYSTEM DEFRAULTS

Defaulz Data Store

~ ALARMS AND EVENTS

Alarm Rate

~ LICEMSE

Historian Tags

Scada Tags

Users

Diata Stores

Calculations

Serverto Server

Electromic Signature

~ GLOBAL SECURITY
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Set up a stand-alone system.

Historian Plugin Management in Configuration Hub

About Historian Plugin Management in Configuration Hub

The Historian plugin in Configuration Hub enables you to perform several tasks like monitor, supervise,
retrieve, and control gathering functions from a server, client, or one or more remote nodes. However, it
operates as a web-based application.

When you install the Historian server and web-based clients, the Configuration Hub application is installed
along with Proficy Authentication. Additionally, the Historian node and plugin are automatically registered
with the Proficy Authentication and Configuration Hub based on the Historian HTTP and database port
numbers.

After installing the Historian Server and the Web-based clients, if you access the Configuration Hub, you
can see the Historian plugin displayed in the NAVIGATION pane. Also, the Historian node and the plugin
can be seen in the Administration plugin > Node Manager.

o ™
Note:
However, if during installation, the Historian node did not properly register with the Proficy
Authentication and Configuration Hub, and did not appear in the Node Manager, you can add a

Historian node (on page 105) on Configuration Hub using the Node Manager.
- J

The Node Manger consolidates control over product and license details, and you can view the
corresponding Historian node's certificate, and license details. Using the Node Manager, if needed, you
can modify a plugin display name (on page 108), unregister a plugin (on page 111), and if you want to
register it at a later stage, you can register the plugin (on page 109) again.
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DETAILS

NAVIGATION
> = proficy Authentication

= Administration

= Historian._

> B9 systems
& Model
B8 collectors
<D Tags
B Data Stores
& Archives
2/ Data
@ Alarms
9§ Configuration Templates
D Reports

[E Activity Logs

View Historian Node Details

After you added a Historian node, you can view the Historian node-specific certificate and license details.

I'te
1. Double-click the Configuration Hub icon on your desktop ().
The Configuration Hub login page appears.

GE VERNOVA

Welcome!

2. Login with the default user credentials. That is, <hostname>.admin.
The configuration hub application appears, listing the Historian plugin in the NAVIGATION pane.
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3. In the NAVIGATION pane, select and expand Administration, and then select Node Manager.
The Node Manager administration page appears, listing the available Historian node and the

plugin.
4. To view the Historian node-specific details, select the node. The node-specific details appear in the

right-side section.

NAVIGATION { Node Mansger-Administration
Q Search
[V ® Proficy Authentication
Q Search + @
@ security ~ NODEMANAGER &
o Display Name Product Type License Expiry status Display Name Historian_Node
Custom labels
Configuration Hub Configuration Hub «  CERTFICATE DETAILS I
¥ = Administration Proficy Authentication Proficy Authentication Subject Name CN=RSWIN10,0U=Unit,.
Node Manager Historian_Node Node Manager Thumb Print 08:D0:59:52:61:3B:69:5.
Issuer Name CN=INTEROP@SelfSigne..
License Server
Valid From 2024-02-22 15:38:14 40,
= Historian_ Valid To 2026-02-2115:38:14 +0...
Signature Algorithm SHA2S6-RSA
Serial Number 2
< LICENSEDETAILS (2]
Customer Name
csN None
Expiration date None
License type None
Creation Date None
License Version Unknown (0)
License Source No License
Device ID
« LICENSES ACTIVATED o+
< ADVANCESETTING Ie
Server Proxy http//pitc-zscaler-globa..

5. To view the plugin-specific details, expand the node and select the plugin. The plugin-specific

details appear in the right-side section.

£ [ ] Ov &
NAVIGATION DETAILS
| = Proficy Authentication . Q se
Q Search + m
@ Security v PG 3
Display Name Product Type cense Expiry Status HISTORIAN Registered
& Custom labels
Configuration Hub Configuration Hub Display Name Historian.
v = Adm Proficy Authentication Proficy Authentication ~ CERTIFICATE DETAILS
Node Monager Node Manager Subject Name CN=RSWIN10
5 Thumb Print 79:C4:DOFED:IICT:T.
License Sery Historian. HISTORIAN Registered
censeserver Issuer Name CN=RSWIN10 Root CA 2.
™ Historian Valid From 2024-02-22 00:00:00 +0.
Valid To 2026-02-2100:00:00 +0..
Signature Algorithm SHA256-RSA
Serial Number
~ LCENSEDETALLS
Customer Name
csn None
Expiration date None
License type None
Creation Date None
License Version Unknown (0)
License Source No License
Device ID

If you have the needed permission, you can perform additional certificate and node management
tasks. For more information, refer to Administration Plugin in the Configuration Hub help. For more

latest updates, refer to the online version of the Historian 2024 help.


https://www.ge.com/digital/documentation/confighub/
https://www.ge.com/digital/documentation/historian/version2024/index.html
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Add a Historian Node (Optional)

The steps listed in this topic are only needed if the Historian node was not properly configured during the
installation and is not being displayed in the Node Manager.

r
1. Double-click the Configuration Hub icon on your desktop ().
The Configuration Hub login page appears.

GE VERNOVA

Welcome!

SIGN IN

2. Login with the default user credentials. That is <hostname>.admin.
The configuration hub application appears, listing the Historian plugin in the NAVIGATION pane.

DETAILS

3. In the NAVIGATION pane, select and expand Administration, and then select Node Manager.
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% [Fsse]
NAVIGATICN
> = proficy Authentication

~ = Administration

Node Manage

License Server

> ® Historian_

The node manager administration page appears.

NAVIGATION pdll Node Manager-Administration >

> ® proficy Authentication

Q, Search =}
= Administration
Display Name Product Type License Expiry Status
Node Manager -
Configuration Hub Configuration Hub
License Server Proficy Authentication Proficy Authentication

4. In the upper-right corner, select ¢

The Add Node Manager window appears.
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Add Node Manager X
HOST NAME

Host Name

DISPLAY MAME

Display Name

PORT MUMBER (D
ot Truste
— % Not Trusted

Test Connection Add

. Enter the HOST NAME. Here, it is the Historian node host name in a fully qualified domain name

format. For example, testmachine123.testdomain.com.

6. Enter the DISPLAY NAME for the Historian node.
7. Enter the PORT NUMBER of the host that you entered.
8. You must trust the node manager certificate. To trust the certificate, select Not Trusted.

10.

11.

The Certificate Details window appears, listing the certificate information.

. Read the certificate details and if you trust, select Trust.

In the Add Node Manager window, the certificate status changes to trusted.

Select Test Connection.

If the connection is successful, a success message appears. If not, check the host name and the
port are correct.

Select Add.

The Historian node along with the plugin are added.

By default, the plugin gets registered.
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I ==

NAVIGATION Bl Node Manager-Administration >

> ™ proficy Authentication Q search b m
» = Administration
Display Name Product Type License Expiry Status
Node Manager -
Configuration Hub Configuration Hub

License Server .
Proficy Authentication Proficy Authentication

™ Historian_ Node Manager

HISTORIAN Registered

In rare cases, for some reason, if the plugin is not registered, you can register the plugin (on page
109).

Modify a Historian Plugin Display Name

I
1. Double-click the Configuration Hub icon on your desktop ().
The Configuration Hub login page appears.

GE VERNOVA

Welcome!

SIGN IN

2. Login with the default user credentials. That is <hostname>.admin.
The configuration hub application appears, listing the Historian plugin in the NAVIGATION section.
3. In the NAVIGATION pane, select and expand Administration, and then select Node Manager.
The Node Manager administration page appears, listing the available Historian node and the
plugin.
4. Select and right-click the node, and then select Manage.
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The Manage Plug-ins window appears.

Manage Plug-ins

Products Installed

' |

v Historian _ Registered

5. Change the plugin display name and select Update.
The changes you made are updated and applied to the plugin.

Register a Historian Plugin

If you had unregistered a plugin and want to register it again, or if, for some reason, the plugin was not
registered after installation, you can register the plugin using the Node Manager, provided that you have
the Historian node in the Node Manager. If the Historian node did not register properly, you must first add

a Historian node (on page 105) and then register the Historian node and its plugin.

fr
1. Double-click the Configuration Hub icon on your desktop ().
The Configuration Hub login page appears.
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GE VERNOVA

Welcome!

SIGN IN

2. Login with the default user credentials. That is <hostname>.admin.
The configuration hub application appears, listing the Historian plugin in the NAVIGATION section.
3. In the NAVIGATION pane, select and expand Administration, and then select Node Manager.

The Node Manager administration page appears, listing the available Historian node and the

plugin.

NAVIGATION

wwwwww

HISTORIAN

4. Select and right-click the plugin, and then select Register.
Alternatively, you can select and right-click the node, and then select Manage.

You can register the plugin using the Register button available in the Manage Plug-ins window.

The Register Plug-in window appears.
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Register Plug-in

[ ]

5. Enter the values as described in the following table:

Field Description
PLUGIN HOST The host name of the plugin in a fully qualified
domain name format.
PRODUCT TYPE The product type for the plugin. For example,
Historian.
DISPLAY NAME The plugin name that you want to see below the
Node Manager.

6. Select Register.

The plugin gets registered and added in the NAVIGATION pane.
7. For the plugin to work, you must refresh the browser or log out and log in again to restart

Configuration Hub.
8. Now try accessing the plugin.

Unregister a Historian Plugin

If you need to unregister a plugin, you can do that using the Node Manager.
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r
1. Double-click the Configuration Hub icon on your desktop ().
The Configuration Hub login page appears.

GE VERNOVA

Welcome!

SIGN IN

2. Login with the default user credentials. That is <hostname>.admin.
The configuration hub application appears, listing the Historian plugin in the NAVIGATION pane.
3. In the NAVIGATION pane, select and expand Administration, and then select Node Manager.

The node manager administration page appears.

NAVIGATION
> m proficy Authentication

V% Administration

Proficy Authentication Proficy Authentication

v Historia

HISTORIAN

4. Select and right-click the plugin, and then select Unregister.
Alternatively, you can select and right-click the node, and then select Manage.

The Mange Plug-ins window appears, listing all the available plugins.
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Manage Plug-ins

Products Installed

' |

v Historian . Registered

5. Select the plugin as needed.
6. Select Unregister.
The plugin gets unregistered.

Alternatively, you can also unregister a plugin from the Plugin DETAILS section by selecting X on

the top-left corner in the PLUG-IN section.

This will prompt you whether to delete the plugin. Selecting Continue will unregister the plugin.



Cloud Historian | 4 - Deployment | 114

Common Tasks in Configuration Hub

Task

Procedure

Show or hide the Navigation or

the Details section.

1. In the upper-right corner of the page, select El
2. Select the check boxes for the sections that you want to

show.

@ |[Dv| &

' NAVIGATION
+/ DETAILS

Refreshed on 20211221 1321047 & | + &

Y CONFIGLRATION Y HacHINE
Filter Fifter
Historian WINIOTECH
Historian WINIOTECH
Historian WINIOTECH

Show or hide columns in a table.

-~

. N
Note:
You cannot hide some
of the columns (for ex-
ample, the COLLECTOR
NAME column).
J

1. In the upper-right corner of the table, select fﬁex.

Taghlame: * X | | Description: * X Reset to Default

Refrashed on 2021-12-21 112230 3 | +

N DESCRIPTION W COLLECTOR MAME Y LAST 10 VALUES

Fifter Filter

02 Simulation

The Table Settings window appears.

2. Select the check boxes in the SHOW COLUMN column, and

then select Apply.
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Task

Reorder columns in a table.

Note:
You cannot reorder some

of the columns.

Procedure
. o
1. In the upper-right corner of the table, select f:'t.
Taghlame:* X | | Description: * X Reset to Default

Refreshed on 2021-12-21 112230 o | +

W DESCRIPTION W COLLECTOR NAME Y LAsT 10 VALUES

Filter Filter

02 Simulation

The Table Settings window appears.

2. Use the arrow buttons in the RE-ORDER column, and then se-

Refresh a page/table.

lect Apply.
o
In the upper-right corner of the main section or a table, select =
TagMame: * X | | Description: * X | Resef to Default

Refreshed on 2021-12-21 11:22:20 | + &

Y DESCRIPTION Y COLLECTOR MAME W LAST 10UALUES

Filter Filter

02 _Simulation
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Task

Procedure

selection.

Select multiple tags or clear the

« To select multiple tags, select the check boxes corresponding
to the tags as needed.

Alternatively, to select all the available tags, select the check
box in the upper-left corner of table header.

Y Filter | Max Tag Count:1000 || Collector Name: X H Tag Name:™ X || Description:™ X |

You can increase MaxTagCount to get more than the default 1000 tags. Please refine your 4

Y TAG NAME Y DESCRIPTION
Filter Filter
) ARRAYTAGTEST Test_multi_tag_description
<} ARRAVTAGTEST Test_multi_tag_description

@ ARRAYTAGTESTBYSITAUPDATED

Test_multi_tag_description

Navigate through grids in a page

When there are more than 100 rows in a grid, page numbers are en-
abled at the bottom-right corner. You can use these page numbers to
navigate through the grid and access other available rows.

Y Filter M Tag Count:1000 | [ ColectorName Simulstion 1 X_] [ Tag Name= X_] [ Description® X Reset to Default
_Simulation_ Refreshed on 12/20/2023,12:09:56PM 3 | &, 1, + & o
LAST 10 VALUES D TAG ALl Y issTaLe
Filt ter
O Simulation_1.Simulation00001 _Simulation_1 ®on false
Simulat 1.Simulation00002 _Simulation_1 ®0n false
O imulation_1.Simulation00003 _Simulation_1 ®on false
Simulati 1.Simulation00004 Simulation_1 ®0n false
O Simulation_1.Simulation00005 _Simulation_1 ®on false
Simulati ulation00006 _Simulation_1 ®0n false
O _Simulation_1.Simulation00007 _Simulation_1 ®on false
Simulat ulation00008 Simulation_1 _Simulation_1 ®on false
O _Simulation_1.Simulation00009 _Simulation_1 ®on false
O Simulati ulation00010 _Simulation_1 ®on false
[l Simulati 1.Simulation00011 _Simulation_1 ®0n false
O Simulation_1.Simulation00012 Simulation_1... _Simulation_1 ®on false
[l ] Simulation_1.Simulation00013 Simulation_1.... _Simulation_1 ®0n false
O tion_1.Simulation00014 Simulation_1... _Simulation_1 ®on false
Simulation_1.Simulation00015 Simulation_1.... _Simulation_1 ®0n false
| | I ]

In addition to this, you can also see a grid's count (both total and se-
lected).
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Installing the Excel Add-in for Historian

Install the Historian Excel Add-in Using the Installer

Install one of the following 32-bit or 64-bit Microsoft® Excel® applications:

 Microsoft® Excel® 2021 (32 & 64 bit)
* Microsoft® Excel® 2019 (32 & 64 bit)
 Microsoft® Excel® 2016 (32 & 64 bit)
* Microsoft® Excel® 2013 (32 & 64 bit)

This topic describes how to install Excel Add-In using the installer. You can also install it at a command

prompt (on page 117).

1. Run the | nst al | Launcher . exe file. Contact the AWS support team for the installer.
2. Select Historian Excel Add-in.
The installer runs through the installation steps.

( Note: )

If using certain versions of Windows (like Windows 10 or Windows 2019), you may receive
an error message, stating that some of the DLL files are not registered. You can ignore

these messages.
N J

3. When prompted to reboot your system, select Yes.

Excel Add-In is installed.

Activate Excel Add-In (on page 993).

Install the Historian Excel Add-in at a Command Prompt

1. Install one of the following 32-bit or 64-bit Microsoft® Excel® applications:
> Microsoft® Excel® 2019
> Microsoft® Excel® 2016
2. Install Excel Add-in using the installer (on page 117) on a machine. When you do so, a template
file named set up. i ss is created at C: \ W ndows. This file stores the installation options that you
have provided during the installation. You can then use this template to install Excel Add-in at a

command prompt on other machines.
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This topic describes how to install the Excel Addin for Historian at a command prompt. You can also

install it using the installer (on page 117).

1. Copy the set up. i ss file to each machine on which you want to install Excel Add-in at a command
prompt.
2. In the folder that contains the set up. i ss file, run the following command: set up. exe /s /sns

The installer runs through the installation steps.

o ™
Note:
If using certain versions of Windows (like Windows 10 or Windows 2019), you may receive

an error message, stating that some of the DLL files are not registered. You can ignore

these messages.
N /

3. When prompted to reboot your system, select Yes.

Excel Add-In is installed.

Activate Excel Add-In (on page 993).

Implementing Security

Default Security Groups

This topic provides a list of the default security groups created in Historian, along with the default user,
ihCloudHistAdmin, for the ih_security_admins group. The password for this user is the one you enter in

the Proficy Authentication Configuration field while deploying Proficy Historian for AWS.
ih_security_admins

Historian power security users. Security administrators have rights to all Historian functions.
By default, a user named ihCloudHistAdmin is added in this group.

ih_collector_admins
Allowed to add collector instances and change their destination.
ih_tag_admins

Allowed to create, modify, and remove tags. Tag-level security can override rights given to

other Historian security groups. Tag admins can also browse collectors.
ih_archive_admins

Allowed to create, modify, and remove archives.
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ih_unaudited_writers
Allowed to write data without creating any messages.
ih_unaudited_logins
Allowed to connect to Data Archiver without creating login successful audit messages.
ih_audited_writers
Allowed to write data and to produce a message each time a data value is added or
changed.
Tag, archive, and collector changes log messages regardless of whether the user is a
member of the ih_audited_writers group.
ih_readers

Allowed to read data and system statistics. Also allowed access to Historian Administrator.

The following table provides the types of user groups you must create based on your requirement.

iH Se- iH Un- iH Un- iH Au- iH iH Col-
. . . . . iH Read- . iH Tag
Function curity Audited Audit- dited Archive lector
ers Admins
Admins | Writers | ed Login | Writers Admins Admins
Manage
g X X
tags
Create
) X X
archive
Read data X X
Write da-
ta (unau- X X X
dited)
Write da-
ta (audit- X X
ed)
Modify
X X X X
data
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N

iH Se- iH Un- iH Un- iH Au- iH iH Col-
. . . . . iH Read- . iH Tag
Function curity Audited Audit- dited Archive lector
ers Admins
Admins | Writers | ed Login | Writers Admins Admins
Update
tag secu- X
rity
Migrate X
Login
connec-
] X X X X X X X
tion mes-
sages
Recalcu-
X X X X
late data
(o
Note:
Regardless of the security group to which a user belongs, the user has full privileges to the Web
Admin console.

For instructions on creating and managing users, refer to Managing Users and Groups (on page 120).

Managing Users and Groups

Historian provides default security groups (on page 118) and a user, ihCloudHistAdmin, for the

ih_security_admins group. This topic describes how to create more users and add them to groups. You

can also delete a user or remove the user from a group.

1. Access the folder containing the uaa_confi g_t ool . exe file. It is provided with the collectors

installer. After you install collectors, it will be available in the C: \ Program Fi | es\ GE Di gi t al
\Hi storian O oud Confi g folder by default.
2. To create a user, run the following command:

uaa_config_tool . exe add_user

-u <usernane>

-p <passwor d>

-s <adm n passwor d>

-t https://<NLB DNS>: 9090
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For <admin password>, enter the password that you provided in the Proficy Authentication

Configuration field while deploying Proficy Historian for AWS.

For <password>, enter a value that contains:
> Minimum eight characters
o At least one each of uppercase and lowercase letters
o At least one number

- At least one special character

-
O
To find the NLB DNS:

a. Access the EKS cluster on which you have deployed Proficy Historian for AWS.

b. Access the EC2 instance.
c. In the navigation pane, under Load Balancing, select Load Balancers.
d. Select the load balancer for which you want to find the DNS.

e. In the Description section, copy the DNS name.
- _/

3. To add a user to a group, run the following command:

uaa_config_tool . exe add_user_to_group
-g <group nane>

-u <usernane>

-p <password>

-s <adm n passwor d>

-t https://<NLB DNS>: 9090

where <admin password> is the password that you provided in the Proficy Authentication
Configuration field while deploying Proficy Historian for AWS.

For <password>, enter a value that contains:
o Minimum eight characters
o At least one each of uppercase and lowercase letters
o At least one number

o At least one special character

O Tip:

For a list of default security groups, refer to Default Security Groups (on page 118).

4. To remove a user from a group, run the following command:
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uaa_config_tool.exe renmpve_user_to_group
-g <group nane>
-u <usernane>

-t https://<NLB DNS>: 9090

5. To delete a user, run the following command:

uaa_config_tool . exe renpve_user
-g <group nane>

-u <usernane>

-s <adm n password>

-t https://<NLB DNS>: 9090



Chapter 5. Migrate Data

Migrate Data from On-Premises Historian to Proficy Historian
for AWS

1. Deploy Proficy Historian for AWS (on page 43).
2. Install collectors (on page ).

This topic describes how to migrate data from an on-premise Historian server to Proficy Historian for
AWS.

If your network bandwidth is high and the amount of data to migrate is high or low, you can use AWS

Transfer family.

If your network bandwidth is low and/or the amount of data to migrate is high, you can choose any of the

following options to send data using a physical device:

+ AWS Snowcone
* AWS Snowball
* AWS Snowmobile

The data is then migrated into an S3 bucket. You must then migrate it to EFS. For information on which

option to choose, refer to https://aws.amazon.com/snow/.

Use the links below for more information:

1. Migrate Data Using an AWS Transfer Family (on page 123).
2. Migrate Data to AWS Using S3 EFS (on page 128).

Migrate Data Using an AWS Transfer Family

1. Deploy Proficy Historian for AWS (on page 43).
2. Install collectors (on page ).

This topic describes how to migrate data from an on-premise Historian server to Proficy Historian for
AWS using a Transfer Family.

1. Create an SFTP-enabled server.
2. After the server is running (online), you need to add a user. To create a user, generate an ssh key-

pair (using powershell or ubuntu):


unique_12
unique_12
unique_12
https://docs.aws.amazon.com/transfer/latest/userguide/create-server-sftp.html
https://docs.aws.amazon.com/transfer/latest/userguide/create-server-sftp.html
https://aws.amazon.com/snow/
unique_12
unique_12
unique_12
https://docs.aws.amazon.com/transfer/latest/userguide/create-server-sftp.html
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For both the private and public key:

ssh-keygen -t rsa

To copy the id_rsa.pub (using the public key):

cat ~/.ssh/id_rsa. pub

3. Add a user.

AWS Trefer Family = Endpsiet details

£ Taiieny

Usars s+ | I

4. While adding user we need to provide User ID, Group ID, Secondary Group IDs as 999.
5. Specify the Home directory path as: <File system ID(EFS)>/archiver/archives:

User configuration

-

DO TFahS MO 6 bt faechiver/archi

45

Date emparted Fingerpeint

When creating a user, it is required that IAM role with specific permissions be applied.

6. To create an IAM role, from the IAM screen, click Roles and then Create Role. The following screen

appears.
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sttty Select trusted entity .

Trusted entity type

O ANVG sEniCe ANVYE Bo00U

7]

Use casae

7. In the Use Cases for Other AWS Services, select Transfer and then click Next.
8. To create the IMA policy, select Service as EFS, Actions as ClientMount and ClientWrite, Resources
as All Resources, and leave the rest of the settings with the defaults.

0 :
Wit gdricd RO

= WPE (3 scsom) & Ehornt | vt

* Barvice EFS
b Actions  msad

Wurite

- Revuwrcen @ il

Absrattam e yut ot hbcasret @ Ay I i S0t

¢ Regueat conditions

The IMA role and policy is created:
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Sevondary Goup 1D

Role infa

¥ L

MO by

55H public keys

SSH publsc kry  info

9. Provide the home directory and the VPC and public key using an application.
10. To transfer data we can use an application like sftp or WinSCP.
Using sftp:
a. Login to the sftp to the server.

sftp -i <pravate_key_al ong with path> <nane of the user created>@endpoint generated in transfer

fam | y>

b. After you successfully login, transfer the file using the put command:

put <source file> <destination file>

Using WinSCP:



a. Open WinSCP.
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T 'E. Login

| B new site

E] My Workspace

j adrninistratur@w,18l,251.249-slmlmux
| | B ec2-ubuntud@15.236.206.64
ec2-user@®13.39.17.143-linux_ec2
ec2-user@54.215.241.78

kmaster

linux_wm

@ venkat-linux

To