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Chapter 1. CIMPLICITY Server to Viewer
Announcements

About CIMPLICITY Server to Viewer Announcements

CIMPLICITY running on one computer can see which projects are running on your network.

As well as supporting Server to Viewer announcements, Servers may also be networked together to allow

the display of data from many Servers on a Server.

CIMPLICITY v.6.2 and over provides straightforward methods for sending and receiving project

announcements from the Server to the Viewer.

Options for connecting from Viewer to a Server are as follows.

Connect to: Description

Project (Recommended) The user controls the data source the Viewer will display.

Node name | Data from the project that started first on the node will display on the Viewer.

IP address | Data from the project that started first at the IP address will display on the View-
er.

Following is an overview for setting up, testing and troubleshooting a Viewer to Server connection.

Step Description
1 (on Set up the Viewer to Server connection.
page
9)
2 (on Check that point values display on the View-
page er.
10)
3 (on CimView screen special Viewer configura-
page tion.
16)
4 (on Troubleshooting checklist.
page
20)
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1. Set up the Viewer to Server Connection

1. Connect the Server and Viewer to the network.

2. Ping the Server from the Viewer to obtain a basic confirmation that the Viewer can access the
Server.

n 5.88.21951
vsoft Cowpp.

&z of data:

From :

From : -4.238: = i 1 Bms =128
From : - : oK time{lBms =128
fFrom : = H =32 time{lBms =128

(B lozs),
Appro ate -
Minimur Ams,. Haximum Ans . Hns

3. Install CIMPLICITY Server on the Server.
4. Install CIMPLICITY Viewer on the Viewer.
5. Create and start a project on the Server.
6. Enable Broadcast/Multi-cast on the Server to send project announcements over the network.
a. Open the project that will be broadcast and/or multi-cast to the Viewers in the CIMPLICITY
Workbench.
b. Click Project>Project Properties on the Workbench menu bar. The Project Properties dialog
box opens.
c. Select the Options tab.
d. Check one or both of the following.
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x

Genersl Opions | Settings | Redundancy | Change Management |

Dascription: IEIHFLIEIW multicast project

AT Enable project broadeast
B|¥ Enable project muticast

IFLlutl'lhlP'addlml'IE'Ed-Eiﬂ 'I

Compastes name: ISEH"-"EHI j
Statup timeaut: I1|:| Mirntes

[¥ Configusation security [ Start sop securty
¥ Run & high priorty

[v Enable concument equipment port process stafup

Ok I Canced Help

A | Enable project broad-

cast

B | Enable project multicast

( Note:

Confirm that there are no other projects broadcasting on the network with the same name.

N

2. Check that Point Values Display on the Viewer

A (on Start the Server and the Viewer.

page
11)

B (on Get a point value from the Server using a command line utility.
page
12)

C (on Get a point value from the Server through the Point Control Pan-
page el.
14)
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1. Start the Server and the Viewer

1. (On the Server) make sure a project is running.
a. Open the project you will test in the CIMPLICITY Workbench.

b. Click the Run button ﬂ on the Workbench toolbar to start the project.

il PROFCIMP - CIMPLICITY Workbench i) [l

File  Edit Computer Project WView Tools Help

& 3 HMI

- Project "E.ri.
= [T Computer Login Pansl|
=-[ 7 Runtime ; b
. Alarm Viewer 8

t Alarm Sound Manager

T v

-

7] Point Control Panel
a Process Contral ‘
! Show Users g

#-1 ) Production Tracking

Fecords Fetrieved : 1

L.

2. (On the Viewer) start the Viewer.

a. Click Start on the Windows task bar.
b. Select (All) Programs>Proficy HMI SCADA - CIMPLICITY version>CIMPLICITY Options

S CIMPLICITY Options

The CIMPLICITY Options dialog box opens.

a. Select the Projects tab.

The Viewer name should display in the Computer name field.

a. Click Start Viewer.
> VIEWER displays in the Running projects box.
o The Start Viewer button is disabled.
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., CIMPLICITY® Options [E=)
Histosian Conrmchions ek T hanh e Bromdcast Sessmons
Progects Stastup Oiplions Secusily Huoalz
Coenpater name © IEWERMame -

Fll.rnr-g potwacls '
VIEWER

Progecis

ok || Cacel | | Heo

a. Click OK.

The CIMPLICITY Options dialog box closes.

a. Get a point value from the Server using a command line utility

CIMPLICITY provides a basic command line utility that you can use to connect to the Serverin a

simple straight-forward manner; extraneous factors can be kept at a minimum.

The utility is PTQ_onchange.exe.

3. (On runtime Viewers only. PTQ_onchange.exe is not installed.)
a. Copy PTQ_onchange.exe on the Server.

The file's location on the Server is ...\Proficy CIMPLICITY\exe\
Where

..\CIMPLICITY is the CIMPLICITY root directory.

a. Paste PTQ_onchange.exe into the following directory on the runtime Viewer.

..\CIMPLICITY\exe\

4. Click Start>Run on the Windows task bar>Start menu.

A Run dialog box opens.
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5. Enter Cmd in the Open field.

A Command window opens.

6. Display the C:\> prompt.

7. Get a point value using the Server's IP address as follows.

Figrasart Uininye toag Cors Lo ©.00 FpurstemecemESR
:\>]_JEq_u‘|]chan5_|e .exe ) i Cum D - IADMINSTHMDH oK I
giﬁ;;ﬁgl :;r:i..ghb%gfi!ntlzpﬁaﬁaggﬁggz?l.]:.5 B ~~rassword : [7

ERPTO> ~N\3 4.238%deta_tk_stat I~ Save User ID + Passwoed Help
2 [ Reconnect at Startup

A | Contact the Server by IP address.

a. Type ptg_onchange.exe
b. Press Enter.

B | Name the qualified point that should return a value, using the IP address.

a. Type\\ <Server IP address>\ <Point ID>.

Where Is the
<Server IP address> IP address of the Server being contacted, which qualifies the point.
<Point ID> ID of the point that should return a value.

a. Press Enter.

A CIMPLICITY® Login dialog box opens.

C [ Log in to the project.

a. Enter a valid User ID and Password for the project you are trying to access.
b. Click OK to close the CIMPLICITY® Login dialog box.

Result: The point value displays.

D [ Press Ctrl+C on the keyboard to disassociate from Point Management.

If there is a problem accessing the Server or displaying the point value, go to the Troubleshooting

checklist (on page 20).
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15.

16.
17.

. Type ptg_onchange.exe
. Press Enter.

10.
11.
12.
13.
14.

Type \\ <Server IP address>\ <Point ID>.

Press Enter.

Enter a valid User ID and Password for the project you are trying to access.

Click OK to close the CIMPLICITY® Login dialog box.

Re-use the ptg_onchange.exe utility, using the Server's node name and the same point ID.
a. Type the following at the c:\> prompt.

pt g_onchange. exe.

a. Press Enter.

Type \\<Server node name>\ <Point ID>

a. Enter your User ID and Password.

Result: The point value displays.

a. Press Ctrl+C on the keyboard to disassociate from point management.

If there is a problem accessing the Server or displaying the point value, go to the Troubleshooting

checklist (on page 20).

Re-use the ptg_onchange.exe utility, using the Server's project name and the same point ID.

a. Type the following at the c:\> prompt.

pt g_onchange. exe.

a. Press Enter.
b. Type \\<Project name>\ <Point ID>
c. Enter your User ID and Password.

Result: The point value displays.

a. Press Ctrl+C on the keyboard to disassociate from point management.

If there is a problem accessing the Server or displaying the point value, go to the Troubleshooting

checklist (on page 20).

a. Get a point value from the Server through the Point Control Panel
Click Start on the Windows task bar.
Select (All) Programs>Proficy HMI SCADA - CIMPLICITY version>Point Control Panel

[f | Paint Contral Panel
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The Point Control Panel opens on the Viewer.

18. Click the Add Points button.

The Select a Point browser opens.

19. Check if you are able to see point values.

_iolx]
Fia View
A Priget - T -
\-./P'W [FacTars = D,
N Cancel

T B Lbw |
Resorce |
T

Drescrpton |
Foini ID | Dovice ID | Roso =
B ADDFARTS_DOME $GLOBAL T
DETa_ TE_ALITMIOW SGLOBAL TRAC
DETA_TE_ITMD $GLOBAL TRAC
DETA_TE_STahs’ $GLOBAL TRAC
DISPLEY DEBUG $GLOBAL TRAC
i DISPLAY LOADITEMID il.'.II.EIE.-'-'.L m.:jj
L] | ]

Recoids Retneved - 143

A | Select the project name (recommended).

Note: You can also enter the Server's IP address or node name in the Project field. Howev-
er, the available points will be in the first project that started on the Server. If more than one

project is running on the Server, it may not be the project you want.

B | Click Browse.

C | Select one or more points to display.

D | Click OK.

Result: The values should display in the Point Control Panel.

If there is a problem accessing the Server or displaying the point value, go to the Troubleshooting

checklist (on page 20).

20. Open a CimView screen on the Viewer.
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Note: Review CimView screen Viewer configuration guidelines (on page 16) for CimView screen
setup on the Viewer.

21. Check if you are able to see values for points configured by the CimView screen after one has been
set up.

[ Note: j

o If you can see point values in the Point Control Panel, but not on your CimView screen (on

page 16), the problem could be with your point qualification (on page 79).
o If you can see point values in the Point Control Panel and on a CimView screen, you are
connected.

o If you cannot see point values go through the troubleshooting checklist (on page 20).

If you cannot see point values after troubleshooting, contact CIMPLICITY support.

3. CimView Screen Viewer Configuration Guidelines

3. CimView Screen Viewer Configuration Guidelines

Step Description

3.1 (on Specify Viewer global parameters.
page
16)

3.2 (on Set up the CimView screen source for the View-
page er.
19)

3.3 (on Set up points to be seen from a Viewer.

page
19)

3.1 Specify Viewer Global Parameters

- Create the same global parameter values for the Server and Viewers.
- Create different global parameter values for the Server and Viewer.
* / Keypad option on a Viewer.
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Create the same global parameter values for the Server and Viewers.

1. (On the Server) make sure that you have configured the required global parameters for the
CIMPLICITY project.
2. Open the <project name>\master\ directory in Windows Explorer.

Fle Edt Vew Favorkes Tools Help |

- h L= iy, &
Sz X 6| o L) ([ |5 3
Address | C:\Program Files\Proficy\Proficy CIMPLL= |
Folders x| | Name =
) projects A '”‘“
B I cimpdemo SLE
I alaern_help
I ARC
1 DATA
I Dermohelp
(3 ExtraFiles
Lok
I Log
I£3 MasTER
1) R
Orapes || Bowsmon
) Ref @bﬂ_ﬂﬁ'h.hﬂx \

. . i emmh

3. Copy the following files.
o glb_parms.dat
o glb_parms.idx
4. Paste the files in each Viewer's ...\Proficy CIMPLICITY\Data\ directory.

CIITE————— -lo

Fle Edt Yew Favortes Took Hep | &
Pse X B | ¥ ([0 13 3 |

Adiress [ C:\Program FiesiproficylProficy CvpLLY | (£ ¢

Folders x | [Name = |
2 Profcy |
B (2 M550L$CIMPLICITY ;

= I Proficy CIMPLICITY

# |2 AEQPC

® 2 api
i) arc

¥ 12 bsm_data
I cimpole

E 2 classes
3 data
i) docs

Create different global parameter values for the Server and Viewer.
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5. Create a new dummy project.

Note: This project will be used only to create global parameters for the Viewer.

6. Configure global parameters with the values that will be used on one or more of the Viewers.
7. Open the <project name>\master\ directory in Windows Explorer.

Be Gt Vew Favokes ook e |
s X )| o L) [ |5 5|

Address [ C:\Prograe Files\Proficy|Proficy CIMPLL |

8. Copy the following files.
o glb_parms.dat
o glb_parms.idx
9. Paste the files in the appropriate Viewer's ...\Proficy CIMPLICITY\Data\ directory.

Mrdota =]
Fle Edt 'lew Favorites Took Help |a
. = - . 1
JIseh X ) | Y ) |5
Agress [ Co\program Flesiproficylproficy civpL x| (£ G¢
Folders % N@f‘ = _l
£ Proficy o | Ehfield_get.dat
B 1) ME50LSCIMPLICITY f_dt:f.id:
= £ Proficy CIMPLICITY
¥ |2 AECPC
B D api
I arc
® () bsm_data
12 cimpole
E 2 classes
I3 data -
D doc =t
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10. Repeat 1 — 5 until you have created, copied and pasted all of the global parameters that must be

different for different Viewers.
/Keypad option on a Viewer

If you want users to display a keypad on the Viewer the option configure the ..\Proficy CIMPLICITY
\Data\gefkeypad.cfg file on each Viewer.

3.2. Set up the CimView Screen Source for the Viewer

There are two options for displaying CimView screens on the Viewer.

- Each viewer can have its own copy of the screen files (.cim) in a local directory.
o Benefit: The screens will load faster.
o Issue: A screen designer or system administrator will have to make sure that whenever a
screen is modified, it will be re-copied to every Viewer it is on.

« Screens are loaded on the Viewer from a shared directory.
o Benefit: Screen changes are sure to display on each Viewer.
o Issue: The speed of screen loading is dependent on the speed of network configuration and
traffic.

e N

Note:

- Screens are most commonly loaded from a shared directory.
- If you want users to display a keypad on the Viewer, configure a ..\ Pr of i cy
Cl MPLI Cl TY\ Dat a\ gef keypad. cf g file to use the /keypad option on each Viewer.

. J

3.3. Set up Points to be Seen from a Viewer

Use the following techniques to make sure the viewer can locate the projects for each point:

« Fully qualify all points.

« Fully qualifying all points used on the screen takes some up front planning when the screens are
being created. It has the advantage that you can have a single screen viewing points from multiple
projects and does not require any special shortcuts to launch the screen. The fully qualified points
will use the project indicated in the point ID.
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» Use a/project command line option to open the screens from a short cut.

 The / proj ect command line option will specify the project to use for any unqualified points.

4. Troubleshooting Checklist

4. Troubleshooting Checklist

Step Description

4.1 (on Double-check the CIMPLICITY license key.

page
20)

4.2 (on Computer Name/IP Address Resolution.

page
21)

4.3 (on Multiple NIC's on the Server.

page
21)

4.4 (on Connections on Port 32000.

page
22)

4.1. Double-check the CIMPLICITY License Key

1. Make sure that the license hardware key is secure in the Server's and Viewer's parallel or USB port.
2. Click Start on the Windows task bar.
3. Select (All) Programs>Proficy Common>License Viewer.

The license's Management Console window opens.

4. Make sure that the CIMPLICITY Development or Runtime Server is enabled.
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Note: The status is under Options>System Type.

W grrred | oresde

| Baerwant || Bme || Pem |

Prodicy Prockecls Ligerws Koy Diacruostics

License Key Information q

Cumiomar Mare
L S il Wt 1IGET

W e it Frary, Cucnpbar F, 2008
Leorme Creston Moruday, Ccicter 10, 2004
Lcersg ey Yeron )

Vs Typs e

CIMPLICITY

e Esparanon Sarcay, Jaruany G, 2005
Ml o LD Port urirpa

b of CHC edies el

B of Gywien Sardy hodes

Basnbmr of wiobiiers Comre tona

St of Tir Fral Server CONfacong

é b of TR Correcieed :;
Loermed Yeruon %3
= Options
J System Type
» Devalopment Server ’- Enabled

é? iy CHOC Eratiind
Sparicen

Ficwil Pk iy Erahind
Infgratory Took Fratlod

4.2. Computer Name/IP Address Resolution

If you are trying to connect to the Server by node name, it is possible that your Viewer and Server may not
be able to resolve each other’s node names.

(On both the Server and Viewer)

1. Click Start on the Windows task bar.

2. Select (All) Programs>Proficy HMI SCADA - CIMPLICITY version>CIMPLICITY Options
S CIMPLICITY Options

The CIMPLICITY Options dialog box opens.

3. Select the Hosts tab.

4. Identify the Host nodes and IP addresses.
4.3. Multiple NIC's on the Server

If you are trying to connect to the Server by IP address and the Server has multiple NIC (network) cards,
make sure that you are trying to access an IP address that is being used
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« Select the IP addresses to be used.

1. Click Start on the Windows task bar.
2. Select (All) Programs>Proficy HMI SCADA - CIMPLICITY version>CIMPLICITY Options

Z5 CIMPLICITY Options

The CIMPLICITY Options dialog box opens.

If the computer has more than one NIC, a Network tab will display.

3. Select the Network tab.
4. Select/check the IP addresses that should be/are available.
> Verify that the card for the Viewer’s network is the top card in the TCP/IP stack
configuration. This will allow better communications over the Viewer-Server network.

Use Network Connections features in the Windows Control Panel.

Consult Microsoft documentation for details.

( Note:

If both NIC cards are in what would normally be considered a class A (001.y.z.w to

on the internal, non-exposed, NIC card.
.

126.y.z.w) or Class B network (128.y.z.w to 191.y.z.w) it is possible that the network class
will supersede the subnet mask. In this case, It may be advisable to try a 10.y.z.w network

4 4. Connections on Port 32000

Port 32000 is the port that CIMPLICITY communicates through.

(On the Server)

1. Open the Command window.
2. Type netstat —a at the command prompt.
3. Note all connections on Port 32000.

You should see a:

o TCP connection to your Viewer on Port 32000 and Viewer's IP address
o UDP connection on Port 32000 and *: * for the IP address.

If the result is different do the following.
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If you do not see connections on Port 32000 or only on UDP port 32000

Make sure the

o Project is running on the server and the

> Viewer is running as a Viewer.
If you do not see connections on both UDP port 32000 and TCP port 32000
Try to un-install and reinstall the TCP/IP protocol. Consult Microsoft documentation.

(On the Viewer)

4. Open the Command window.

5. Type netstat —a at the command prompt.

6. Note all connections on Port 32000.

You should see a:

o TCP connection to your Server on Port 32000 and the Server’s IP address.
> UDP connection on Port 32000 and *: * for the IP address.

If the result is different do the following/

If you do not see connections or connections only on TCP

7. Recheck the license registration on the Server and Viewer.

8. Try to un-install and reinstall the TCP/IP protocol on the Viewer. Consult your Microsoft
documentation.
o Router listens on TCP ports 32000, 32256, 32512 and 32768 for incoming connections. Not
configurable.
o Router listens on UDP port 32000 for project announcements. Not configurable.
o RtrPing uses TCP port 4000 by default. Configurable using REDUND_PROBE_PORT global
parm. This is for server redundancy.
o Cabling redundancy uses ports 5000 - 6000. Configurable in CIMHOSTS.TXT file.



Chapter 2. Remote Project Configuration

About Remote Project Configuration

If, when a project starts, the Point Bridge or Point Data Logger need to get points from projects on other

computers running CIMPLICITY projects, you need to define remote projects.

If your computer is on a network with other CIMPLICITY computers, you can retrieve point information

from projects running on the other computers in a variety of ways.

You can:

- Display CimView screens for other projects.
« Display points from other computers on CimView screens running in your project.
« Collect data from points in projects on other computers.

« Log points from projects on other computers if you are using the Database Logger option.

Remote Projects must be defined if Point Bridge or the Point Data Logger need to get point values from

projects on other computers that run CIMPLICITY projects.

1. Configure a remote project.
2. Configure Point Bridge Points.
3. Configure Advanced Point Bridge and Enterprise Server Information.

1. Configure a Remote Project

1. Configure a Remote Project

Note:
The Remote Registry Service must be running in order for remote node features, for example,
Server Redundancy, start/stop projects CIMPLICITY Options System Sentry, Database Logger and

Login Panel to work properly.
N

e N

J

If you are configuring a remote project on Vista, you will need to:

On Vista you will need to

- Set the Remote Registry Service to automatic start mode. It is not automatic by default.
- Make sure that the following are added to the firewall:
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* CIMPLICITY process
« File/printer sharing.

Step Description

Step 1 Open a Remote project dialog box.

(on page
25)

Step 2 Enter general specifications for a remote project.

(on page
28)

Step 3 Enter Enterprise Specifications for a remote
(on page | project.
29)

Step 1. Open a Remote Project Dialog Box

Step 1. Open a Remote Project Dialog Box

Step Description

Option 1.1 | Create a new remote project.

(on page
25)

Option 1.2 | Open an existing Remote Project dialog box.

(on page
27)

Option 1.1. Create a new Remote Project

1. Select Project>Security>Advanced>Remote Projects in the Workbench left pane.
2. Do one of the following.
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" ProfCIMP.gef - CIMPLICITY Workbench [ESREETS=)
| File| Edit Computer Project View Tools Help
L3> g 5
=1 Praject - I Project 11
i oy Scresns .
P Objects L
B Classes 8
- Paints -
- Alarms
#-[ Script Engine
#-  Equipmient [
= Security o
aers L
g Roles .
ﬁ Resources i
[ Advanced B
9 &
% Client v |4 uil N -~
Ready
L =

A | Click File>New>0Object on the Workbench menu bar.

B [ Click the New Object button on the Workbench toolbar.

C [ In the Workbench left pane:

Either Or

Double click Remote Projects. a. Right-click Remote Projects.
b. Select New on the Popup

menu.

D a. In the Workbench right pane.
a. Right-click any remote project.
b. Select New on the Popup menu.

E | Press Ctrl+N on the keyboard.

The New Project dialog box opens when you use any method.

3. Right-click Remote Projects.

4. Select New on the Popup menu.

5. Right-click any remote project.

6. Select New on the Popup menu.

7. Enter a name for the project in the Project name field.
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x|
Praject name: IF"H OJECTZ 0ok, I

Cancel

8. Click OK.

A Remote Project dialog box opens for the new project.

Option 1.2. Open an existing Remote Project Dialog Box

1. Select Project>Security>Advanced>Remote Projects in the Workbench left pane.
2. Select a remote project in the Workbench right pane.
3. Do one of the following.

(T ProfCIMP.gef - CIMPLICITY Workbench [ ) ) )
R ﬂEﬂit | Computer Project View Tools Help |

O S8 & 3
-0 Project
¥y Soresns
B Objects
P Classes
- Points
w18 Alarms
w0 Script Engine
-1 Equipment
=-[ Security
o Vsers
2, Roles

ﬁ Resources
=7 Advanced

L) Remote Projects

B Client « | lull '

[ o s

B L e Y

A | Click Edit>Properties on the Workbench menu bar.

B [ Click the Properties button on the Workbench toolbar.

C [ In the Workbench left pane:

a. Right-click Remote Projects.

b. Select Properties on the Popup menu.
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D [ In the Workbench right pane:

Either Or
Double-click a remote a. Right-click a remote project.
project. b. Select Properties on the Popup menu.

E | Press Alt+Enter on the keyboard.

4. Right-click Remote Projects.

5. Select Properties on the Popup menu.

6. Right-click a remote project.

7. Select Properties on the Popup menu.

Step 2. Enter General Specifications for a Remote Project

Remote Project - PROJECT3 El

General I E niterprize I

Uzer 1D:

Pazsword:

Confirm pazsword:

¥ Enable

W Besident process use only

Ixxxxx

o |

Cancel | Apply | Help |

1. #unique_16_Connect_42_User (on page 28)

2. #unique_16_Connect_42_Password (on page 28)

3. #unique_16_Connect_42_Confirm (on page 29)

4. #unique_16_Connect_42_Enable (on page 29)

5. #unique_16_Connect_42_Resident (on page 29)

Options on the General tab in the Remote Project dialog box are as follows.

Option Description
User ID Enter the CIMPLICITY User ID that will be accepted for the remote project login.
Password Enter a password, if you want to require one, for the remote project login.
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Option Description
Confirm If you entered a password, re-enter it here to confirm it.
Password
Enable « Check to enable the login.

« Clear so login will not be made.

Resident « Check so resident processes will automatically log in to remote projects. Users
Process Use will still have to log in at the Application level.
Only » Clear so users will not have to log in at the Application level, and they are auto-

matically given the same privileges as the CIMPLICITY User ID for the remote lo-
gin.

Step 3. Enter Enterprise Specifications for a Remote Project

Remote Project - PROJECT3 ﬂ

General Enterprize |

Resource: PROJECT3
Device: PROJECTZ
v Collect points

¥ Collect alams

k. I Cancel Apply Help

If you want to use your current project as an Enterprise Server, you must define a remote project for each

project in your enterprise from where you want to concentrate data or alarm information.
The Resource and Device are pre-configured on the Enterprise tab in the Remote Project dialog box.

Users who want to view point and alarm information from a remote project on an Enterprise Server must

have the remote projects Resource configured in their view.

Check boxes are as follows.

Check | Description (when checked)
Box
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Col- | Collects point information from the provider project. All points on the remote project that have
lect |been configured as Enterprise Points are available to the current project. Points from remote
points | projects are identified by Remote ID and Point ID as <remote_id>\<point_id> for CimView and

Point Control Panel windows.

Col- | Collects alarm information from the provider project.
lect
alarms

e N

Note:

o J

« Only one level of concentration is supported. In other words, if you are connecting to a remote
project that has local and concentrated points, you will only be able to collect local points from the
remote project.

» When the Enterprise Server project starts:

1. The Enterprise project synchronizes with the source projects>
2. ES_*files are created, which is cache information.
3. The ES_.* files are updated based on Enterprise point and alarm data received from the source

projects.

2. Configure Point Bridge Points

Point Bridge, which is part of the Base System, enables separate CIMPLICITY systems to exchange point
data.

The systems are referred to as:

System Type | Description

Source Collects the point data.

Destination | Runs the Point Bridge process

Review:

» When to use Point Bridge.

- Configuration Required for Point Bridge.

« Guidelines for Point Bridge setup.

« Point Bridge Point Configuration Specifications.
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When to use Point Bridge

Configure points that use the Point Bridge when you:

- Have a complex system architecture where users on Viewers need to display points from Servers.
« Want to generate alarms on your Server for points on another Server.

Up (on page 30)

ConfigurationRequired for Point Bridge

1. Configure a Remote Project for the source system on the destination system.
2. Configure the Point Bridge port.
3. Define a device for the Point Bridge port.

Important: Make sure the Device Name matches the Remote Project name.

4. Define the points you want to retrieve from the source system.
Important: Make sure that the Point Address matches the source project's point name.

Guidelines for Point Bridge Setup

> The Point ID on the destination system does not have to match the Point ID on the source

system.
The data types and number of elements of the two points have to match.

When the source point changes value, the point value is updated on the local system.

> The local point and the associated remote (source) point must have identical:
o Point Class,

o Data Type, and

o Number of Elements.

> Reading and writing points are supported.

If a point is configured for WRITE access on both systems, a user on the Point Bridge system can
set the value of the Point Bridge point.

The point on the source system is then updated.

- Dynamic configuration of Point Bridge points is also supported.

o Points configured incorrectly will remain in an unavailable state.

> The Point Bridge Device Communications process will generate error messages regarding
configuration errors. These can be found in the project's Status Log and the PB.ERR file.
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Up (on page 30)
Point Bridge Point Configuration Specifications

Point Bridge Points require the following entries in the device Point Properties dialog box on the
destination server.

Create a device point on the destination server.
Note: The name does not need to match the Point ID on the source system, but it can if desired.

The Point Properties dialog box General and Device tabs include entry decisions that need to

address Point Bridge requirements.

o Point Bridge Point Properties: General Tab
- Point Bridge Point Properties: Device Tab

Point Bridge Point Properties: General Tab
Select the General tab in the Point Properties dialog box.

The following entry decisions need to take Point Bridge into consideration

" port Properties - POINTERIDGEPOINT ==
General | Devics | iew | Limts | Corversion | Alam
Description:  Point Bridge point from REMOTEDT [ Basic <« J
Data type: [LIDINT v] Elements; 1 210 | Read only V| Enale point
Enable alarm
HES‘:‘UTCE |D: FAETDHY [ﬂ b] Entsrpriss pgint
] —
Pt || Log data
M samples & Perform ared ves
. Nore Changs approval
Safely poirt = 12 Uruagried wiites Parfarm
Arvislablly ngoer B2 e 2) ® Perform and werify
Alirkese s =10 None
Esdra info: 0 - Levat [0 : [ Unzigned writez
0K [ cancet | [ ook |[ Hep

Iltem | Descrip-

tion
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1[Read | Specifies if the Point Bridge process can set the value of a point on a source system.
only
Checked | The point can only be read on the destination server.
Clear The point is read/write on the destination server.
o A user on the Point Bridge system can set the value of the Point
Bridge point.
> The point on the source system is then updated.
Important: Write access is only valid if it is configured for the point on the
Point Bridge system and on the source system.

2 | Changelf change approval is required to set points, the change approval configuration, includ-
ap- ing valid user names/passwords must be the same on both the source and destination
proval | machine. If the configuration is not the same Point Bridge will treat the point as an in-

valid configuration and log an error.

Point Bridge Point Properties: Device Tab

Select the Device tab in the Point Properties dialog box.

Point Bridge specifications are as follows.

' R
Point Properties - POINTERIDGEPOINT ot S
| Generdl | Device | View | Limits | Conversion | Alam |
1) Device D: REMOTEDT & > [ Basc<c |
Addressing
_Z) Address : POINTERIDGEPOINT _‘yoDngmshc Diasta
_?aJ Update Criteria: | Unsolicited u
Trigger settngs
Trigger poinit: ﬂ} l)]
Relation ' <Mone: v] Walue:
Sican rate: 1 = "Base Rate of 5 Seconds
finalog deadband y@ﬁ:l alter zat Delay boad
[ ok Cancel || ooy |[ Hep |
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Option Description
1 [ Device ID Node name of the source system where the Point Translation process is run-
ning.
2 | Address Point ID of the point on the source system.

3 | Update Crite- | Only Unsolicited updates are supported.

ria

4 | Diagnostic Diagnostic points are not available for the Point Bridge. Clear the Diagnostic
Data Data checkbox.

5| Poll After Set | Poll After Set is not supported by Point Bridge. Clear the Poll After Set check
box.

3. Advanced Point Bridge Enterprise Server Configuration

Point bridge and Enterprise Server optionally support data coercion. By default, the point types must be
the same on the source and destination.

Data coercion between points of the following types is supported provided that the data value is within

the range of both the source and destination:

* SINT

« INT

* DINT
* QINT
« USINT
« UINT
* UDINT
« UQINT
* REAL
+ BOOL

For Point Bridge, the Global name is <PORT>_ALLOW_COERCE
A value of Y or T enables the feature. The default value is N

For Enterprise Server, the name is ES_ALLOW_COERCE
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A value of Y or T enables the feature. The default value is N



Chapter 3. Remote Access

About Remote Access

Microsoft Windows Remote Access Service in Windows 2003 and Windows XP can enable CIMPLICITY
Viewer software users to use modems for accessing CIMPLICITY project data on a Server computer.

(

Note:
If the IP addresses used by the RAS server are for a different network than the one for the
server on which the CIMPLICITY project is running, you may need to establish routes from the
CIMPLICITY project computer to the RAS link network. You can use Windows RAS tools to do

this. Consult Microsoft Windows documentation for details.

N

CIMPLICITY Remote Access Server Setup

1. Install the Remote Access Service (RAS) on the CIMPLICITY Server.

Consult Microsoft Windows documentation for details.

2. Install RAS on the CIMPLICITY Viewer (client).

Consult Microsoft Windows documentation for details.

3. Broadcast each project that should be listed by the CIMPLICITY Viewers.
a. Open each project in the CIMPLICITY Workbench.

b. Click Project>Properties on the Workbench menu bar.

The Project Properties dialog box opens.

a. Select the Options tab.
b. Check Enable project broadcast.
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x
General  Options |5m| Change Management |
Desciipione |FIAS Project 1

P Enable prciect broadcast
[ Enable project mullicast
]_'UME'HIPMWIHL?SJS‘- "I
Computes name: [FASSer =l
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4. Configure the RAS Server to accept connections.
a. Open the CIMPLICITY Options dialog box, as follows.
a. Click Start on the Windows task bar.
b. Select (All) Programs>Proficy - HMI SCADA - CIMPLICITY version>CIMPLICITY Options.

The CIMPLICITY Options dialog box opens.

a. Select the Startup Options tab.
b. Check Accept connections.

EE CIMPLICITYi® Options =10 X
Web\iew/T hirlView | Broadcast Sessions
Projects Stastup Oplions ] Secuty | Hosts |
Computer name: RAS Seryer
MNetwork options -

¥ Acceptcormections [ Allow comprested connechions

[T Use secure sockets [ Allow uncompressed connechions
¥ Prefer compressed connections
Compvession value: [6 =

- Syetem boot options
+ Mone ™ Start 2 viewer " Start projects

Add)
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5. Identify the Server IP addresses, as follows.
a. Select the Hosts tab in the CIMPLICITY Options dialog box.
b. Enter the appropriate IP address On the Hosts tab in the CIMPLICITY Options dialog box.

If the RAS Server: Enter:
Has one or more Network Interface Cards The IP address configured for each of the
(NIC's). NIC's.
Does not have a NIC 127.0.0.1
S
e/ T e | Broadcast Sessions |
Proect: | StaupOpions | Secusiy Hasts

Host names [ARASSer

Add Name... Edi.. Remove |

bddresses [32657134

[Taea. | Ed. |  Remove |

0k | comel | hoh |  Hep |

Remote Access Client Issues

- Behavior based on Use default gateway on remote network selections.
« Use default gateway on remote network example.

Behavior based on Use default gateway on remote network selections

If the RAS client is connected to a local network with a NIC and you are using RAS, the destination host is

located using the following process:

If the Use default gateway on remote network in the TCP/IP options of the RAS PhoneBook entry used to

dial the remote network:

Is enabled, and the:
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Destination Address is: The packets are sent via the:

On the same subnet as the RAS Server's NIC.
NIC

Not on the same subnet as the RAS Serv- | RAS connection to the default gateway assigned by the
er's NIC RAS server.

Is not enabled, and the:

L . The packets
Destination Address is: .
are sent via the:

On the same subnet as the RAS Server's assigned RAS IP address RAS connection.
Not on the same subnet as the RAS server's assigned RAS IP ad- RAS server's NIC.
dress

Use default gateway on remote network example

« Your LAN is divided into two Class C subnets, 1.1.1.x and 1.1.2.x,
* You configure your computer on the 1.1.1.x subnet to use RAS with the Use default gateway on

remote network option enabled.

All packets that you send to the 1.1.2.x subnet will be sent via the RAS connection...not your computer's
NIC.

To route packets correctly:

« Use the Windows route.exe command to add a static route to your TCP/IP route table
« The static route should instruct Windows to send packets intended for the 1.1.2.x subnet to a
router on the 1.1.1.x subnet.

Consult Microsoft Windows documentation for details about the route.exe command.
CIMPLICITY RAS Support Limitations

« It will take up to 10 seconds for a list of CIMPLICITY projects to be received by the RAS Client.
* You will not be able to use a computer running CIMPLICITY Computer Cabling Redundancy as the
RAS server.
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« Connection speeds below 4800 Baud are not supported.

* You can have only one RAS connection at a time from a RAS Client to a RAS Server.

Note: A RAS server can handle multiple RAS clients.



Chapter 4. Proficy Webspace Integration with
CIMPLICITY

About Proficy Webspace Integration with CIMPLICITY

Proficy Webspace is a server-based, thin client solution that is optimized for reliable, secure, scalable
remote CimView screen monitoring and interaction on 32-bit and 64-bit Windows applications.

» Webspace/CIMPLICITY Integration: Overview
» Webspace/CIMPLICITY Integration: Configuration

Webspace/CIMPLICITY Integration: Overview

(4 N
Note:
(For clients who have upgraded from previous CIMPLICITY versions) Webspace replaces
GlobalView, providing the benefit that the same application can now be used with iFix, Plant

Applications and CIMPLICITY.

« There is no loss in functionality that was available in GlobalView.
- If you have a GlobalView license and are experiencing issues with Webspace licensing, contact
your GE representative for information about converting your GlobalView license into a Webspace

license.€©
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Webspace/CIMPLICITY Integration: Configuration

CIMPLICITY:

« CimView screens and CimLayout screens can be converted into HTML files and worked with
through Proficy Webspace.

« Integration with Webspace simply includes starting/stopping the Webspace server through
CIMPLICITY and creating the CIMPLICITY HTML files.

All other configuration is configuration for the Webspace application.

Step Description

1 (on Webspace: CIMPLICITY Configuration Location

page
43)
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Step Description

2 (on Webspace: Start Server through CIMPLICITY

page
44)

3 (on Webspace: Open Thin Client Server Admin window through CIMPLICI-
page TY
45)

4 (on Webspace: Create a CimView Web Page

page
46)

5 (on Webspace: Create a CimLayout Web Page

page
55)

6 (on Webspace: Disallow File Open in CimView

page
62)

1. Webspace: CIMPLICITY Configuration Location

The CIMPLICITY Options window includes a Webspace tab when Webspace is available.
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1. Open the CIMPLICITY Options dialog box.
2. Select the Webspace tab.

#J CIMPLICITY® Options - *
Projects Startup Options Security Hosts Historian Connections
Broadcast Sessions Firewall WebSpace Help Proficy Authentication

WebSpace Admin Console I

Create Web Page
Create CimLayout Web Page

Disallow file open in Cimyiew

0K Cancel Apph Help

CIMPLICITY screens can now be converted to use with Webspace.
2. Webspace: Start Server through CIMPLICITY

1. The Proficy Webspace Application Publishing Service is a Windows service that:
o Listens on a socket for connection requests.
> Responds by connecting a request to a set of executable files that are running for a single
session.
2. Executable files manage launching other applications in the session.
3. The Webspace server monitors the executable files in the session

Note: If the files crash, an administrator can terminate the session.
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You can do either of the following to start the Webspace server.

o Start the Proficy Webspace Application Publishing Service through CIMPLICITY
o Start the Proficy Webspace Application Publishing Service through the Services Window

Start the Proficy Webspace Application Publishing Service through CIMPLICITY

Check or clear Start Proficy Webspace server at boot time (on page 43) to do either of the

following.

The Webspace server will start each time the server reboots.

Note:

Proficy Webspace requires the Microsoft Internet Information Server (1IS). However, IIS must be

started separately.

Refer to Proficy Webspace and Microsoft Windows documentation for more details.
Start the Proficy Webspace Application Publishing Service through the Services Window

The Proficy Webspace Application Publishing Service can be configured to start automatically,
automatically (delayed start), manually or be disabled in the Microsoft Services window like any other

Microsoft service.

r T ™

Sarvioes o |
Fla At Wew  Help
i wp | T oo« H e [ I
Hama 2 Ceicrphon Stptuy Sahp Type
Poseer Flaniages powssr poby and power pobCy ... Started  Aubomati
Print Sl Lessde filey bz rrnescery For Later preding Ewtad Automats
Fyobiem Reports and Soldutors: Contral Fanel Support  Thes servoe provades support for viewsing, Hanisl
Profey Driverd abed Harnal
Proficy WebSpace Apphication Publishing Service Manages Proficy WebSpate Sessions Skarbed Austomatic
Proficy WebSpace Licenss Manager M-ana;us F'T-:rh-:r WebSpane Licanses Starbed Automatic
o T
Probected Shorage Provvedes pe m:-dﬂ*:-awh:-w« Ncma
Extarded b, Stardard |

3. Webspace: Open Proficy Webspace Administration Window
through CIMPLICITY

The Proficy Webspace Administration window provides the tools to review and manage Webspace

sessions.
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Click the Webspace Admin Console (on page 43) button to open the Proficy Webspace Administration

window.
¥ CIMPLICITY ® Options - X
Projects Startup Options Security Hosts Historian Connections
Eroadcast Sessions Firewall WebSpace Help Proficy Authentication

WebSpace Admin Console ‘

Create Web Page
Create CimLayout Web Page

Disallow file open in CimView

QK Cancel Apphy Help

Consult the Webspace documentation that is available in the Thin Client Server Administration window for

details about the Proficy Webspace Administration and client configuration.

4. Webspace: Create a CimView Web Page

4. Webspace: Create a CimView Web Page

If you plan to have users logon to Webspace through a specified URL, Webspace simply requires that you
create an entry point Web page. During the Webspace session, the CimView Open and Overlay screens

can launch other screens.

A CimView screen can be converted quickly into a Web page through the CIMPLICITY Options dialog box.
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Note:

Web pages that are created in Webspace's Create Web Page dialog box use Webspace.

* Open the Create Web Page dialog box.
- Create a Web page.

Open the Create Web Page Dialog Box

Click Create Web Page (on page 43) on the Proficy Webspace tab in the CIMPLICITY Options dialog
box.

. CIMPLICITY® Options - ¥
Projects Startup Options Security Hosts Historian Connections
Broadcast Sessions Firewall WebSpace Help Proficy Authentication
Web5Space Admin Console |

Create Web Page ‘

Create CimLayout Web Page

Disallow file open in CimView

Ok Cancel A

=]

Help

1=}

Result: The Create Web Page dialog box opens.
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Create a Web Page

The Create a Web Page dialog box provides the following options to create a CIMPLICITY Webspace
HTML: file.

" Create web Page =]
1 Ciiews sormen;  Sinpdema’S st ManMerucm | Baowse Screen... |
Webpognfie:  C\Program Fles\ProficyProficy et | Biowme Page.. |

2 Seteen O plaord: - = -
] St mamien Vatebtes: | Add. | |Deisln.. |

A g Hire Wahm
| Flsiact scopen apenng | J

Diizabis wirdow 1emzng
Zoom bo beat i

Mz caplion amd rresnu bar
Dizshis pownk bangets
Diizabies pedpodds

Projact For unopesifsd poirts

3 I Seseen wdpte 1T
Tiomes withcad inpol Bl usssosnt updsie jsbe [51] secondy

Tme: bebwmsen updabes when queicent 5 seconds
Tt Bobwners upclabns dusrg user ngad i} imcond

4 I Frohey WiebiS pace Obgect Dpbons

| Comprassion IClose boowwiet warsdonw on mt
HBudoconfiyes Proders
@ Dol prirdes oniy Hers Al

ok | [ Cowe |

1. 4.1. Web Page: Screen Selection (on page 49)
2. 4.2. Web Page: Screen Options (on page 51)
3. 4.3. Web Page: Update Rates (on page 57)

4. 4.4, Web Page: Printer Options (on page 53)

Section Description

4.1 (on Webspace Web Page: Screen Select-
page ed
49)

4.2 (on Webspace Web Page: Screen Options

page
51)

4.3 (on Webspace Web Page: Update Rates

page
57)
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Section Description

4.4 (on Webspace Web Page: Printer Options
page
53)

(o
Note:
Selections (except for Variables) in the Create Web Page dialog box that are made for one Web
page become the default selections for the next Web page.

N

4.1. Web Page: Screen Selection

The name assigned to the HTML file that is created from the selected CimView screen will be included in
the Logon URL.

— —

Erete Tork Page L

_’"‘J Cimiew screene S\cimpdemotScreens\Maindlenucim | Browse Screen...

ﬂ'w‘ebmfie-_ C:\Program Files\Proficy\Proficy Wet

| Rt - | |
e

Soom o bed it

P g apianes ] Mt B

[l s ® Lzt o

Druiald et

ot bod uregaslfend g
Sevpan upciafe rabet
Tims mifwnd npedt Ml Qs icen Wpidale: iate (1] e
T bantemor pdate: when ganzcend 5 ecoredh
Trre babsamen upsdabes S e irpud (1] ey

Profarp b pacs Dtwsc Ootaes

| Comprgpsion Closs buceeeian wardons o gk
Rupeankgre Frpiee
@ [iodwill pories orils Pl ad
L Laraid

1. #unique_33_Connect_42_ACimView (on page 50)
2. #unique_33_Connect_42_BWebPage (on page 50)

A (on CimView screen

page
50)
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B (on Web page file

page
50)

A | CimView screen

The selected CimView screen (*.cim or *.cimrt) will display when a user logs onto the Web site.

Do one of the following.

« Enter the path and screen that you select..

« Click Browse Screen to find and select the screen.

B | Web page file

Webspace HTM. files must be in the following path and folder..
C:\Program Files\Proficy\Proficy Webspace\Web\<filename>.html

Where

« C:\Program Files\Proficy\Proficy Webspace\Web is the location for Webspace HTML files.

« <filename>.html is the name of the HTML file that will be created from the selected CimEdit/

CimView screen.

guide:

Guideline

The full path and HTML filename can be entered easily, as follows.

1. Click Browse Page to select the directory for the file location.

A Find Web Page browser opens.

2. Do the following.
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BT Page ===
@'kz' o Eolicy B Proficy WebSpae B Web B --1-1. . a o
Cuganize - Fiews pider = )
PlayRasdy
S E rallirus heed
CIMPLICETY Than Chank Serves € instoliac e
Proficy Hetorian -
& st alfiradonss bl
}.!y + W Proticy W S IE Lwunchesession himd
Log I lagor hini
iz L & Hanttsrwhewd
Updstes 15 Planiappkcstions. hivd 145 .
Wb - — ~
B Fite name:  Barrel_Fillhami .
Save as types | HTML Files (*.hEml;*. htmi) -

= Hule Frders Cl Smve Cancel

A | Make sure the selected path is C:\Program Files\Proficy\Proficy Webspace\Web
\

B | Enter the HTM. file name in the File name field.

C [ Click Save.

the Find Web Page browser closes; the complete path and HTML filename are entered in the Web Page
file field.

4.2. Web Page: Screen Options

1. Click Add.

The cursor goes to the first or next line.
2. Enter the following.
3. Select a line (with our without a variable).
4. Click Delete.

4.3. Web Page: Update Rates

Wait n seconds and then update the screen every n seconds represent command line arguments.
Enter values and CIMPLICITY will enter the complete argument in the HTML file.

Enter the following.



Networking | 4 - Proficy Webspace Integration with CIMPLICITY | 52

Screen update rates

Tirne without input bl quiescent update rate G0 secands
Time between updates when quiescent ] seconds
Time between updates during uzer input 1] zeconds

Field Command Line Argument/Description

Time with- /WaitUpdate <seconds>

out input 'til

quiescent up-

date rate.
Webspace will continue to send updates to the client at the normal rate for the number
of seconds entered until the user stops using the keyboard and/or mouse.

Time be- /MinUpdate <seconds>

tween up-

dates when

quiescent.
When the number of seconds to wait before the user stops using the keyboard and/or
mouse have been reached, Webspace will begin the Time between updates when qui-
escent update rate and wait the number of seconds entered in the field between each
update.

Time be- /MaxUpdate <seconds>

tween up-

dates during

user input.
Time between updates while the user is using the mouse and/or keyboard.

! Important:

Updates to clients require a trade-off between screen size/update frequency and server CPU

usage; the more data a screen needs to transmit and more frequent the updates, the more CPU

will be required. These factors in relation to the amount of RAM installed on the server, directly

affect how many clients can connect at the same time.

A way to optimize update rates and the number of clients that can connect is to
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1. Determine which screens need fast updates for some users and which can update more slowly.
2. Create separate sessions to address the separate needs.

a. Send screens that require faster updates to URLs that are different from screens requiring
fewer updates.

b. Enter different values for each screen update session; the values should address the update
needs of that session only.

A Relay server can be very useful to help balance the load.

4.4. Web Page: Printer Options

The Webspace Object options represent the parameters of the Webspace ActiveX object browser plugin.

.

Create Web Page o |

Cinfdieen sesenr C\Progyien Fies SN Prohcy Frotey | Browse Seimen

Wibpags e CVProgem Fles\Profcy\Proficy'Wet | Browse Page... |

Sereen Dptions - -
7] Stat anahiss | Add.. | _DEHOL..__
Abeaier miparaied Hoame Wl
o | Retimct scrsem openeg F#Ondf [TOGGLEFILL
Flcw FLOWEAST
Diis.sble: vanchoes pesizing HeatDeldll  [TOGELEHEAT
| Zoom b besst LUGHT TOGELELIGHT

Level LEVELREAST
Ho caption and maras b

Dbl poarid Largels:

Diinsbles psdmanans
o | Progact lor urapualified poris
Loreer updse 1abes

Tirves waithout inguit il questcent updaba ain &0 seconds
Tirven Rssbvegonns st when quesscent 5 secoreh
Tirree besbween updsles dunrg wel rput 1] srzirR
Proficy "webS pace Object Oplions
‘ﬂ | Compression EI | Cloge broweses window on exit
G| Autocanfigure Printess
@ Default prinder anly Mone All

1. #unique_36_Connect_42_ACompression (on page 54)
2. #unique_36_Connect_42_CPrinters (on page 54)
3. #unique_36_Connect_42_BBrowser (on page 54)

Step Description
A (on Compression.
page
54)
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Step Description

B (on Close browser window on ex-

page it.
54)

C (on Autoconfigure printers.

page
54)

A: Compression
Check to enable compression.
Default: Checked.

Compression compresses all images to a maximum of 256 colors per image.

( Note:

When compressed is:

- Enabled: Complex images may lose sharpness.
« Disabled: Image compression will likely result in a significant increase in bandwidth sent
from the Thin Client Server.

N

B: Close browser window on exit

Close browser window on exit

State Description

Checked | Closing the Program Window closes the associated browser window and ends the user’s

Webspace session.

Clear Closing the Program Window does not close the associated browser window and does not

end the user's Webspace session

C: Autoconfigure Printers
Webspace can provide transparent access to client-side printers.

Check the option that should be allowed in your system.
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Option Description

Default (Default) Only attempt to automatically configure the default printer at startup, enabling
printer on- | clients to print a Webspace screen on the default printer only.

ly
None Prohibits printing on the client side.
All Attempt to automatically configure all client printers at startup, enabling clients to select
and print on any available printer.
g ™

Note:
If the print option is changed after a client session, it may be necessary to delete a print.ini file

that was created when CimView printing used during a Webspace session.
- J

The file is generally located in the c:\\documents and settings\<user name>\Local Settings\Application

Data directory.

The next time CimView printing is used during a Webspace session on the client machine, a new print.ini

file will be created with the new settings.

5. Webspace: Create a CimLayout Web Page

5. Webspace: Create a CimLayout Web Page

« Open the Create CimLayout Web Page dialog box.
« Create a CimLayout Web page..

Open the Create Web Page Dialog Box

Click Create CimLayout Web Page (on page 43).
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¥ CIMPLICITY ® Options - ot
Projects Startup Options Security Hosts Historian Connections
Broadcast Sessions Firewall WebSpace Help Proficy Authentication
WebSpace Admin Console |

Create Web Page

Create CimLayout Web Page ‘

Disallow file open in CimView

QK Cancel Apphy Help

Result: The Create CimLayout Web Page dialog box opens.

Create a CimLayout Web Page

The Create CimLayout Web Page dialog box provides the following options to create a CIMPLICITY
CimLayout Web page .
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i N
Create CimlLayout Web Page ﬁ

|
1 IEimLa_l,lnut file; APzcreens\MORTHWING. cimlayout [Bru:uwse ot file...]

wieb page file: C:\Program FileshProficysProficy ‘et [ Erowse Page... ]

Froficy WebSpace Object Dptions

2 + | Compreszzion Cloze browser window on exit

Autoconfigure Printers

@ Default printer anly Mone Al

] ] [ Cancel

1. 5.1. CimLayout Web Page: CimLayout Configuration Selected (on page 57)

2. 5.2. CimLayout Web Page: Printer Options (on page 59)

Section Description

5.1 (on CimLayout Web page: Screen select-
page ed.
57)

5.2 (on CimLayout Web page: Printer options.

page
59)

5.1. CimLayout Web Page: CimLayout Configuration Selected

The name assigned to the HTML file that is created from the selected CimLayout file will be included in

the Logon URL.
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[ Create CimLayout Web Page ﬁ]

A | CimLayout fe:  WPAscreens\NORTHWING. cimlayout [ Browse layout ... |

B IWEb page file:  C:\Program FileshProficy’Proficy ‘wek [ Browse Page. .. l

[¥] Compression [7] Cloze browses window on exit
Autoconfigue Printers
@ Default prrder ol Mone Al
| ok | | Cancel

1. #unique_37_Connect_42_ACimView (on page 58)
2. #unique_37_Connect_42_BWebPage (on page 58)

A (on CimLayout
page screen
58)

B (on Web page file

page
58)

A | CimLayout
file

The selected CimLayout configuration will display when a user logs onto the Web site.

Do one of the following.

« Enter the path and the CimLayout file that you select.
« Click Browse layout file to find and select the CimLayout file.

B | Web page file

Webspace HTM files must be in the following path and folder..
C:\Program Files\Proficy\Proficy Webspace\Web\<filename>.html

Where
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« C:\Program Files\Proficy\Proficy Webspace\Web is the location for Webspace HTML files.
« <filename>.html is the name of the .html file that will be created from the selected CimEdit/
CimView screen.

guide:

Guideline

The full path and HTML filename can be entered easily, as follows.

1. Click Browse Page to select the directory for the file location.

A Find Web Page browser opens.

2. Do the following.

f 7 Fard Wk Page &
I v ) = Pty o oty webspace & Web » I [ | gy =
fuganize Hew doider - o
Flayfasdy
“ i Proficy E v allras e
CIMPLICETY Thin Chank Serves P
Proficy Hesborian -
I ek el bl
AJ i Proficy WabSpace ® rure [
Log I lagor: hird
Pt & Mantenubinl
Uipikabes & Plankdppstons. bl
ek = —
B Fite name:  NORTHWING.htmi .
Save as types | HTML Files (*.htmil:*. ktmi) -
= Hde Folders l:l Sanve Cancel

A | Make sure the selected path is C:\Program Files\Proficy\Proficy Webspace\Web
\

B | Enter the HTM. file name in the File name field.

C | Click Save.

the Find Web Page browser closes; the complete path and HTML filename are entered in the Web Page
file field.

5.2. CimLayout Web Page: Printer Options

The CimLayout Object options represent the parameters of the Webspace ActiveX object browser plugin.
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.

Create CimLayout Web Page
CimLapout il WPhscizens\MORTHWING. camlayout Br-:m-s:e
Web page file: C:\Program Filez\Proficy\Proficy Wet Browse Page...

Praficy WebSpace Object Options
A I [] Compression B I [ Cloze browveser window on exit
Autoconfigure Printers

C I-ﬂ- Drefault printer only [ Mone = Al

Lok | | Come | J

1. #unique_38_Connect_42_ACompression (on page 60)
2. #unique_38_Connect_42_CPrinters (on page 61)
3. #unique_38_Connect_42_BBrowser (on page 61)

Step Description

A (on Compression.
page
60)

B (on Close browser window on ex-
page it.
617)

C (on Autoconfigure printers.
page
67)

A: Compression
Check to enable compression.
Default: Checked.

Compression compresses all images to a maximum of 256 colors per image.

Note:

When compressed is:
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« Enabled: Complex images may lose sharpness.
- Disabled: Image compression will likely result in a significant increase in bandwidth sent
from the Thin Client Server.

B: Close browser window on exit

Close browser window on exit

State Description

Checked | Closing the Program Window closes the associated browser window and ends the user’s

Webspace session.

Clear Closing the Program Window does not close the associated browser window and does not
end the user's Webspace session

C: Autoconfigure Printers
Webspace can provide transparent access to client-side printers.

Check the option that should be allowed in your system.

Option Description

Default (Default) Only attempt to automatically configure the default printer at startup, enabling
printer on- | clients to print a Webspace screen on the default printer only.

ly
None Prohibits printing on the client side.
All Attempt to automatically configure all client printers at startup, enabling clients to select
and print on any available printer.
g ™

Note:
If the print option is changed after a client session, it may be necessary to delete a print.ini file

that was created when CimView printing used during a Webspace session.
- _/

The file is generally located in the c: \ docunment s and settings\<user nane>\Local Settings
\ Appl i cati on Dat a directory.
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The next time CimView printing is used during a Webspace session on the client machine, a new print.ini

file will be created with the new settings.

6. Webspace: Disallow File Open in CimView

Disallow file open in CimView provides the ability to prohibit Webspace clients from opening CimView or

CimLayout screens.
At times, this might be necessary, e.g. for security reasons.

Checking or clearing Disallow file open in CimView does the following.

¥, CIMPLICITY® Options — %
Projects Startup Options Security Hosts Historian Connections
Broadcast Sessions Firewall WebSpace Help Proficy Authentication
Web5Space Admin Console |

Create Web Page
Create CimLayout Web Page

Disallow file open in CimView

QK Cancel Apph Help
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Checked Webspace Clients:

Yes Cannot open CimView or CimLayout
screens.

No Can open CimView or CimLayout screens.

! Important:
To ensure normal Webspace functionality Disallow file open in CimView should be clear.

Default: Checked.

Configure Webspace Load Balancing for Relay/Dependent
Scenario

Configure Webspace on Relay Server

This topic is applicable only in the Relay/Dependent server scenario.
Perform the following task to configure Webspace on the relay server.

Note:

Proficy Webspace and CIMPLICITY must be installed on the same machine and requires a

Webspace Strong Encryption license. Contact your local sales representative for details.

1. From the installed location, open the Proficy Webspace Admin Console.
2. Select the relay server under All Hosts.
3. In the main menu, click Tools, and then select Host Options.
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' Host Options Rx
| Session Startup | Session Shutdown | Cliert Access
Security | Log | Configuration | Authertication
Connections
Pratocal: | Encrypted | - | Part: | 43 | Encryption: =
Cerificate: |C:\Program Files (x86)\Proficy\Proficy CIMPLICITY\{[2]

Bl Uze certificate for web connections ta 115 [uncheck to remove inztantly)

[Eenerate Certificate... ]

[ ] Motify users when connections are secure

0K || Cancel

4. In the Host Options dialog, click the Security tab.

5. In the Protocol drop-down, select Encrypted.

6. Select the server_cert.crt certificate from the [Install location]\Proficy\Proficy CIMPLICITY
\ScadaConfigPKI location.
Now, you can open any supported browser and launch Webspace session using the URL in
the following format https://<webspace-hostname>:491. You will see the below page if the

configuration is successful.



Networking | 4 - Proficy Webspace Integration with CIMPLICITY | 65

%

Proficy WebSpace

Connect to:

www.ge.com/digital | GE Digital Support | @ GE Digital - All Rights Reserved.

7. In the Host Options dialog, click the Configuration tab.

Host Options £
Session Startup | Session Shutdown I Cliert Access
Secuity | Log | Corfiguration |  Authentication

Serser Role

() Application Host
© Independent Hoszt
@ Dependent Host
Relay Load Balancer address:| |
@ Farm Host

Farm M anager address: | |

(=) Application Host Manager

(=) Relay Load Balancer

() Farm M anager

Backup Licensze Manager(z]: |

| oKk || Ccancel

8. In the Configuration tab, select Application Host Manager and Relay Load Balancer.
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9. Click OK to save the changes.
10. Restart your Proficy Webspace Application Publishing Service.

Configure Webspace on Dependent Server

This is applicable only for in the Relay/Dependent servers scenario. This configuration can be done on any

number of dependent servers as needed.

1. On the relay server that you configured, from the [Install location]\Proficy\Proficy CIMPLICITY
\ScadaConfigPKI copy the CimScadaConfigRootCA.crt and install it under the Trusted Root
Certification Authorities on the dependent server.

2. Open the Proficy Webspace Admin Console.

3. Select the dependent server under All Hosts.

4. In the main menu, click Tools, and then select Host Options.

' Host Options =
| Session Startup | Session Shutdown | Cliert Access
Security | Log | Configuration | Authertication
Connections
Pratocal: | Encrypted | - | Part: | 43 | Encryption: =
Certificate: |C:\Program Files (x86)\Proficy\Proficy CIMPLICITY\{[2]

Bl Uze certificate for web connections ta 115 [uncheck to remove inztantly)

[Eenerate Certificate... ]

[ ] Motify users when connections are secure

0K || Cancel

5. In the Host Options dialog, click the Security tab.
6. In the Protocol drop-down, select Encrypted.
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7. Select the server_cert.crt certificate from the [Install location]\Proficy\Proficy CIMPLICITY
\ScadaConfigPKIl location.
Now, you can open any supported browser and launch Webspace session using the URL in
the following format https://<webspace-hostname>:491. You will see the below page if the
configuration is successful.

=Ro

Q@

Proficy WebSpace

Connect to:

www.ge.com/digital | GE Digital Support | © GE Digital - All Rights Reserved.

8. In the Host Options dialog, click the Configuration tab.

9. In the Configuration tab, select Application Host, and then selectDependent Host.
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Host Options
Session Startup | Session Shutdown I Client Access
Secuity |  leg |  Corfiguration |  Ahentication

Server Role

i2) Application Host
() Independent Haost

(») Dependent Host

Belay Load Balancer address: |re|a'_.'sewemnstname| |

() Farm Hiost

() Application Host b anager
@ Relay Load Balancer

@ Farmn Manager

Ok || Cancel

10. In the Relay Load Balancer address field, enter the relay server's host name.
11. Click OK to save the changes.
12. Restart your Proficy Webspace Application Publishing Service.

CIMPLICITY HMI Webspace Widget for Operations Hub
CIMPLICITY HMI Webspace Widget for Operations Hub

Overview

The CIMPLICITY HMI Webspace widget is introduced to enable users to access CIMPLICITY CimView
screens from Operations Hub. It can be integrated with other Operations Hub widgets for better
consolidation and visualization of data. This provides the users an end-to-end solution for better data

analysis, visualization and monitoring.
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Architecture Diagram

O i Hub Server

Operations Hub browser

Proficy Web: CimView CIMPLICITY Server
Webspace Widget

Webspace Session Manager

]

Proficy
Authentication

T

AN
CIMPLICITY Options

User configures
Configuration Hub Proficy Authentication
in CIMPLICITY
User enters the required Options
configurations for Webspace widget

on Configuration Hub

Components

- Operations Hub Server allows you to collect and analyze data from other machines and
applications. It provides a user-friendly interface to create components of an application such as
queries, database tables (called entities), events, email templates, users, and so on.

- Operations Hub Browser is the browser from which you can access the Operations Hub user

interface.

- Webspace widget is an add-on for Operations Hub user interface. It enables you to access
CimView screens from Operations Hub Browser.

» Webspace Session Manager interacts with UAA and creates Webspace sessions that allow secure
connection between Webspace widget and CimView through Webspace.

- Proficy Authentication provides identity-based security for applications. It provides tokens for

secure webspace sessions.

- Configuration Hub allows you to configure CIMPLICITY Webspace widget on Operations Hub using
Proficy Authentication credentials.
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 CIMPLICITY Server processes the data received from PLCs and displays the processed data
though viewers.

- CimView displays screens that are created in CimEdit for specific applications.
Sequence of Communication

1. When you access a CimView screen from Operations Hub, the CimView parameters entered in the
CIMPLICITY HMI Webspace widget along with a user permissions token is sent to the Webspace
Session Manager through a web service interface .

. Webspace Session Manager sends the user information entered to Proficy Authentication.

. Webspace sessions are created using windows credentials.

. Webspace Widget starts communicating with CimView.

a b WO N

. You can view CimView pages on Operations Hub Browser.
CIMPLICITY Plug-in Registration with Configuration Hub

You must configure Webspace on Configuration Hub using the CIMPLICITY plug-in. So, you must

first register the CIMPLICITY plug-in of the standalone server, or relay and dependent servers in the
Relay/Dependent server scenario, with Configuration Hub. For more information, refer to the About
registering CIMPLICITY plug-in in Configuration Hub section in the Getting Started guide.About registering
CIMPLICITY plug-in in Configuration Hub (on page ).

Note:

Ensure that the CIMPLICITY plug-in of the standalone server, or relay and all dependent servers in

the Relay/Dependent scenario are registered with the same Configuration Hub.

Configure Windows Credentials
Perform the following steps on Webspace servers to set up a default Windows login on Webspace servers

and avoid the need to log in every time you open a Webspace screen from a Webspace widget.

1. Open a project in CIMPLICITY Workbench as needed.

2. In the top-level folders, click and expand Computer.
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'if?j SAMPLEPRO) - CIMPLICITY Werkbench
File Edit Computer Project View Tools Helg

e & - P gy
=-[ ) Project

Eﬁ Screens

----- ;',l,IJ Objects

----- | Classes

ﬂ Points

ﬁ Alarms

|____" Script Engine

|____‘I Equipment

] ecurity

----- o Status Log

|____‘I Advanced

&-[7 Managed Files

=-[ 7 Computer

----- o Systemn Log

O Computer Parameters
- Managed Files

----- & Deployment Configuraticr
L - Cenfiguration Hub
= 7 Runtime

----- ! Alarm Viewer

..... t Alarm Sound Manager
g Lagin Panel

B Point Control Panel

----- ﬁ Process Control

! Show Users

3. Double-click &4 Configuration Hub.
The CIMPLICITY Proficy Authentication login page opens.
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GE VERNOVA

Welcome!

ch_admin

SIGN IN

4. Log in using ch_admin as username and your Proficy Authentication secret as password.

Once you log in to Configuration Hub and expand the CIMPLICITY plug-in node. You will see
Webspace plug-in under the CIMPLICITY plug-in node.

& C =& configurationhub/confighub/loadplugin

NAVIGATION " WebSpace-ch-w19-p03
> proficy Authe.. General Dependent Relay
> B Administration v Windows Credentials

USERNAME
v B Operations H..
administrator

¥ Applications PASSWORD
......... ®
® Plugins
Y W ch-w19-p03 E
@ WebSpace [v] Enable Webspace Strong Encryption

Note: Webspace strong encryption must be enabled to use the Webspace Widget in Operations Hub.

» Session Poo

5. Click the Webspace plug-in.
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6. Click General.

7. Enter Windows login user name and password in the Windows Credentials section, and then Select
Test. For security reason, consider using a windows user that is not an Administrator. Choose a
user that has permissions to run CimView.exe and access the screens directories. Refer to the
Secure Deployment Guide for further secure setup suggestions.

A success message is displayed if the credentials are valid.

8. Select the Enable Webspace Strong Encryption check box to use the Webspace widget in
Operations Hub.

9. Click SAVE.

Configure Webspace WSM on Relay and Dependent Servers

Configure Relay Server

To set up a secure connection between CimView and the Webspace Session Manager, you must install
CIMPLICITY server on Webspace relay server to enable authentication. To know how to configure the

dependent server, see configure dependent server (on page 76).

1. Open a project in CIMPLICITY Workbench as needed.
2. In the top-level folders, click and expand Computer.
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'if?j SAMPLEPRO) - CIMPLICITY Werkbench
File Edit Computer Project View Tools Helg

e & - P gy
=-[ ) Project

Eﬁ Screens

----- ;',l,IJ Objects

----- | Classes

ﬂ Points

ﬁ Alarms

|____" Script Engine

|____‘I Equipment

] ecurity

----- o Status Log

|____‘I Advanced

&-[7 Managed Files

=-[ 7 Computer

----- o Systemn Log

O Computer Parameters
- Managed Files

----- & Deployment Configuraticr
L - Cenfiguration Hub
= 7 Runtime

----- ! Alarm Viewer

..... t Alarm Sound Manager
g Lagin Panel

B Point Control Panel

----- ﬁ Process Control

! Show Users

3. Double-click &4 Configuration Hub.
The CIMPLICITY Proficy Authentication login page opens.
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GE VERNOVA

Welcome!

ch_admin

SIGN IN

4. Log in using ch_admin as username and your Proficy Authentication secret as password.

Once you log in to Configuration Hub and expand the CIMPLICITY plug-in node. You will see
Webspace plug-in under the CIMPLICITY plug-in node.

& C =& configurationhub/confighub/loadplugin

NAVIGATION " WebSpace-ch-w19-p03
> proficy Authe.. General Dependent Relay
> B Administration v Windows Credentials

USERNAME
v B Operations H..
administrator

¥ Applications PASSWORD
......... ®
® Plugins
Y W ch-w19-p03 E
@ WebSpace [v] Enable Webspace Strong Encryption

Note: Webspace strong encryption must be enabled to use the Webspace Widget in Operations Hub.

» Session Poo

5. Click the Webspace plug-in.



Networking | 4 - Proficy Webspace Integration with CIMPLICITY | 76

6. Click Relay.

General Dependent  Relay

 Session Manager Credentials

USERNAME

SET PASSWORD

COMNFIEM PASSWORD

7. In the Session Manager Credentials section enter the following:

Note:

These are not the existing credentials. You must create new credentials

a. USERNAME: Enter a user name.

b. SET PASSWORD: Enter a password for the administrator.

c. CONFIRM PASSWORD: Confirm the password entered above.
8. Click SAVE.

Configure Dependent Server

This is only applicable in the Relay/Dependent scenario. Perform the below steps on all the dependent

servers. To know how to configure the relay server, see configure relay server (on page 73).

1. Open a project in CIMPLICITY Workbench as needed.

2. In the top-level folders, click and expand Computer.
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'if?j SAMPLEPRO) - CIMPLICITY Werkbench
File Edit Computer Project View Tools Helg

e & - P gy
=-[ ) Project

Eﬁ Screens

----- ;',l,IJ Objects

----- | Classes

ﬂ Points

ﬁ Alarms

|____" Script Engine

|____‘I Equipment

] ecurity

----- o Status Log

|____‘I Advanced

&-[7 Managed Files

=-[ 7 Computer

----- o Systemn Log

O Computer Parameters
- Managed Files

----- & Deployment Configuraticr
L - Cenfiguration Hub
= 7 Runtime

----- ! Alarm Viewer

..... t Alarm Sound Manager
g Lagin Panel

B Point Control Panel

----- ﬁ Process Control

! Show Users

3. Double-click &4 Configuration Hub.
The CIMPLICITY Proficy Authentication login page opens.
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GE VERNOVA

Welcome!

ch_admin

SIGN IN

4. Log in using ch_admin as username and your Proficy Authentication secret as password.

Once you log in to Configuration Hub and expand the CIMPLICITY plug-in node. You will see
Webspace plug-in under the CIMPLICITY plug-in node.

& C =& configurationhub/confighub/loadplugin

NAVIGATION " WebSpace-ch-w19-p03
> proficy Authe.. General Dependent Relay
> B Administration v Windows Credentials

USERNAME
v B Operations H..
administrator

¥ Applications PASSWORD
......... ®
® Plugins
Y W ch-w19-p03 E
@ WebSpace [v] Enable Webspace Strong Encryption

Note: Webspace strong encryption must be enabled to use the Webspace Widget in Operations Hub.

» Session Poo

5. Click the Webspace plug-in.
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6. Click Dependent.

General Dependent Relay

v Dependent Server Details/Credentials

RELAY SERVER

Ch"u'-‘1 g'pOZ

RELAY WEBSPACE SERVER PORT

491

RELAY SERVER USERNAME

wsmuser

RELAY SERVER PASSWORD
T @

Test

7. In the Dependent Server Details/Credentials section enter the following:
a. RELAY SERVER: Enter the relay server user name.
b. RELAY WEBSPACE SERVER PORT: Default to 491.
c. RELAY SERVER USERNAME/PASSWORD: Enter the user name and password entered during
the relay server configuration.
8. Click TEST.
9. Click SAVE.
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Configure Webspace WSM Certificates on Dependent Server

Perform the following steps on all the Dependent Server. This is only applicable in the Relay/Dependent

scenario.

1. From the relay server, copy the Root.crt certificate available at C:\Program Files\Proficy\Proficy
WebSpace\Programs\PKI.

2. Paste the copied Root.crt certificate at C:\Program Files\Proficy\Proficy WebSpace\Programs
\PKI and rename it. For example, RelayRoot.crt.
This step must be done on all the dependent servers.

3. Open the webspace-session-manager.json file available at C:\Program Files\Proficy\Proficy
WebSpace\Programs\webspace-session-manager.

4. Below client-configuration, update the root-ca-certificate path to point to the relay server's root

certificate that you pasted on the dependent server as follows:

"client-configuration" :{

"register-timeout-seconds" : 5, "relay-server-reverse-proxy-port" : "9443",
“root-ca-certificate" : "..\\PKI\\Rel ayRoot.crt",
"wsm admi n- password" : " AD2t SYUMQI 3! ++ToAVBf F6nr CTRaPngUnhS3odSauoW=",
"wsm admi n-user” : “"admn",
“wsmclient-socket-port" : "4958",
"wsm host name" : "l ocal host™"

b

5. Open a project in CIMPLICITY Workbench as needed.
6. In the top-level folders, click and expand Computer.
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'if?j SAMPLEPRO) - CIMPLICITY Werkbench
File Edit Computer Project View Tools Helg

e & - P gy
=-[ ) Project

Eﬁ Screens

----- ;',l,IJ Objects

----- | Classes

ﬂ Points

ﬁ Alarms

|____" Script Engine

|____‘I Equipment

] ecurity

----- o Status Log

|____‘I Advanced

&-[7 Managed Files

=-[ 7 Computer

----- o Systemn Log

O Computer Parameters
- Managed Files

----- & Deployment Configuraticr
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B Point Control Panel

----- ﬁ Process Control

! Show Users

7. Double-click &4 Configuration Hub.
The CIMPLICITY Proficy Authentication login page opens.
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GE VERNOVA

Welcome!

ch_admin

SIGN IN

8. Log in using ch_admin as username and your Proficy Authentication secret as password.

Once you log in to Configuration Hub and expand the CIMPLICITY plug-in node. You will see
Webspace plug-in under the CIMPLICITY plug-in node.

& C =& configurationhub/confighub/loadplugin
P
% @

NAVIGATION " WebSpace-ch-w19-p03

> B pProficy Authe. General Dependent Relay

> ® Administration v Windows Credentials

USERNAME
v @ Operations H.

administrator

¥ Applications PASSWORD
......... @
® Plugins
V= chrulSe0s E
iy WebSpace

[v] Enable Webspace Stro ng Encryption

» Session Poo

Note: Webspace strong encryption must be enabled to use the Webspace Widget in Operations Hub.

CIMPLICITY Project Setup
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This topic is meant to ensure that you have enabled Mixed Authentication along with Proficy
Authentication for the project with the screens that you want to access on Webspace, and you have
created security groups as needed and assigned them to the relevant Proficy Authentication user that will
access the screens. If you have not done, you can perform the following steps:,, and Publish Security
Groups to Proficy Authentication Server (on page ) sections, available in Getting Started.

Enable and configure Proficy Authentication in Project Properties

1. Open the project in CIMPLICITY Workbench as needed.
2. In the Menu bar, click Project, and then click Properties.
The Project Properties dialog box opens.

T SAMPLEPROJ - CIMPLICITY Warkbench

File Edit Computer Project View Tools Help

e o0 = [Eiopete.] LIy | % tw B
W .ﬂ Project Wizard... Ctrl+W

-3 Screens fd, Enlars
m Objects ar, Export Operations Hub Details...

_____ | Classes -n-L, Publish Model to Operations Hub...
-5 Points
T [ Run Ctrl+R
+§ Alarms

il g
+)-[ ) Senpt Enging| stop

4[] Equipment i# Configuration Update
+D Lfl\- Compare Master and Data...
{;’/ Status Log
+-[ ) Advanced
#-[7) Managed File | ogout Project Security
—-["7) Computer
{;’/ Systemn Log
O Computer Parameters
+-[77) Managed Files

% Options
ﬁ DGR

----- 2 Deployment Configuratior
----- Configuration Hub

=7 Runtime

----- ! Alarm Viewer

----- ‘ Alarm Sound Manager
; Login Panel

----- 51 Point Control Panel

----- i] Process Control

g Show Users

Manage... L4

Stop

3. In the Project Properties dialog box, click the Proficy Authentication tab.
The Proficy Authentication options are displayed.

(L N
Note:
The Proficy Authentication server URL and the other options that you selected at the time
of Proficy Authentication server registration are displayed. To access this tab, you must be

in administrator mode.
N J
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Project Properties X
General Options Settings Historian Connections
Change Management OPC UA Server Operations Hub Proficy Authentication

B Enable Proficy Authertication
B Enable Mixed Authertication

B Enable Autologin

Proficy Authentication Configuration

Use proy

Prefix : [ProjectMame]@[ModeName] 5 Reset

Registration Status:  Fegistered

Cancel Help

4. Select the Enable Proficy Authentication check box.

~

Note:

o If you select the Enable Proficy Authentication check box, the Allow web
configuration for this project check box in the Project Properties> Options tab will
also be selected.

> When you enable Proficy Authentication and log in to the CIMPLICITY Workbench
applications using the Proficy Authentication user, that user will automatically be
added to the list of users in CIMPLICITY Workbench for security reasons. You can
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double-click the user to view the configured properties. However, you cannot edit
the properties of that user.
> On Operations Hub, if you want to access screens in runtime using the Webspace
widget with the Proficy Authentication credentials, you must enable Mixed

Authentication along with the Proficy Authentication.
- J

For more information on the authentication types, see Configure Authentication Types (on page
).
5. In the Prefix field, enter the name for the prefix. This prefix is added to the Security Group that you
publish to the Proficy Authentication server. The prefix enables you to use the same group names

across different projects in the same node but with different privileges.

By default, a prefix in the [ProjectName J@[NodeName] format will be added to the group(s).
For example,

Project Name- SAMPLEPROJ

Node Name- CIM-123-B2

Group in CIMPLICITY- SYSMADMIN

The group will be published as scada.SAMPLEPROJ@CIM-123-B2.SYSMADMIN. Where, scada is
the default namespace. For more information on Groups, refer to .

Note:

You can edit the prefix as needed, and the modified prefix will be added to the newly

published Security Groups.

6. Click OK to complete the configuration and close the Project Properties dialog box.
The configuration process is completed successfully. Now you can register CIMPLICITY with
Proficy Authentication, and Configuration Hub.

Create Security Groups in CIMPLICITY

1. Open a project in CIMPLICITY Workbench as needed. For more information on Workbench, refer to
the section About the CIMPLICITY Workbench. (on page ).

2. In the top-level folders, click and expand Project > Security.

3. Right-click Security Groups and then click New.
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e sl
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----- Configurat]
=-[ ) Runtime

t-[ ) Script Engine

% Resources

& %'—
[0 Advan

MName Role ID
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Ctrl+N
Properties Alt+Enter
Delete Delete
Duplicate Ctrl+D
Manage... L4
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¥ search...
v Auto Fill
Copy Ctrl+C
Paste Shift+Insert, Ctrl+V
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Publish All to Proficy Auth
T
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1
0

The New Security Group dialog box opens.

4. In the Name field, enter a name for the group.

5. After you enter a group name, click OK.

The Security Group Properties dialog box opens.

Security Group Properties : SY3MGRGP

General  Resources
Rale: SYSMGR
Rank: 0 =
Description: |

W

Cancel

Help
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In the Role field, select a role ID for the group. You can either click or click the arrow button to
browse the available roles.

By default, the following role IDs are available: SYSMGR, OPER, and USER. You can add roles

as need. For more information on adding roles, refer to the section Role Configuration (on page

).

. In the Rank field, enter or select a rank for the group.

By default, the role mapped to the group with the highest rank in the hierarchy will be assigned to
the user. If all the groups are of the same rank, then the groups and their roles are assigned based
on alphabetical order.
For a better understanding, consider the following example scenario:
The following three groups are added and assigned a rank for each group:

o Group A: Rank 10

> Group B: Rank 1

> Group C: Rank 15
By default, since Group C is of the highest rank, the role mapped to Group C will be assigned to the
user.

If all three groups are of the same rank, then the role mapped to Group A is assigned to the user.

. In the Description filed, enter a description for the group.

You can describe what a user is entitled if assigned to this group.

. Click the Resources tab.

All the available resources are displayed.

From the Available column, move the available resources to the Configured column.

By default, the following resources are available: SMAC_FR, SPTM_FR, and SSYSTEM. You can add
resources as needed. For more information, refer to the section Resource Configuration (on page

).
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Security Group Properties : SY3MGRGP x
General Fesources

Corfigured: Available:

-Add SMAC_FR
SPTM_FR
Add Al SSYSTEM

QK Cancel Apply Help

11. Click Apply to apply the settings.

12. Click OK to save the details and close the Security Group Properties dialog box.
The group is added.

[F] SAMPLEPRO) - CIMPLICITY Workbench
File Edit Computer Project View Tools Help

e 8| PREANSBIHAX S ELE e B | O | & &
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=
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After you add a group, if you want to edit the properties, you can right-click the group and edit the
properties. Also, to quickly create a new group with the same properties of another group, you can
right-click that group and duplicate.

Note:

Ensure that the group names are unique.

Publish Group(s) to Proficy Authentication server

1. Open a project in CIMPLICITY Workbench as needed.
2. In the top-level folders, click and expand Project > Security.
3. In the Security node, click Security Groups.
All the available security groups are listed.
4. Right-click the group that you want to publish, and then click Publish to Proficy

Ti'j' SAMPLEPRQJ - CIMPLICITY Workbench
File Edit Computer Project View Tools Help

e S| PRENSARA|GDELER @B ODhED|&EF | HMI|
=[] Project Mame Role ID Rank Description

-8 Screens SYSMGRGP SYSMGR

B o = T S N S

- points [ New... Ctrl+N

g gf Alarme Eﬂ Properties Alt+Enter

&-[ 7 Script Engine _.i Delete Delete

- Equipment 5 Duplicate Ctrl+D

= D Security Manage... 4

AE Field Chooser...

& Search...

¥ Auto Fill
Copy Ctrl+C
Paste  Shift+Insert, Ctrl+V

----- '\ Status Log Publizh to Proficy Auth

0[] Advanced Publish All to Proficy Auth
t-[ ) Managed Files

=-[7) Computer

----- &' System Log

Q Computer Parameters
- Managed Files

----- ! ""‘f Options

-4 DGR

----- & Deployment Configuratior
Authl i Configuraticn Hub

£
[

Alternatively, if you want to publish all the available groups simultaneously, you can right-click
Security Groups in the Security node, or a group, and then click Publish All to Proficy Auth.
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(o

Note:
The publish option is enabled only when you enable Proficy Authentication in the Project
Properties, and you will be able to publish the groups to the Proficy Authentication
server only when the Proficy Authentication server is configured in CIMPLICITY Project

Properties.

N

Operations Hub Server Certificate Setup

1. From the standalone server, or relay server in the Relay/Dependent scenario, copy the
CimScadaConfigRootCA.crt certificate available at [Install location]\Proficy\Proficy CIMPLICITY
\ScadaConfigPKI and on the Operations Hub server, install the copied certificate under Trusted
Root Certification Authorities.

2. Once you have installed the certificate, open any browser and try to access the relay server in the
following format: https://<relay-server>:491.

On successful connection, you will see the Proficy Webspace page.

Configure CIMPLICITY HMI Webspace Widget in Operations Hub

Add Webspace Widget to Operations Hub

You can access CimView screens using the Webspace widget on Operations Hub browser.
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1. Access Operations Hub Plug-in on Configuration Hub.

> M Proficy Authentic @ Q
L dodifica ficatic
Dat
= -
wpplica
2025, 2
> ations L a a -
-

2. On the NAVIGATION panel, click Applications and select Add App.
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Create App

e
APP NAME

B L] i
fu:.fS*..'lsgetl

DESCRIPTION

3. Enter a name for the app, and then click Add.

4. In the Visuals tab, form the available widgets, drag and drop the Webspace widget.
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[3§ COMPONENTS-OPERATIO < 4 Applist-Opera_ > [T S DETAILS
Visuals Data Page Data @ R| -i: G ﬂ- S el o [Fl dﬁ uh rm—e CIM
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o ; lilulil lilililn lidilih lililehn ll il |
Q. Search... o I'__'___.____.___'__'_l___________l_l_l_____._ ————— i' '__== - | Category HM
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¥ @ System 8 i i e i;;-
P @ Charts e 3 i Version 1.0.
> M Display E i d
23 |
P B General i i Height offset
v B qM g 3 Relative height (%) 10
a Alarm Card Plugin - E E » Webspace server
a Alarm Count Plugin i i » gm?ﬂn:;‘ 8

i‘i‘_ CIMPLILII Y HMI Webspac
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E Hmi Mimic Plugin Project for
2 OyecL
a4 ! » unqualified £
% iFIX HMI Webspace Plugin i i pownts

g i
DY —— 2 | » Zoomtobestfit =

. Disable point g

b M Inputs 2 : targets
X CIMPLICITY | | ==
b Layout | i » Disable setpoints £
g3 s
® @ Custom i i » m\\"ebspfwii::e g
Session Manager
2
= ~) Start maximized
g , [ Always maximized ~
3 [ ; »

5. In the Webspace server section, set to Manual and enter the relay server name.

6. In the CIMPLICITY screen path section, set to manual and enter the project screen path of the

CimView screen that want to view manually. For example: C:\PROJECTS\WidgetProject\screens
\CimEdit1.cim

. In the Port for the Webspace Session manager, ensure that port number is same as the
CIMPLICITY Configuration Microservice (CIMConfigService) port.

8. Set the properties for your widget as needed. For more information on the widget properties, see .

9. Select Save App.
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10. Select Open App. The CimView Screen appears on the browser.

> BB Layout

& App List-Opera

@R+t oo oL o © &

Inl

CIMPLICITY

Haight cfut
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.
v
[
bt el g,
» Zoom to best ft L
L

» Disabsle point tangets

A ERER IR

Adways mairnized

Webspace Widget Properties

This section describes the different widget properties that you can set to display your CimView screens.

The Webspace widget properties in Operations Hub offer two options for configuring values: manually

or utilizing Global Variables, Queries, or Formulas to retrieve data from other Operations Hub plug-ins. By

using these options, the Webspace widget can dynamically respond to different settings. For example,

you can modify the Webspace server to fetch data from various geographically distributed systems in

runtime by using Global Variables.

Another example is, you can use more than one property with different global variables and switch

between screens from one site to another site. For more information, see the Operations Hub help

documentation on Globals, Queries, and Events.

The following table lists the different Webspace widget properties.

Properties

Description

Can it be dynamically updated?

Screen Variables

A list of name/value pairs that
correspond to the variables used
on a CIMPLICITY screen. For
non-manual configuration, this
list is expected to be a JSON

Yes



https://www.ge.com/digital/documentation/opshub/windows/windows/r_oh_globals.html
https://www.ge.com/digital/documentation/opshub/windows/windows/c_about_queries.html
https://www.ge.com/digital/documentation/opshub/windows/windows/c_about_events.html
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Properties Description Can it be dynamically updated?
string:[{ "name":"..", "value":
"]
Webspace server Specify the machine that has Yes
CIMPLICITY Webspace running
onit.
CIMPLICITY screen path Specify the path to the CimView |Yes

screen to load. This path is where
the file resides on the Web-
space system:C: \ Pr oj ect sFol d-

er\ screens\ Scr eenNane. ci m

Project for unqualified points CimView will use this project Yes
name to provide values for un-

qualified points.

Zoom to best fit If the CimView screen sizes are | Yes
different, zoom to best fit pro-
vides automatic consistency in
the Webspace frame.

Disable point targets Prevents point targets, for exam- | Yes
ple, Point Control Panel and quick

trends, from being available.

Disable setpoints Prevents point values from being | Yes
set on the CIMPLICITY screen.

Port for the Webspace Session The port configured on the Web- | Yes
Manager space system for the Webspace
Session Manager service. 9443 is
the default port setting.

Start maximized Select the check box if you want | No
to open CimView screen in a

maximized window filling the

whole Webspace frame.
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Properties

Description

Can it be dynamically updated?

Always maximized

Select the check box if you want
the screen to always be maxi-
mized in the Webspace frame.

No

Restrict screen opening

Select the check box if you
want to open only the CimView
screens that are explicitly men-
tioned in the Open Screen and

Overlay Screen actions.

No

Disable window resizing

Select the check box if you do
not want to allow resizing the
CimView screens within the Web-

space frame.

No

Don't show caption and menu

Select the check box if you want
to hide the CimView menu bar
and caption in the Webspace
frame.

No

Time without input till quiescent
update rate

Webspace will continue to send
updates to the client at the nor-
mal rate for the number of sec-
onds entered after the user
stops using the keyboard and/or

mouse.

No

Time between updates when qui-

escent

When the number of seconds to
wait after the user stops using
the keyboard and/or mouse have
been reached, Webspace will be-
gin sending the updates at this
rate.

No

Webspace Widget Ports

The following table includes services and their respective ports. For CIMPLICITY HMI Webspace widget to

function as expected, the firewall must be opened for some of the ports.
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Service Default | Fire- Configuration Files
Port wall

Number | must

be

opened?

HTTPD 9443 Yes To change the port number, you must look for the port number in-
stances given below and change them in all the relevant files.

» httpd.json file, located at [Installation directory]\Profi-
cy\Proficy CIMPLICITY\Web\apache\conf.

Li sten 9443

- webspace-session-manager.json file, located at [Installa-
tion directory]\Proficy\Proficy WebSpace\Programs\web-
space-session-manager.

"client-configuration" : {

"rel ay-server-reverse-proxy-port" : "9443",

- cimplicity_config_service.conf file, located at [Installation
directory]\Proficy\Proficy CIMPLICITY\Web\apache\conf
\cimplicity_config_service

# proxy details for Plugin

ProxyPassMatch "/ confi ghub_pl ugin/(.*)/plugin_bundle.js(.*)"
"https://|ocal host: 9443/ cinplicity-web-confi g/ mi n-es2015. j s$2"

ProxyPassMatch "/confighub_plugin/(.*)/assets/(.*)"

"https://|ocal host: 9443/ cinplicity-web-config/assets/$2"

Webspace 491 Yes Open Webspace Admin Console, select Tools >Host Options > Secu-
Application rity:
Publishing

Service
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Service Default | Fire- Configuration Files
Port wall
Number | must
be

opened?

"‘"{'; Proficy WebSpace Admin Console

File \iew Tools Halo
Host Options

Connections

Transport: | STEMEEA | ~| Port ‘ 497| Encryption: |56-bit DES | v‘

X 509 Certificate: |Ct\Pr0gram Files (x86)\Proficy\Proficy CIMPLICITY\SCID

|
|
Profi iSession Startup i Session Shutdown I Client Acc:essi Security | Log IGeneraI|

L_| Motify users when connections are secure

fusuunus

—

SCADA Web | 4955 No To change the port number, you must look for the port number in-
Configuration, stances given below and change them in all the relevant files.

REST
- cimplicity_config_service.conf file, located at [Installation

deirectory]\Proficy\Proficy CIMPLICITY\Web\apache\conf

\cimplicity_config_service.

# reverse proxy for cimconfig_service
<Location /cimconfig/vl >
ProxyPass https://|ocal host: 4955/ ci m config/vl

ProxyPassReverse https://| ocal host: 4955/ ci mconfig/vl

</ Locati on>

» cim_config_service.json file, located at [Installation directo-
ry]\Proficy\Proficy CIMPLICITY\data.

"port" . "4955",

OPC UA 4956 No To change the port number, you must look for the port number in-
browse ser- stance given below and change it in the relevant file.

vice, REST
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Service Default | Fire- Configuration Files
Port wall

Number | must

be

opened?

- cimplicity_config_service.conf file, located at [Installation
deirectory]\Proficy\Proficy CIMPLICITY\Web\apache\conf
\cimplicity_config_service.

# reverse proxy for the OPC UA browser
<Location /uabr/vl >
Pr oxyPass https://| ocal host: 4956/ uabr/v1l
ProxyPassReverse https://| ocal host: 4956/ uabr/v1l

</ Locati on>

Webspace 4957 No To change the port number, you must look for the port number in-
session Man- stances given below and change them in all the relevant files.

ager, REST
- cimplicity_config_service.conf file, located at [Installation

deirectory]\Proficy\Proficy CIMPLICITY\Web\apache\conf
\cimplicity_config_service.

# reverse proxy for webspace-session-nanager
<Location /wsm vl >
Header set Access-Control-AllowOigin "*"
Pr oxyPass https:/ /| ocal host: 4957/ wsm v1
ProxyPassReverse https://| ocal host: 4957/ wsm v1

</ Locati on>

» webspace-session-manager.json file, located at [Installa-
tion directory]\Proficy\Proficy WebSpace\Programs\web-
space-session-manager.

"port" : “4957",

Webspace 4958 Yes(*) | To change the port number, you must look for the port number in-
Session stance given below and change it in the relevant file.

Manager,
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Service Default | Fire- Configuration Files
Port wall

Number | must

be

opened?

CimView - webspace-session-manager.json file, located at [Installa-
socket tion directory]\Proficy\Proficy WebSpace\Programs\web-
space-session-manager.

"client-configuration" :

{

"wsm client-socket-port" : "4958",

(*) The firewall must be opened on the Webspace relay server only if you are using a Webspace

dependent server.
Publish Models and Mimics to Operations Hub

Publish Mimics to Operations Hub directly from CIMPLICITY

You can publish a Mimic to Operations Hub directly from CIMPLICITY. This eliminates the two-step
process of publishing a Mimic by exporting a screen as a Mimic zip file from the CIMPLICITY server and
then importing the Mimic zip file to Operations Hub. Publishing a Mimic to Operations Hub directly from
CIMPLICITY is especially useful when you want to publish multiple CimEdit screens simultaneously. You
can configure Operations Hub at the project level and globally to avoid configuring it while publishing
Mimics. This task describes how to configure Operations Hub at the project level. (Previously, to configure
Operations Hub, we selected Operations Hub Configuration in the OPC UA Server tab in the Project

Properties window. This has now been updated as mentioned in the procedure below. )

To configure Operations Hub at the project level,
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1. In the CIMPLICITY Workbench window, select Project, and then select Properties.
i WS1.gef - CIMPLICITY Workbench - o *

File Edit Computer Project View Tools Help
T B /[ Properties...

|
=

— N, Project Wizard... CtrlsW
= | Projec
-t Screens '3"" Explore
P Objects ==, Export Operations Hub Details...

!:‘ Classes ==, Publish Model to Operations Hub...
+1- 4 Daints

- Ctrd+R
«- 18 Alarms P> Bun .
+1-[) Seript Engine| = °F
5[ Equipment ¥ Configuration Update
%[ Secunity 2k Compare Master and Data...

o Status Log
+-[ 7 Advanced
#-[ ) Managed File Logout Project Security
4 SCADA Web Conig
#1-[ 0 Computer

Managg... L

+-[ ) Runtime

2. In the Project Properties window, select the Operations Hub tab and enter the following details:
- Server Name: The machine name on which Operations Hub is running or the URL of the
Operations Hub Server
o Port: The port on which Operations Hub is running
- User Name: The Operations Hub user name used to publish the Mimic
> Require Trusted Connection: Select this check box to use a trusted connection to publish
Mimics. You can also select View Certificate to view the certificate used for the connection.
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Project Properties X
General Options Settings Historian Connections
Change Management OPC UA Server Operations Hub Proficy Authentication
Operations Hub Configuration
Servername:  SCHOAHVAZZS Test Connection
Port: 443
Lzer name: OpzHub Admin|
S5L Security
Require trusted connection  (Trusted View Certfficate
Cancel Help
3. Select OK.

To configure Operations Hub globally,

4. Close the CIMPLICITY Workbench window (if it is open), and launch CimEdit from the Start menu.
5. In the CimEdit window, select, and then select Global Configuration.
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o' d9 )+ CimEdit1 - CimEdit - O %
S
—

j New Window Recent Documents |

1WS5_SCR2.cim
_F} Open Window... 2 WS_SCR3.cim
g nsert File 3 WS_SCR1.cim
4 Ch\Projectsh...\W5_5CR1.cim

H Save 5 CA\Projects\,..\WS_SCR2.cim

lﬁ Save As...

H Create Runtime-Cnly Screen

W}z+  Publish to Operations Hub
b

Lk'_ Install to Pr ogram Manager
@ Print
A= .
___] send Mail...
J Close

+Y Global Configuration

For Help, press Fi

6. In the Global Configuration window, select the Operations Hub tab and enter the following details:
- Server Name: The server name on which Operations Hub is running
o Port: The port on which Operations Hub is running

- User Name: The Operations Hub user name used to publish the Mimic
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Global Configuration X

General Operations Hub Confiquration

Scripts Severname: | WKIZRXBAWH Pot: (443

Events

Username:  |admin

Compatibility
Display Options

Operations Hub

0K Cancel Apply Help

7. Select Apply, and then select OK.
Operations Hub is now configured for Mimics to be published in it. You can publish a Mimic from
the following applications: Workbench , CimEdit.

8. To publish Mimics to Operations Hub directly from Workbench, In the CIMPLICITY Workbench
window, select the Mimics that you want to publish to Operations Hub, right-click the Mimics, and

then select Publish to Operations Hub.

(o

Note:
In the Publish window, the Server Name, Port, and User Name are automatically populated
if Operations Hub has already been configured at the project level. If the fields are blank,

enter the details before proceeding to the next step.
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T Ws1 - CIMPLICITY Workbench - | b
File Edit Computer Project View Tools Help
Ne S| P NS ARK|GEFHLER|le DD EF [HMI|
= Project Name Size  Modified User
Y screens) B Cimditiim g Lo | 3/8/2021 10:49:52 AM
:g.?[b'““ [Z)Ws_SCR1.cim Open BKE 2/12/2021 5:20:28PM
- o WS SCR1_old.cinm Edit AKB 9/10/2020 £:25:13 AM
*] 1 -
3 i Alarms [Elws_SCR2.cim Open with... 2KB 2/18/2021 6:44:54 PM
e ) [E1WS_SCR3.cim CRC SHA Y 5KB 2/18/2021 £:49:17 PM
#-[ ) Seript Engine X N
=-[) Equipment 7-Zip
#-@¥ Devices [ New... Ctrl+N
@ Pn_ns [R Delete Delete
#-[) Security
<= Status Log Manage... L
—-[7) Advanced =
() Project Parameters 1§ Field Chooser...
gﬁ Measurement Units B Search...
@ Process Health Parameters v Auto Fill
+-[7) Managed Files Copy Ctrl+C
b SCADA Web Config Paste  Shiftslnsert, CtrleV
=-[7 Computer

{J) Computer Parameters
+-{ ) Managed Files
/ Options
&4 DGR
A Deployment Configuration
+-[7 Runtime

< >
Export CIMPLICITY Screens to Operations Hub Stop PCM disabled

9. In the Publish window, enter the following details:
- Save To: The location where the Mimics will be saved by default. This field is disabled.
> Publish to Operations Hub: Select this check box to publish the Mimics to Operations Hub.
> Overwrite: Select this check box to overwrite Mimics with the same name.
- Password: The password to publish the Mimics.
> Require Trusted Connection: Select this check box to publish Mimics only when a trusted
connection is used. You can also select View Certificate to view the certificate used for the

connection.
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Mimic Publish 4y
Save to: | €:\Projects\WS 1\Sreens\WebExport
Publish to Operations Hub 1 ovenarite
Servername: | SCHQAHV4255 | port: |44
User name: | CphubAdmin |
Password: | SEEBRENES ]
551 Security
Require trusted connection (Trusted) View Certificate

Note:

These details are saved after you publish the Mimics. You only need to enter the password
if you close and reopen the CIMPLICITY Workbench window.

10. Select Publish.
The selected Mimics are published to Operations Hub and appear in the Mimic Management

workspace.
11. To publish a Mimic to Operations Hub directly from CimEdit, go to the location where the Mimic file

you want to publish is saved, right-click the file, and select Edit.

Note:

You can publish only one Mimic at a time to Operations Hub from CimEdit.
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T Ws1 - CIMPLICITY Workbench - ] X
File Edit Computer Project View Tools Help
X P NS IBE|EFHLEBO DWED2EF [HMI
=) Project Name Size Modified User
® \?s_ B Cimditiim g Lo | 3/8/2021 10:49:52 AM
:Jn' c:"““ E1Ws_SCR1.cim Open BKB 2/12/2021 5:20:28 PM
- bots [C)WS_SCR1old.cimt  Eit KB 9/10/2020 £:25:13 AM
-5 Poi - ;
718 Alarms [E]WS_SCR2.cim Open with... 2KB 2/18/2021 6:d4:54 PM
1= ) [Z]WS_SCR3.cim CRC SHA * BKB 2/18/2021 6:49:17 PM
@[] Script Engine B N
[ ) Equipment -Zip
& Devices [ New... Crl+N
@ Pn_ns (& Delete Delete
- Security
<= Status Log Manage... L4
=0 Advanced
(D) Project Parameters 1§ Field Chooser...
ﬁ‘:r Measurement Units & Search..
' Process Health Parameters ¥ Auto Fill
- Managed Files Copy Ctrl+C
&% SCADA Web Config Paste  ShiftsInsert, Ctrl+V
=-[7 Cemputer
&' System Log Publish to Operations Hub...
{J) Computer Parameters
(#-[) Managed Files
M Options
&4 DGR
A Deployment Configuration
@[ Runtime
< >
Export CIMPLICITY Screens to Operations Hub Stop. PCM disabled

12. In the CimEdit window, select

, and then select Publish to Operations Hub.

-

Note:

In the Publish window, the Server Name, Port, and User Name are automatically populated
if Operations Hub has already been configured (depending on the project context) at the
project level or globally. If the fields are empty, enter the details as described in step 2 of
the Configure Operations Hub section before proceeding to the next step.
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CimEdit1 - CimEdit

Recent Documents

j New Window

~
/ Open Window...

1 WS_SCR2.cim
2 WS_SCR3.cim
:\‘ Insert File 3 WS_SCR1.cim

4 C:\Projects\...\WS_SCR1.cim

H Save 5 C:\Projects\...\WS_SCR2.cim

=
H Save As...

H Create Runtime-Only Screen

)T+ Publish to Operations Hub
9

L

i Print 4
;
g ®| Send Mail...

ﬁT Close

_j Options [j Global Configuration IQJ About ]X Exit

For Help, press F1

13. In the Publish window, enter the following details:

Note:

If you want to save the Mimic to a shared location on a remote server, the network drive

should be mapped to the shared location.

- Save To: The location where the Mimic will be saved locally. You can choose this location
since you are publishing only one Mimic at a time.

> Publish to Operations Hub: Select this check box to publish the Mimic to Operations Hub.

o Overwrite: Select this check box to overwrite any Mimic with the same name.

o Password: The password to publish the Mimic.

> Require Trusted Connection: Select this check box to publish Mimics only when a trusted
connection is used. You can also select View Certificate to view the certificate used for the

connection.

Note:
These details are saved after you publish the Mimic. You only need to enter the password

if you close and reopen the CimEdit window
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Mimic Publish
Save to; C:\Projects\OPCUA_Test1\Screens\WebExport
Publish to Web HMI Overwrite

Server name: | WK 12R 2Xe4-WH | Port:
User name: | admin |

Password: | [IIITTIIIITITIT] |
S5L Security

Require trusted connection  (Trusted) View Certificate

Publish Cancel

14. Select Publish.
The Mimic is published to Operations Hub and appears in the Mimic Management workspace.

Publish Model to Operations Hub directly from CIMPLICITY

You can publish a Model to Operations Hub directly from CIMPLICITY. This eliminates the two-step
process of publishing a Model by first exporting the model data as a .csv file from the CIMPLICITY server
and then importing the .csv file to Operations Hub. You can publish a Model to Operations Hub directly
from CIMPLICITY only on versions of Operations Hub 2.2 and later. The Workbench application may
become unresponsive during the process of publishing a Model to Operations Hub. Model data consists
of classes, objects, points, and details of OPC UA and Historian servers. Model data is also project-

specific, where the details configured will apply to the last updated project.
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1. In the CIMPLICITY Workbench window, select Project, and then select Publish Model to
Operations Hub.

T Ws1.gef - CIMPLICITY Workbench
File Edit Computer Project View Tools Help

e s | i) Properties...
—— =&, Project Wizard... Ctrl+W  —

-5 Screens ‘f’l Explore
?&i Objects s, Export Operations Hub Details...

. Hj Classes =, Publish Model to Operations Hub...
+ﬂ Points

Alarms

[ Run Ctrl+R

+
'

Stop

+-| ) Script Engine| __
- Equipment ¥ Configuration Update
#-[) Security (¢ Compare Master and Data...
-« Status Log )
- M e... »
+-| ) Advanced anegs

#)-[7) Managed File | ogout Project Security
&% SCADA Web Conrg
-[ ) Computer
)}/ ) Runtime

[+]

[+

2. In the Model Publish window, enter the following details:

- Server name: The machine name on which Operations Hub is running or the URL of the
Operations Hub Server.

o Port: The port on which Operations Hub is running.

o User name: The Operations Hub user name used to publish the Model data.

o Password: The password used to publish the Model data.

- Branch name: This is used as a prefix for the name of the branch to which you want to
publish a model. This value is added as a prefix to the object names associated with the

published model.

For example, you have a project called Assembly1 and you want to publish a
model to a specific branch. If you enter AssemblyBranch1 as the Branch name, the
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published model and its associated objects will have the branch name prefixed as

AssemblyBranch1_root.Assembly1.

This enables you to publish different models with the same object names to a branch

instead of the root directly.

Note:

The branch name that you enter can contain only letters, digits, underscore (_), and

period (.).

> Include Historian source: Select this check box to include points configured to the Historian
server in the Model data published to Operations Hub.

> Include non-class/object points: Select this check box to include points that are not related
to classes or objects in the Model data published to Operations Hub.

> Require trusted connection: Select this check box to publish Model data only when a
trusted connection is used. You can also select View Certificate to view the certificate used

for the connection.

Be aware that:

> The Server name, Port, and User name fields are automatically populated if Operations Hub
has already been configured at the project level.

o All the details in the Model Publish window are saved for a project after you publish the
Model data. You only need to enter the password if you close and reopen the CIMPLICITY
Workbench window.

o The connection is not trusted when the server has a blank or invalid name, or has an invalid

certificate.
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Model Publish to Operations Hub >

Server name: | |

Part: | 3 |

User name: | |

Password: | |

Branch name: | |

Indude Historian source

Indude non-dassobject points

[[]require trusted connection View Certificate
(Mot Trusted)

Mote: If Proficy Authentication is on a different computer
than Operations Hub, enter the Proficy Authentication
details in CIMPLICITY Options.

Publish Cancel

3. Select Publish.
The Model data is published to Operations Hub and appears in the Assets workspace with classes
mapped to asset types and objects mapped to assets.



Chapter 5. Document Delivery

About Document Delivery

The Document Delivery system can publish data gathered from the various projects and deliver user
specified information in user specified format to remote systems. The information is transferred to the

remote systems using FTP, HTTP or Network files.

! Important:
Your system's network and operating system must support at least one of the following:

- FTP
« HTTP
» Mapped network local disk drives.

(o

Note:
Document Delivery objects support dynamic configuration. For the Document Delivery resident
process, changes to the Document Delivery Base object are allowed, as well as changes to the

delivery objects themselves. New delivery objects can be created dynamically. Once a delivery

object has been created, the type cannot be changed.
-

Document Delivery Data Flow Overview
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5. #unique_64_Connect_42_i5 (on page
6. #unique_64_Connect_42_i5A (on page )
7. #unique_64_Connect_42_i5B (on page )
8. #unique_64_Connect_42_i5B (on page )
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. #unique_64_Connect_42_i6 (on page )

#unique_64_Connect_42_i7 (on page )
#unique_64_Connect_42_i7 (on page )

. Afile triggers a CIMPLICITY script that creates an output document with a header from the file.

2. The output document is sent to a temporary directory.
3. ACIMPLICITY script copies the output document from the temporary to the delivery directory. (on

page 121)

4. A directory thread adds the new document to a preliminary output list.

. A control thread checks each file in the preliminary output list to see if it has the required header.

a. If the file does not have the required header, an audit message is generated. The file is then
moved to the flush directory.
b. When an output document is found that does have a valid header, a file without the header is

copied into the work directory.

6. The control function sends the filename to an Output Document list.

7. The document is delivered to a remote system.

Note:

Details about delivery to the remote system are based on the existing conditions static to

the delivery method (on page 176).

Delivery Operation

Review the operation for the:

Step Description

1 (on

page
116)

Output document header evaluation (performed before deliv-

ery).

2 (on

page
116)

Delivery process.

3 (on

page
119)

Delivery conclusion.
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1. Output document header evaluation. A delivery object has a:

1. Watcher thread that is dedicated to watching its directory using completion ports.

When a new file is added to the directory, this thread

a. Adds the name of the file to the preliminary output document list.
b. Goes back to monitoring the directory.
2. Control thread that checks each file in the preliminary list (if there are files) to make sure that it has
the required header.

If the file:

o Does have a valid header

Document Delivery:

a. Copies the file without the header into the work directory.
b. Makes a new entry for the output document list, which contains the name of the:
o File.
o Destination file.
a. Places the entry at the end of the list, to ensure that the output documents are processed in
sequence.
> Does not have the required header

Document Delivery:

a. Generates an audit message.
b. Moves the file to the flush directory.
a. Delivery process

o Network or FTP

o HTTP

Network or FTP delivery

Network or FTP delivery attempts to deliver the first file in the output document list. The method
that is used is defined in the delivery object configuration.

Options are:

o Overwrite
o Fail On Existing
> Append
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Overwrite
Document Delivery delivers the file unconditionally.
Destination file does exist

Document Delivery

3. Delivers the output file to the remote location with the following name.
DDTEMP_<destination file name>
Where
DDTEMP_ denotes a temporary file.

<destination file name> is the name the file will be when it reaches its destination.

4. Deletes the existing file, if a file exists.
5. Changes the output file name with the DDTEMP_ prefix to the original destination filename.

Destination file does not exist

6. Delivers the output file to the remote location with the following name.
DDTEMP_<destination file name>
Where
DDTEMP_ denotes a temporary file.

<destination file name> is the name the file will be when it reaches its destination.

7. Changes the output file name with the DDTEMP_ prefix to the original destination filename.
Fail On Existing
Checks the remote location to see if the destination file already exists.
Destination file does exist
Document Delivery fails the delivery.
Destination file does not exist

Document Delivery:

8. Delivers the output file to the remote location with the following name.
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10.

11

13.
14.

DDTEMP_<destination file name>
Where

DDTEMP_ denotes a temporary file.

. Changes the output file name with the DDTEMP_ prefix to the original destination filename.

Up (on page 116)

Append

! Important:
Append only applies to Mapped Network and FTP delivery.

The following happens if the destination file:
Destination file does exist

Document Delivery:

Copies the remote file to the working directory with the following name.
DDTEMP_<destination file name>
Where

DDTEMP_ denotes a temporary file.

. Appends the append file with the body of the output document.
12.

Delivers the append file to the remote location with the following name.
DDTEMP_<destination file name>
Where

DDTEMP_ denotes a temporary file.

Deletes the existing file, if a file exists.
Changes the destination file name with the DDTEMP_ prefix to the original destination filename.

Destination file does not exist

Document Delivery:
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15. Delivers the append file to the remote location with the name of the destination file pre-pended with
DDTEMP_.
16. Changes the destination file name with the DDTEMP_ prefix to the original destination filename.

HTTP delivery

HTTP attempts to deliver the first file in the output document. The method that is used is defined in
the delivery object configuration.

Options are:

o Qverwrite

o Fail On Existing
Overwrite
Document Delivery delivers the file unconditionally.
Destination file does exist
Document Delivery overwrites the destination file.
Destination file does not exist
Delivers the file.
Up (on page 116)
Fail On Existing
Document Delivery checks the remote location to see if the destination file already exists.

Destination file does exist

17. Fails the delivery

18. Re-attempts the delivery, as configured.
Destination file does not exist

Delivers the file.

a. Delivery conclusion
The following occurs based on the status of the delivery.

If in during delivery:
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> Any of the delivery steps are interrupted by an error

Document Delivery stores the status of the delivery so a step does not have to be repeated.
o Delivery fails
a. Document Delivery logs an audit message.
b. If a retry count has been configured:

Document Delivery:

a. Attempts the retry after the retry interval has elapsed.
b. Keeps a count of the number of times this particular delivery has failed.
c. If the number of failures is greater than the number of configured failures before alarm:

The CIMPLICITY alarm point triggers an alarm.

a. Document Delivery continues to resend the document until all retries have been attempted.
If the retryCount parameter is set to INFINITE(-1)

Document Delivery will resend the document until it succeeds.

o Delivery succeeds

Document Delivery:

a. Logs an audit message.
b. Resets all error parameters.
c. Deletes the output document.

o Number of retries has been exceeded

Document Delivery:

a. Logs an audit message.
b. Resets all error parameters.

c. Moves the output document to the flush directory.

(L ™
Note:

There may be occasions when the project has been shut down before all deliveries have
occurred. When the project starts up again, the directory notification will not see these files
as new, so it will not do a notification. To solve this issue, an Document Delivery does an
initial directory scan to process any unsent output documents. This scan will put output
documents on the output document list in the order that they were created; the oldest
document is sent out first.




Networking | 5 - Document Delivery | 121

Document Delivery Directory Structure

The Document Delivery subsystem is dependent on a particular directory structure.

The structure is as follows.

Ela CirnplicitwProject 1 Documert Delivery
% | alarm_help 1 lock
-7 arc [ 1log \
{7 data ] masker
1 {1 DocumentDelivery [ screens
2 1 FTPONE [ scripts
* ] Flush 3 [#] CIMPLICITYPROJECT gef
-] work 4
2 {j HTTROME
© L] Flush 3
-] work 4
2 {j METW ORKONE o
-7 Flush 3
] Work 4 \
- -

. #unique_65_Connect_42_i3 (on page
. #unique_65_Connect_42_i3 (on page
. #unique_65_Connect_42_i3 (on page
. #unique_65_Connect_42_i4 (on page
. #unique_65_Connect_42_i4 (on page

. #unique_65_Connect_42_i1 (on page
. #unique_65_Connect_42_i2 (on page
. #unique_65_Connect_42_i2 (on page

1
2
3
4
5
6. #unique_65_Connect_42_i4 (on page
7
8
9
0. #unique_65_Connect_42_i2 (on page
1

1
1

N N N N N N N N N N N

. #unique_65_Connect_42_i2 (on page
Consider the following Directory Types:

1. Base Directory

DocumentDelivery is located under the project directory.

2. Delivery Directories

Delivery directories are located under the base directory.
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Each delivery object has a directory. The name is the name of the delivery object. Delivery

directories are monitored for output documents.

3. Flush Directory
Each delivery directory has a Flush directory.

The flush directory stores output documents that have been flushed. The purpose is to monitor
the flushed files to manually find out why the document was not sent. Output documents can be
flushed in three ways:
> Invalid Header: If the output document does not have the required header, then there is no
way for the document to be delivered, so it is moved to the Flush directory, and an audit
message is logged.
> Retry Count Exceeded: If the retry count is exceeded and the output document has still not
been successfully delivered, then the document is flushed, and an audit message is logged.
- Manual Flush: If an output document is flushed from the ActiveX status object, then the
output document is moved to the flush directory.

4. Work Directory
Each delivery directory has a Work directory.

The work directory contains the content of the output documents to be delivered without the
required header. Any append files that are created and modified also use this work directory.

Configure Document Delivery Objects

Configure Document Delivery Objects

Step Description
Step 1 Enable Document Delivery.
(on page
123)

Step 2 Open the Document Delivery Base Properties dialog box.

(on page
125)

Step 3 Configure Document Delivery base properties.
(on page
127)
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Step Description

Step 4 Open the Delivery Properties dialog box.
(on page
128)

Step 5 Configure delivery objects.
(on page
132)

Step 1. Enable Document Delivery

Important:

Document Delivery must be selected as an option when you installed CIMPLICITY. If it does not
display in the options lists, re-run your CIMPLICITY DVD and select Documentation Delivery to
install.

You can enable Document Delivery in:

* A new project.

* An existing project.
Enable document delivery in a new project

1. Click File>New>Project on the Workbench menu bar.

| File Edit Computer Project View Tools Help
e NN T
& open... oo
Estch Project... TH window
Irestall
Copy ko Project...

&8 Print... St +P
h - -
|l F Previes

.J Print Setuo..

T 1 CIMPDEMO.GEF
T 2 ADrniarbcl  WCTMOCLMGE nof

A Create as dialog box opens.

2. Check Document Delivery in the Options box.
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Cresteas 2%

Covateinc [\ Progects = = k-

Detklop

[

Wiy Dhocumesnty

My Compuisr

I Pokect foarcoe 3 [
Options: Coreel
|
[widction Calendar =
[|Broadcazt j kst
[ 1D atabasze Logger s Moy Looecrl ]
[w| Document Delivery 1 mﬁiﬁwmim,
[ Hiztarian OPC ALE Interface -
[ IHistarian OPC Interface | s oo =

3. Continue to create the project.

Result: Document Delivery will be enabled when the project is created. CIMPLICITY adds a
Document Delivery folder to the Workbench left pane that contains a Document Delivery Base
object and Document Delivery object.

Enable Document Delivery in an existing project

4. Open the Project Properties dialog box.
5. Select the General tab.
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6. Check Document Delivery in the Options box.

xq
General | Options | Settings | Change Management | Histarian |

Progect name:

|DDEDEL

Dl Pratocoks:

wlhchon Calendas & | |[AB Data Highways [Legacy] =

" |Broadcast [1AE Etherret

w|Database Logger [lAdvanced DDE/DDE Chent [Le
> v0ccument Delvery JallersBradley DF-1

_|Histodian OPC ALE Iritedface [LAllervBradley RFID

wHistorian OPC Irtesface [JAPPLICOM [Legacy]

Logic Developer - FC [)CCM2

wliangues Diiver [ 1FloPro/Flob et Etheinet

|MODELUS RTU Slave [CIFOICAS JE thesruet

_|MODBLUS TCPAP Slave [CIFOCAS/HSSE

| Dedder Exec. Mgk, x| | Honeywel IPC 620 =|

[ ok | cencea |  Hep |

Document Delivery is enabled in the existing project. CIMPLICITY adds a Document Delivery folder to the
Workbench left pane.

Step 2. Open the Document Delivery Base Properties Dialog Box

Note:

There is only one object for the Document Delivery, named DeliveryBase. You cannot delete this

object, or create another one. However, you can edit its properties.

1. Select Project>Document Delivery>Document Delivery Base in the Workbench left pane.
2. Select DeliveryBase in the Workbench right pane.
3. Do one of the following.
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¥ PROECIMP - CIMPLICITY Workbench Lo | ) i)
.I'.F'n* Edit | Computer Project  Wiew Tools Help |

Do 3
1 Project - I
¥y Screens ]
M Objects
B Clazses
4 g Paintz
o @ Alarms
¥ Script Engine
¥ Equipment
#-[ Security
s | StatusLog
o ) Advanced
#-[ Managed Fles
o Database Logger
2 apC
¥ Recipes
ol Teacker ",'nnﬁguln!mn
-3 Documient Dalivery

9 M"
Docurnent Dalivery Object

' Action Calendar
- Computer = F ]

Ready

h S

Docurment Delivery Base

Cw

R Gl R

o
=

A | Click Edit>Properties on the Workbench menu bar.

B [ Click the Properties button on the Workbench toolbar.

C | In the Workbench left pane:
a. Right-click Document Delivery Base.
b. Select Properties on the Popup menu.

D [ In the Workbench right pane:

Either Or

Double-click DeliveryBase. a. Right-click DeliveryBase.

b. Select Properties on the Popup menu.

E | Press Alt+Enter on the keyboard.

4. Right-click Document Delivery Base.
5. Select Properties on the Popup menu.
6. Right-click DeliveryBase.

7. Select Properties on the Popup menu.
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Step 3. Configure Document Delivery Base Properties

The parameters that can be edited in the Document Delivery Base Properties dialog box are as follows.

Document Delivery Base Properties il

Audit |

Audit Level I MORMAL j

1024000

[ 7]

b aximum File Size

Archive

o |

Help |

Cancel | Apply |

1. #unique_70_Connect_42_Audit (on page 127)
2. #unique_70_Connect_42_Maximum (on page 127)
3. #unique_70_Connect_42_Archive (on page 127)

Parameter Description
Audit Lev- | Main attribute for Auditing. The three levels are:
el
Level Description
NONE No audit file
NORMAL Regular audits of delivery
DEBUG Detailed audit of operations
Maximum | File size of Audit log file in bytes. When the log file reaches this size, the audit file will start
File Size over logging again.
Archive Options are:
Option Details
YES The audit file will save itself to a separate
file when the file has reached it's configured
size.
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Parameter Description

Option Details

( o

Note:
The name of the archived file will
be named in the following format:
DocumentDelivery_Date_Count.log

Where:

* Date=

The current date in the for-

mat MvDDYYYY

* Count =

Number that:
o Starts at 0
o Increments each time
the file is archived for
the current date.

-

NO No archiving occurs. The audit file starts

over with an empty file.

Step 4. Open the Delivery Properties Dialog Box

Step 4. Open the Delivery Properties Dialog Box

Document Delivery requires at least one delivery object to communicate with a remote system.

Communication with each remote system is defined by parameters that are stored with the delivery

object.

« There can be up to 40 delivery objects.

- The name of a delivery object cannot exceed 16 characters.

 The parameters for all delivery objects are stored in the CIMPLICITY proprietary files:
« psdelivery.idx and

* psdelivery.dat.
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Options are:

Option Description

Option 4.1 | Create a new delivery object.

(on page
129)

Option 4.2 [ Open an existing Delivery Properties dialog box.
(on page
130)

Option 4.1. Create a new Delivery Object

1. Select Project>Document Delivery>Document Delivery Object in the Workbench left pane.
2. Do one of the following.

— =
¥ PROFCIMP - CIMPLICITY Warkbench =)=
& File| Edit Computer Project View Tools Hep

E;_,_"_,"St”:ﬂ-i (HMI|

[ Praject - I Dialivery Id

-t
i

¥ ay Screens & HTTP
!'J Ubjects
P Classe: m
g Paints

8 Alarms

[ Seript Engine

[ Equiprment

[ Security

5 Statuzlog
w7 Advanced

[T Managed Files
5 Database Loager
= apC

¥ Recipe:

¢ W

+ B & &

PELL D EY

598 Tracker Configuration
-1 Documnent Dalivery

* Drocument Dalivery Base
Doeument Delivery Object
" Action Calendar

w1 Computer . m '

Feady 61

A | Click File>New>0bject on the Workbench menu bar.

B | Click the New Object button on the Workbench toolbar.

C | In the Workbench left pane:
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Either Or

Double click Document Delivery Object. a. Right-click Document Delivery Object.
b. Select New on the Popup menu.

D a. In the Workbench right pane.
a. Right-click any Document Delivery object.
b. Select New on the Popup menu.

E [ Press Ctrl+N on the keyboard.

Result: A New Document Delivery dialog box opens when you use any method.

. Right-click Document Delivery Object.

. Select New on the Popup menu.

. Right-click any Document Delivery object.
. Select New on the Popup menu.

. Enter a name for the new delivery object.
. Click OK.

0 N o o1 b W

Note:
You will select the object type (on page 132) when the Delivery Properties dialog box

opens.

Option 4.2. Open an existing Delivery Properties Dialog Box

1. Select Project>Document Delivery in the Workbench left pane.
2. Select a Document Delivery object in the Workbench right pane.
3. Do one of the following.
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A | Click Edit>Properties on the Workbench menu bar.

B [ Click the Properties button on the Workbench toolbar.

C | In the Workbench left pane:

a. Right-click Document Delivery Object.
b. Select Properties on the Popup menu.

D [ In the Workbench right pane:

Either

Or

Double-click a Document Delivery object.

a. Right-click a Document Delivery object.
b. Select Properties on the Popup menu.

E | Press Alt+Enter on the keyboard.

4. Right-click Document Delivery Object.
5. Select Properties on the Popup menu.
6. Right-click a Document Delivery object.

7. Select Properties on the Popup menu.
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Step 5. Configure Delivery Objects

Step 5. Configure Delivery Objects

Step Description

Option 5.1 [ Network delivery object.

(on page
132)

Option 5.2 | FTP delivery object.

(on page
135)

Option 5.3 | HTTP delivery object.

(on page
139)

Option 5.1. Network Delivery Object

1. Enter a name for the network delivery object in the New Document Delivery dialog box.

x|
Deliveny Mame: INETWDHK
Cancel |
2. Click OK.

A Delivery Properties dialog box opens for the named delivery object.

3. Select NETWORK in the Delivery Type drop-down list.

Parameters for the NETWORK delivery type are as follows.
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x
Propettes |
Dedivesy Type NETWORK ~ w| Alam [$0OCUMENT_DELIVE =]
Fiedry Count |1NFINI'I'E - I Falures Before Alamm |-|
Retry Interval (@ FieHanding | OVERWRITE =l
Destination [ex  EnsbleAudt [vEs =]
0K | Comcel | o | Hen |

00 N O o~ WON =

. #unique_75_Connect_42_Delivery (on page 133)

. #unique_75_Connect_42_RetryCount (on page 134)

. #unique_75_Connect_42_RetryCount (on page 7134)

. #unique_75_Connect_42_Destination (on page 134)

. #unique_75_Connect_42_Alarm (on page 133)

. #unique_75_Connect_42_FailuresBefAlarm (on page 134)
. #unique_75_Connect_42_FileHand (on page 134)

. #unique_75_Connect_42_EnableAudit (on page 135)

Para-
meter

Value

De-
livery
Type

The type of delivery object. Options are:

NET- | Mapped network deliveries (selected in this option).
WORK

Up
(on
page
132)

FTP | FTP deliveries (default).

HTTP |HTTP deliveries.

Alarm

CIMPLICITY Alarm that will be triggered if a delivery has failed the number of times spec-
ified in the Delivery Failure Count parameter. Note: A default alarm of SDOCUMENT_-
DELIVERY has been provided, but a custom alarm can be used.
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Retry | Number of times the delivery object will try to resend an output document before it gives
Count | up and flushes the file.
Range | 0 through 999 or infinite.
Fail- | The number of times the delivery object needs to fail in order to generate the alarm.
ures
Be-
fore
Alarm
Range |0 through 1000 failures
Note: A value of 0 means no alarm will be generated.
Retry | Time in seconds to wait before a retry will be attempted.
Inter-
val
Range |1 through 1000 seconds
File Determines how to handle the delivery when a remote file of the same name as the one
Han- |to be delivered is encountered. Options are:
dling
OVERWRITE Overwrites the existing file
Up APPEND Attempts to append the current file to the
(on end of the existing file
page
132)
FAIL ON EXISTING Fails if the remote file exists
Desti- | A complete path to the mapped drive.
nation
Character limit 100 characters
Note: If the destination is a mapped drive, CIMPLICITY Service Log On parameters must
use an account that has access to the mapped drive, otherwise the PS Delivery will not
have access to the mapped drive. The Destination field does not support forward slash-
es.
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En- When set to YES enables, auditing for this delivery object.
able
Audit

YES Enables audit.

NO There will be no audit.

Option 5.2. FTP Delivery Object

1. Enter a name for the network delivery object in the New Document Delivery dialog box.

Mew Document Delivery 5[

Dreliveny Mame: IFTF"

Cancel

i

2. Click OK.

A Delivery Properties dialog box opens for the named delivery object.

3. Select FTP in the Delivery Type drop-down list.

Parameters for the FTP delivery type are as follows.

pelivery Properties - FTP -EI
e dld = [FiP_oELVERY =]
Retry Count INFIMITE =] Faihses Belfome Alsm f
HDmuhmm I D | OVERWRITE =]
I \DIRECTORY E nable Audit |‘fEs ﬂ
Server Mame /IP Addiess [SERVERT T o
e IU— Connachion Timsout [7000
Uzer Mame W -
0 = 0 Password
ITI Cancel | Aeely ] Help |

1. #unique_76_Connect_42_Delivery (on page 136)

2. #unique_76_Connect_42_RetryCount (on page 136)
3. #unique_76_Connect_42_RetryInterval (on page 137)
4. #unique_76_Connect_42_Destination (on page 137)
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. #unique_76_Connect_42_ServerName (on page 137)
. #unique_76_Connect_42_Port (on page 138)
. #unique_76_Connect_42_UserName (on page 138)

0 N o O

. #unique_76_Connect_42_KeepConnectOpen (on page 139)
9. #unique_76_Connect_42_Alarm (on page 136)

10. #unique_76_Connect_42_FailuresBefAlarm (on page 136)

11. #unique_76_Connect_42_FileHand (on page 137)

12. #unique_76_Connect_42_EnableAudit (on page 137)

13. #unique_76_Connect_42_Timeout (on page 138)

14. #unique_76_Connect_42_ConnectTimeout (on page 138)

15. #unique_76_Connect_42_Password (on page 138)

Para- | Value

meter

De- | The type of delivery object. Options are:

livery

Type
NETWORK Mapped network deliveries.
FTP FTP deliveries (default-selected in this option).
HTTP HTTP deliveries.

Alarm | CIMPLICITY Alarm that will be triggered if a delivery has failed the number of times spec-
ified in the Delivery Failure Count parameter. Note: A default alarm of SDOCUMENT_-
DELIVERY has been provided, but a custom alarm can be used.

Retry | Number of times the delivery object will try to resend an output document before it gives
Count | up and flushes the file.

Up Range 0 through 999 or infinite.
(on

page
135)

Fail- | The number of times the delivery object needs to fail in order to generate the alarm.
ures
Be-

fore

Alarm
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Range 0 through 1000 failures.

Note: A value of 0 means no alarm will be generated.

Retry | Time in seconds to wait before a retry will be attempted.
Inter-
val
Range 1 through 1000 seconds
File | Determines how to handle the delivery when a remote file of the same name as the one to
Han- | be delivered is encountered. Options are:
dling
OVERWRITE Overwrites the existing file.
Up APPEND Attempts to append the current file to the end of the
(on existing file.
page
135)
FAIL ON EXISTING Fails if the remote file exists.
Des- | Name of the directory on the remote machine to which the file will be copied. The para-
tina- | meter must show the path from the root directory.
tion
Character limit 100 characters.
The Destination field supports forward slashes (UNIX).
En- When set to YES enables, auditing for this delivery object.
able
Audit
YES Enables audit.
NO There will be no audit.
Serv- | The FTP server name, or IP Address. The FTP prefix is not required or accepted.
er
Name
IP Ad-

dress
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Time- | Time out period used during communications.
out

Up Range 100 to 600,000 ms (100 ms to 10 minutes).
(on

page
135)

Port | The port number to be used. Tip: If you do not know the port number, enter 0 and the Doc-
ument Delivery process will attempt to determine the correct port number.

Con- | Time out period used during the connection process.
nec-
tion
Time-

out

Range 100 to 600,000 ms (100 ms to 10 minutes).

User |Name of the user to log in. Note: If empty, the user name is anonymous.
Name

Maximum length 20 characters.

Pass- | Opens a Change Password dialog box in which you can enter a password that will be re-
word | quired for log in.

Change Password

0id Pazswoed Iix-xl-'cx
Mew Paszvord Im—
Confirm Passwond I—

[ ok | concel | Hep |

Password length Up to 127 characters.
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[ Note:

J

> There is no password on initialization.

o If you forget an existing password is forgotten, you will have to delete the delivery
object and recreate it.

o HTTP (on page 142) can also have passwords.

Keep |Options are:
Con-
nec-
tion
Open
YES Delivery object will attempt to keep the FTP Connection open.
NO Delivery object will close the FTP Connection on completion of the

delivery.

Option 5.3. HTTP Delivery Object

1. Enter a name for the network delivery object in the New Document Delivery dialog box.

Mew Document Delivery

Dreliveny Mame: IHTTF'

Cancel

x|
_ Concel |

2. Click OK.

A Delivery Properties dialog box opens for the named delivery object.

3. Select HTTP in the Delivery Type drop-down list.

Parameters for the HTTP delivery type are as follows.
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rjrh\rr‘ry Properties - HTTP

Properties |

Dekvery Type HTTP =| Alam [HTTP_DELIVERY

Fetry Count INFIMITE -I Faikses Before Alam |1

]

Rty Interval [(o FieHanding | OVERWRITE

Destination DESTINATIONASP  Ensble Audit [nO

]

[

Server Name /IP Addiesz  [SERVERH Timeout {1000

Port

0 Connection Timeout {1000

Lizer Name User Hame Change Password |

F.eep Connection 0 pen MO =| Http Command [p-ng'r

=

ITI Cancel | £nply I

Help

0 N o b WN =

S U W |
o oA WOWN =2 O vV

. #unique_77_Connect_42_Delivery (on page 140)

. #unique_77_Connect_42_Alarm (on page 141)

. #unique_77_Connect_42_RetryCount (on page 141)

. #unique_77_Connect_42_Retrylnterval (on page 141)

. #unique_77_Connect_42_Destination (on page 141)

. #unique_77_Connect_42_ServerName (on page 142)

. #unique_77_Connect_42_Port (on page 142)

. #unique_77_Connect_42_UserName (on page 142)

. #unique_77_Connect_42_KeepConnectOpen (on page 143)
. #unique_77_Connect_42_FailuresBefAlarm (on page 141)
. #unique_77_Connect_42_FileHand (on page 141)

. #unique_77_Connect_42_EnableAudit (on page 142)

. #unique_77_Connect_42_Timeout (on page 142)

. #unique_77_Connect_42_HttpCommand (on page 143)

. #unique_77_Connect_42_ConnectTimeout (on page 142)
. #unique_77_Connect_42_Password (on page 142)

Para-
meter

Value

De-
livery

Type

The type of delivery object. Options are:

NETWORK Mapped network deliveries.

FTP FTP deliveries (default-selected in this option).
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HTTP HTTP deliveries.

Alarm | CIMPLICITY Alarm that will be triggered if a delivery has failed the number of times spec-
ified in the Delivery Failure Count parameter. Note: A default alarm of SDOCUMENT_-
DELIVERY has been provided, but a custom alarm can be used.

Retry | Number of times the delivery object will try to resend an output document before it gives

Count | up and flushes the file.

Range 0 through 999 or infinite.

Fail- | The number of times the delivery object needs to fail in order to generate the alarm.

ures

Be-

fore

Alarm
Range 0 through 1000 failures.

Up Note: A value of 0 means no alarm will be generated.

(on

page

139)

Retry | Time in seconds to wait before a retry will be attempted.

Inter-

val
Range 1 through 1000 seconds

File |Determines how to handle the delivery when a remote file of the same name as the one to

Han- |be delivered is encountered. Options are:

dling
OVERWRITE Overwrites the existing file.
FAIL ON EXISTING Fails if the remote file exists.

Des- | The name of the directory or page on the remote machine to which the file will be copied.

tina-

tion

Up The Destination field supports forward slashes.

(on
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page
139)

En- When set to YES enables, auditing for this delivery object.
able
Audit

YES Enables audit.

NO There will be no audit.

Serv- | The HTTP server name. The HTTP prefix is not required or accepted.
er

Name
IP Ad-
dress

Character limit 100 characters

Time- | Time out period used during communications.
out

Range 100 to 600,000 ms (100 ms to 10 minutes).

Port | The port number to be used. Tip: If you do not know the port number, enter 0 and the Doc-
ument Delivery process will attempt to determine the correct port number.

Con- | Time out period used during the connection process.
nec-
tion
Time-
out

Up Range 100 to 600,000 ms (100 ms to 10 minutes).
(on

page
139)

User | Name of the user to log in. Note: If empty, the user name is anonymous.
Name

Maximum length 20 characters.

Pass- | Opens a Change Password dialog box in which you can enter a password that will be re-
word | quired for log in.




Change Password

0id Passwoed I xxxxxxx
Mew Pazsward I xxxxxxx N
Conifinm Password

o ]

Earmll
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Password length

Up to 127 characters.

Up S
"4 Note:
v (e )
page
139) o There is no password on initialization.
o If you forget an existing password is forgotten, you will have to delete the delivery
object and recreate it.

Keep |Options are:
Con-
nec-
tion
Open

YES Delivery object will attempt to keep the HTTP Connection open.

NO Delivery object will close the HTTP Connection on completion of the deliv-

ery.

Http | Options are:
Com-
mand

PUT Puts a file to a directory.

POST Posts afile to a page.

Change Password Dialog Box

You can change the password for the following two delivery types:

- FTP
« HTTP
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Configure the Document Delivery Viewer Object

Configure the Document Delivery Viewer Object

Document Delivery Viewer object is an ActiveX object that a user can use to:

- View the status of one or more delivery objects during runtime

- Delete one or more unsent output documents.

You can place and configure the on a CimEdit/CimView screen.

Note:
Multiple Document Delivery Viewer objects can be used to allow the user to view the status of
more than one configured delivery objects.

Steps to configure the object are as follows.

Step Description
Step 1 Place the Document Delivery Viewer Object on a CimEdit screen.
(on page
144)

Step 2 Open the CIMPLICITY Document Delivery Viewer Properties dialog box.

(on page
147)

Step 3 Configure the Document Delivery Object configuration.

(on page
148)

Step 4 Configure the Document Delivery Object text.
(on page
151)

Step 5 Configure the Document Delivery Object appearance.

(on page
154)

Step 1. Place the Document Delivery Viewer Object on a CimEdit Screen
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1. Open a new CimEdit screen.
2. Do one of the following

Method 1

Click the OLE button H on the CimEdit toolbar.

Method 2

a. Click Tools on the CimEdit toolbar.
b. Select OLE object.

i CinEdit 1 - CimEdit

Fle Edt Wew Fomat Tooks Frame Help
DE®E| » = § R Resize
CLEYY | 1 Reshage
& Rrotate
M Tab Order
= Line

< Polyline
(X Polygon
[ Rectangle
- Arg

< Elipse
Aa Text String
Al Text Button e
OLE OLE Object

' Clags Object

B8 show Object Explorer...

O = - —

An OLE bracket displays on the CimEdit screen.

3. Position the bracket where you want the object's top left corner to be placed.
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£, CimEdit1* - CimEdit

Bile Edit Yiew Format Tools Frame
DEHE| ¥ D@ v |
=Y

4. Click the left-mouse button.

The Insert Object dialog box opens.

5. Double-click CIMPLICITY Document Delivery Viewer.

Insert Object

x|
ActiveX | Object | From file |

Pl 2ppS harell
g CCirnpGrid Class
48l CIMPLICITY Document Delivery Viewer

N iewer Editor Control
B CIMPLICITY Historical Alarmn Viewer

L L

&R CIMPLICITY Recipe Control
] CIMPLICITY SPC Control
=] CIMPLICITY Trend Control -|
q | | »
[ ok | Cancel | Hew |

The Document Delivery ActiveX object is placed on the screen.



&, CimEdit1* - CimEdit =10] x|
File Edit Yiew Formst Tools Frame Help

Ak EEBN - ZTEDO - O a4l
B R @
L

Delivery Object |
Status: Delivery

Percent Complete: <Percent File Sent>
Destination File:  <Destination File Namr
Failed Aftempts:  <d#=

Alarm after %1 Falled Aftempts

Retries to Attempt.  <hax Retries>
Lnsent Output Documents

LUnsent_Docurment_1 =
Unsent_Document_2 tt=

= T

|For Help, press F1 v
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Step 2. Open the CIMPLICITY Document Delivery Viewer Properties Dialog

Box

Do one of the following.

Method 1

1. Right-click the Document Delivery object.

2. Select CIMPLICITY Document Delivery Viewer Object>Properties from the Popup menus.

£, CimEdit1* - CimEdit =101 x|
Flle Edt View Format Took Frame Help

AEEN - ZTEDO - O A alue®

. B Copy
Delivery Object B paste
Status: Delivery ¥ Meny

Percent Complete: <Percent Fili Bl Eull Screen

Chrii

Chri

Failed Attermpts.  <#= Point View
Alarm after %1 Failed Attempts &) Point Control Panel
Retries to Atternpt. <Max Retrie & QuickTrend

Destination File:  <Destinalion cpvpy IcTTY Document Delvery Viewer ¢ » Edit
Qih_'&mﬁes...
corvert...

LInsent Output Documents
Unsent_Document_1 bit> Help
% properties
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Method 2

3. Click Edit on the CimEdit menu bar.
4. Select CIMPLICITY Document Delivery Viewer Object>Properties from the Edit menus.

&, CimEdit1* - CimEdit =10] x|
File: | Edt View Format Tools Frame Help
* w7 Undo Chrl+2Z, Ak+Backspace -
- @ Aedo Crl+Y, Alt+shift+Backenare -
— & cut e+
B3 Copy Clri+c
|
B paste Crl+y
Deleke um el
Sedect [
Links..,

CIMPLICITY Document Delivery Viewer Object P
E] Point Yiew
ﬁ' Properties Ak+Enter
Trigger Smart Object

The CIMPLICITY Document Delivery Viewer Properties dialog box opens when you use either method.

CIMPLICITY Document Delivery Yiewer Properties EI

Delrveny Obgect : | =]
Lipdate Interval | 00000100

Unesponsive After: || 00H0T:00

Fhoth Porrissions: | =
Aoy Flush - [+

ok | cowel | s | Hen |

Step 3. Configure the Document Delivery Object Configuration

The Configuration tab in the CIMPLICITY Document Delivery Viewer Properties dialog box contains the
ActiveX Parameters that control how the Document Delivery object operates in a CimView screen.
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Select the Configuration tab in the CIMPLICITY Document Delivery.

Configuration options are as follows.

]
Eﬂwmlrm | Appeacance |

Delveny Dbject - [pocFTe |

Update Interval - 000000100

Unresponsive After . [00t01:00

Flush Pemmissions - [OPER. SYSMGR [.]

Alloww Fhush - [

ok | cancel | Aok | Hew |

. #unique_82_Connect_42_Delivery (on page 149)
. #unique_82_Connect_42_Update (on page 149)

1
2
3. #unique_82_Connect_42_Unresponsive (on page 150)
4. #unique_82_Connect_42_Flush (on page 150)

5

. #unique_82_Connect_42_Allow (on page )

Op-

. Description
tion

De- | Delivery object that will be monitored
livery

ject

Up- |Interval at which the control will check if the Delivery Object has sent the control a status update.
date

Inter- ! Important:

val If this interval is set to a large number, the control might miss a status update.

Format: hh: mm ss. ttt



unique_82_Connect_42_Allow
unique_82_Connect_42_Allow
unique_82_Connect_42_Allow
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Op- -
. Description
tion
Unre- | Maximum amount of time between status updates from the delivery object that the control will
spon-| consider the delivery object responsive. If the specified amount of time passes between status
sive |updates, the control will enter the Unresponsive state.
After
Flush | Roles that are allowed to flush files from the delivery object when the control is running.
Per-
mis Format: Comma-delimited string.
sions

N

Opens the Configure Flush Permissions dialog box.

Note:
Configured roles in this dialog box are automatically added to the Flush Permissions list

when you click OK to close the box.

: Configure Flush Permissions =]k
Fiole Configuration
Bwaiable Roks Configuied Roles
USER : OFER
[#8> | |5vomen
¢- Remove
ok, Cancel Help
Role Types Description
Available Roles Roles that are available, but not given permis-
sion to flush unsent files.
Configured Roles Roles that have permission to flush unsent
files.
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Op- -
. Description
tion
Al- Action Description
low
Flush Add Adds selected roles to the configured roles
list.
Remove Removes selected roles from the configured
roles list.
Checked Enables users with configured roles to flush
unsent files.
Unchecked Disables flushing capability.
- ™
Note:
Options on the Configuration tab are writable in CimEdit; they are read-only in CimView.
- J

Step 4. Configure the Document Delivery Object Text

All of the text displayed in the ActiveX Object may be configured to use a different font, size, height, style,

character set, and color. Also, the ambient font of the system can be chosen to be used.

Select the Text tab in the CIMPLICITY Document Delivery Viewer Properties dialog box.

Configuration in the Text tab columns are as follows.

CIMPLICITY Document Delivery Viewer Properties

Configwation Test | Appearancs |

Text

Use Ambient | Font

Size

Help
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1. #unique_83_Connect_42_Text (on page 152)

2. #unique_83_Connect_42_UseAmbient (on page 153)
3. #unique_83_Connect_42_FontSize (on page 153)

4. #unique_83_Connect_42_Color (on page 154)

Text

1. Click the New button EI on the Text tab toolbar.

A New Text Type dialog box opens.

2. Select a text type that is not on the list.

=10l ]
Test Type: IDeIivery Object Label j
Cancel |
Help |
3. Click OK.

Result: The selected text object is added to the list.

You can configure the following text that displays during runtime.

. Delivery Object NETWORK ©

.2 Status: Flushing Files "
3 Percent Complete: 0% 12
4 Destination File: DocDel.txt 13
5_Failed Attempts: 75 14
6 Alarm after 2 Failed Attempts

7_Retries to Attempt:  Infinite 15

| Large Document




Delivery object label

Status label

Percent Complete label

Destination File Label

Failed attempts label

Alarm message

Retries label

List header

Queued file name

10

Delivery object value

11

Status value

12

Percent complete val-
ue

13

Destination file value

14

Failed attempts value

15

Retries value

Use Ambient

Networking | 5 - Document Delivery | 153

Checked

Uses the ambient properties defined at the CimEdit screen level.

Clear

tion.

Enables the color palette and other text properties for custom configura-

Font/Size

4. Select a line on the Text tab.

5. Do one of the following.

Method 1

Click the Font button El on the Text tab toolbar.

Method 2
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Double-click the selected line.

The Font dialog box opens when you use either method.

Font 2
Font: Fort shle: [
[Regula
ILalic
() Asial Haimow —J |Boid

Hp Asial Rlounded MT Bolk Biold Iakc
T Asiad Uricode MS

TP Batang
" BatangChe d

~ Sample

AaBbYyIz

Senpt

['w"e:te-m EI
This iz an OpanTppe font. Thas same font wall be used on botih pour
prinber and pour screen.

Each row in the grid represents a text type that can be displayed in the ActiveX object. The

following diagram shows the possible text types that can be configured in the grid.
Color

You can change the color of the selected text, if you have not checked Use Ambient.

6. Double-click the Color field for the selected text line.

A color palette displays.

7. Click the color for the text.

The color displays in the Color field and will be the color for the selected text.
Step 5. Configure the Document Delivery Object Appearance

You can configure non-text appearance properties on the Document Delivery object on the Appearance
tab in the CIMPLICITY Document Delivery Viewer Properties dialog box.

Configuration options are as follows.
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CIMPLICITY Document Delivery Viewer Properties El

Configuation | Text  Appeaance |

Backgound color: [T 231,227,231 =]
File List color: [ whincon =l
Displayed staus: | Retriewing File |

[ ok ] cancel | ook | Heo |

1. #unique_84_Connect_42_i1 (on page 155)
2. #unique_84_Connect_42_i2 (on page 155)
3. #unique_84_Connect_42_i3 (on page 155)

Sec- . _—
. Option Description
tion

1 Back- | Background color of the ActiveX object.

ground
color
2 File Color of the unsent document list displayed by the ActiveX object when there are unsent
List documents currently in the delivery object.
color

3 Dis- Status that is currently displayed in the ActiveX object. This property:
played

Status « Is only editable from a CimEdit screen since the displayed status in a CimView

screen is determined by the status of the ActiveX object.
- Can be used to change the status of the ActiveX object to one where the text type
being configured is visible, since some text types are not visible while different sta-

tuses are displayed.

Up (on page 154)
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‘{.,_ DocDelivery.cim® - CimEdit .-J.ulﬁl

Fi= Edit ‘View Format Tools Frame Help
DEE L RB -~ &2 0
" g

Dalivery Objact  FTP
Status: Reftrieving File 3
Percent Complete:

Destination File:  <Destination File Names>
Failed Aftampts:  <#>
Alarm after %1 Failed Attempts 1

Retries to Alempt: <Max Relress

Ungent Output Documents
<Unsent_Dooument_1.bd>
<Unsent_Document_2 ba>
2
o
-
|For Help, press Fl 5

1. #unique_84_Connect_42_i1 (on page 155)
2. #unique_84_Connect_42_i2 (on page 155)
3. #unique_84_Connect_42_i3 (on page 155)

Monitor the Delivery Object Runtime Status

There are several different possible views for the ActiveX component based on the status of the delivery
object.

» Nonexistent Delivery Object
« In Configuration

« Waiting for Document

* In Delivery

* Retrieving File

 Appending File

« Waiting for Retry

« Flushing Files

* Unresponsive
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Nonexistent Delivery Object

Delivery Object NETWORK

Status: Honexistent

Status Description

Nonexis- | The delivery object specified by the delivery name parameter for the ActiveX component
tent cannot be found

In Configuration

Delivery Object NETWORK

Status:

In Configuration

Status Description

In Configura- | The delivery is currently being configured, either on initialization or by dynamic configu-

tion ration

Waiting for Document

Delivery Object NETWORK

Status: Waiting For Document

Status Description
Waiting for Docu- The specified delivery object is waiting for an output document to
ment send.
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In Delivery

Status Description

In Delivery | The specified delivery object is attempting a delivery for the first

time.

Delivery Object NETWORK

Status: Delivery
Percent Complete: 10%
Destination File: Goliath.txt

Failed Attempts: 0
Alarm after 6 Failed Attempts
Retries to Attempt:  Infinite

Unsent Output Documents
|LargeDocument

. #unique_85_Connect_42_DeliveryObject (on page 158)
. #unique_85_Connect_42_Status (on page 158)

. #unique_85_Connect_42_PercentComp (on page 158)
. #unique_85_Connect_42_DestinationFile (on page 159)
. #unique_85_Connect_42_Failed (on page 7159)

. #unique_85_Connect_42_AlarmAfter (on page 159)

N oo g b~ 0N =

. #unique_85_Connect_42_Retries (on page 159)

Parameter Description

Delivery Ob- | Name of the delivery object being monitored.

Complete for appending.

ject
Status Status of the delivery object being monitored, as listed on this page.
Percent Percentage complete of the current delivery. Note: This does not include retrieving files
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Parameter Description

Destination | Name of the remote file in delivery.
File

Failed At- Number of failed attempts for the current output document.

tempts

Alarm after | Number of failed attempts that need to happen before an alarm is sent to the alarm man-
Failed At- ager.
tempts

Retries to at- [ Number of times that a failed delivery will be retried before the delivery object will give up

tempt and flush the file.

Unsent Out- | List of all the unsent documents that this delivery object still needs to process. Note: The
put Docu- name of the output document does not need to be the same as the Destination Filename.

ments

Retrieving File

Delivery Object NETWORK

Status: Retrieving File
Percent Complete:  100%
Destination File: Goliath.txt

Failed Attempts: 0
Alarm after 6 Failed Attempts
Retries to Attempt:  Infinite

|Unsent Output Documents
LargeDocument

——eeee_,

1. #unique_85_Connect_42_DeliveryObject (on page 158)
2. #unique_85_Connect_42_Status (on page 158)

3. #unique_85_Connect_42_PercentComp (on page 158)

4. #unique_85_Connect_42_DestinationFile (on page 159)
5. #unique_85_Connect_42_Failed (on page 159)

6. #unique_85_Connect_42_AlarmAfter (on page 759)

7. #unique_85_Connect_42_Retries (on page 159)
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Status Description

Retriev- | The file is being retrieved. If the file being delivered must be appended to an existing file, the
ing File |existing file must first be retrieved from the destination.

Appending File

Delivery Object NETWORK
Status: Appending File
Percent Complete:  100%
Destination File: Goliath.txt
Failed Attempts: 0

Alarm after 6 Failed Attempts

Retries to Attempt:  Infinite

Unsent Output Documents
|LargeDocument

. #unique_85_Connect_42_DeliveryObject (on page 158)
. #unique_85_Connect_42_Status (on page 158)

. #unique_85_Connect_42_PercentComp (on page 7158)
. #unique_85_Connect_42_DestinationFile (on page 159)
. #unique_85_Connect_42_Failed (on page 159)

. #unique_85_Connect_42_AlarmAfter (on page 159)

N o g b 0N -

. #unique_85_Connect_42_Retries (on page 159)

Status Description

Append- |File is being appended. The file being delivered must be appended to an existing file, after the
ing File |file being appended is retrieved from the destination




Waiting

for Retry

Delivery Object NE

Status:

Percent Complete:
Destination File:
Failed Attempts:
Alarm after 2 Failed Attempts
Retries to Attempt:

0%
Goliath.txt
1

Infinite

RK

|Unsent Output Documents

LargeDocument

m—

#unique_85_Connect_42_PercentComp (on page 158)

#unique_85_Connect_42_Status (on page 158)

#unique_85_Connect_42_DestinationFile (on page 159)

#unique_85_Connect_42_AlarmAfter (on page 159)

#unique_85_Connect_42_Retries (on page 159)

1.
2.
3.
4. #unique_85_Connect_42_Failed (on page 159)
5.
6.
7.

#unique_85_Connect_42_DeliveryObject (on page 7158)
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Status

Description

Wait-
ing For
Retry

Delivery object is waiting for the retry interval time to elapse in order to retry the delivery. Note:

All of the text in the ActiveX status object is customizable. There are two different entries that

are applicable.

« Waiting For Retry Status Before Alarm

- Waiting For Retry Status After Alarm.

The color of the status text is based on these two entries and whether or not the alarm has

been set.
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Flushing Files
Delivery Object NETWORK

Status: Iing Files

Percent Complete: D%
Destination File:

Failed Attempts: 75
Alarm after 2 Failed Attempts
Retries to Attempt:  Infinite

|Unsent Output Documents

LargeDocument

. #unique_85_Connect_42_Retries (on page 159)

. #unique_85_Connect_42_AlarmAfter (on page 159)

. #unique_85_Connect_42_Failed (on page 7159)

. #unique_85_Connect_42_DestinationFile (on page 159)
. #unique_85_Connect_42_PercentComp (on page 7158)
. #unique_85_Connect_42_Status (on page 158)

N o g b 0N =

. #unique_85_Connect_42_DeliveryObject (on page 158)

Status Description

Flushing Files | Delivery Object is flushing unsent
files.

Unresponsive

Delivery Object NETWORK

-

P i g —

Status Description
Unre- ActiveX control successfully connected to the delivery object but does not receive a status
sponsive |update in a configured time period.
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Technical Notes

Document Delivery Technical Notes

« Document Format Rules: Version 101.

» Document Delivery Version 101 XML tags: HTTP or Network.
« Document Delivery Version 101 XML Tags: FTP.

» Document Delivery overview examples.

» Document Delivery Sample Script: Version 101.

» Document Delivery legacy versions.

Output Document Format Rules: Version 101

The output document is created by scripting within the CIMPLICITY environment.

The order is: Version Number; NULL Character; Header; NULL Character; Carriage Return and Line Feed;

Content
Document format rules

1. Unique Output Document Name

Each output document must have a unique name in the directory in which it is created. Each output
document is created in a specific directory. As a result, there will be instances where another
file already exists in the directory. Giving each output document a unique name will prevent the

overwriting of output documents.

2. Version Number (in header)

The first characters in the output document must be an ASCII representation of the version

number.

> The version number is currently 101.

Note:

If a change is made the version number will be incremented.

> The version number will be followed by a NULL character.
3. Header

The header:
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> Must immediately follow the version number and NULL character.
> Will be an XML data structure that contains the destination filename and extra commands
that may be required for:
= HTTP or network delivery.
= FTP delivery.
» The destination will be NULL terminated, followed by a carriage return and line feed.

4. Content

All content to deliver to the remote is located after the:
o Version number
o Destination file name (included in header)
o Separating carriage return

o Line feed

Note:

The version number and destination file name will be removed from the document before it

is sent to the remote location.

Document Delivery Rule Description
1
2
3 Header
|
4 Content

Document Delivery Version 101 XML tags: HTTP or Network

* XML Tags: HTTP or Network
» Examples: HTTP or Network

XML Tags: HTTP or Network

XML Tag |Description

<Header> | The main wrapper tag for the XML style header. There are no attributes for this tag




<Destina- | Contains the remote destination filename. There are two attributes for all systems for this
tionFile- |tag
name>
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Fi | e-| The remote destination filename to be delivered to.

name

Re- | Options are:

name

"Yes" | (Default) The rename feature can be used.

"No" | The rename feature cannot be used. Important: If this condition is found on an
APPEND type delivery, the delivery will fail; APPEND deliveries must be able to

rename.

Note: The FTP system has two additional attributes.

Examples: HTTP or Network

When there are no Pre and Post commands, it is not necessary to use the header tag.

These two examples work the same way.

1. No header

101 <Desti nationFil enane fil ename="renoteFil enane.txt" rename="yes"/>

Dat a

2. Header

101 <Header >

<Desti nati onFi | enane fil ename="renoteFil enane.txt" rename="yes"/>

</ Header >

Note:

Pre and Post commands are available to FTP delivery only.

If Pre and Post commands are used for Network or HTTP deliveries the:

o Header will be considered invalid.
o Qutput document will be flushed.

Document Delivery Version 101 XML Tags: FTP
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* XML Tags: FTP.
« FTP specific guidelines.

» Examples: FTP.

XML Tags: FTP

There is now a mechanism for doing small FTP commands before and after the actual delivery.

For instance, you might be required to manually change the directory before the delivery takes place, and

then change the directory back to the root when finished.

To accomplish this, the Pre and Post commands can be used.

XML | Description

Tag

<Head-| The main wrapper tag for the XML style header. There are no attributes for this tag

er>

<Des- | Contains the remote destination filename. There are four attributes for all systems for this tag:

tina-

tion- Fi | enane: The remote destin

File- « ation filename to be delivered to.

name> * Renane: Allows the file to be renamed during the delivery process. Options are: Yes and
No. " Yes": (Default) The rename feature can be used. " No" : The rename feature cannot
be used. Important: If this condition is found on an APPEND type delivery, the delivery
will fail; APPEND deliveries must be able to rename.

* KeepConnect i onOpen: Options are Yes and No. " Yes": An FTP connection will stay open.
"No": An FTP connection is not forced to stay open.

* overri deKeepConnect i onOpen: Options are Yes and No. " Yes": Enables ability to override
the open FTP connection so the connection can close. " No" : Does not allow an override
to the open FTP connection tag.

Pre- Wrapper for all Pre commands that are to be attempted before the delivery occurs. There are no
Com attributes for this tag.

mands

Pre- Holds one FTP command to take place before the delivery occurs. The raw FTP command is
Com written verbatim in the command attribute. There is one attribute for this tag. command: The com-
mand mand to be sent.
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Post- | Wrapper for all the Post commands that are to be attempted after the delivery is completed.
Com There are no attributes for this tag.

mands

Post- | Holds one FTP command to take place after the delivery is successfully completed. The raw
Com FTP command is written verbatim in the command attribute. There is one attribute for this tag.

mand command: The command to be sent.

( guide: )

FTP specific guidelines
- _/

* Multiple PreCommand and PostCommand tags may be used.

« The total size of the header including the version, null characters and Carriage Return Line Feed
cannot exceed 4096 bytes.

« Failures in the delivery process are treated as follows.

If the following Result

fails:

Pre commands Delivery and the post commands are not processed. Delivery is considered to be
failed.

Delivery Post commands are not processed. Delivery is considered to be failed.

Post commands Delivery is considered to be failed.

(L ™
Note:
If the actual delivery of the remote file succeeds and the commands fail, subsequent delivery
attempts will try to do only the pre and post commands since the delivery of the actual file has

already succeeded.
N /

« If Pre and Post commands are used for Network or HTTP deliveries, the header will be considered

invalid, and the output document will be flushed.

FTP Example: using Pre and Post commands

1. Simple file

101 <Header >

<Desti nationFi | ename fil ename="renoteFil enanme.txt"/>
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</ Header >

Dat a

2. Files using all tags

A

101 <Header >
<Pr eCormands>
<PreComand command="SI TE Stats"/>
</ PreCommands>
<Desti nationFi |l ename fil ename="renot eFi | enane. txt" rename="No"/>
<Post Commands>
<Post Cormand command="SI TE fil e=yes"/>
</ Post Conmands>

</ Header >

101 <Header >
<Pr eConmands>
<Pr eCommand command="CWD subdi rect ory"/>
</ PreCommands>
<Desti nationFi |l ename fil ename="Desti nationFil enane.txt" rename="yes"/>
<Post Commands>
<Post Conmand command=" CDUP"/ >
</ Post Commands>
</ Header >

Data to be sent.

FTP Example: Using Connection Open commands

This example will force the connection to close after the delivery has been completed.

<Dest i nati onFi | enane
fil ename="FTP_O _Renot eFi | enane230. t xt "
rename="Yes"
overri deKeepConnect i onOpen="YES"

keepConnect i onCpen="No"/ >

Document Delivery Overview Examples
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The following two simple examples demonstrate how a file is delivered using the overwrite and append

methods.

« Overwrite delivery method.
 Append delivery method.

Overwrite Delivery Method

« Delivery Object: FTPobj
» Method: Overwrite any existing files

« Delivery filename: FinalDestinationFileName.txt

The content of the file to be delivered is as follows.

101 <Destinati onFi |l ename nane="Fi nal Desti nati onFi | eNane. txt"/>

Data

1. This file is saved as OutputDocument1.
2. OutputDocument1 is copied to the \ Proj ect \ Docunent Del i ver y\ FTPobj directory.
3. The directory scanner:

a. Finds OutputDocument1.

b. Adds the name of this file to a preliminary list.

c. Goes back to scanning.
4. FTPobj:

a. Monitors the preliminary list

b. (When a file appears) creates a file, OutputDocument1, in the \ Pr oj ect

\ Docunent Del i ver y\ FTPobj \ Wor k directory.

OutputDocument1 is the original file with the header stripped out.

The content of the file is Data

a. Checks the remote location to see if the file FinalDestinationFileName.txt exists in the
configured remote directory.

b. Delivers the existing OutputDocument1 document
From the \ Pr oj ect Docunment Del i ver y\ FTPobj \ Wor k directory

To the remote file DDTEMP_FinalDestinationFileName.txt.

5. If FinalDestinationFileName.txt is found on the remote system, that file is deleted.
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6. DDTEMP_FinalDestinationFileName.txt is renamed to FinalDestinationFileName.txt.

7. The delivery is complete.

Append Delivery Method

Delivery Object [ FTPobj

Method Append existing files
Delivery file- FinalDestinationFileName.txt
name

The content of the file is as follows.

101 <Destinati onFi | ename nane="Fi nal Desti nati onFi | eNane. t xt”/>

Data

8. This file is saved as OutputDocument2.
9. OutputDocument2 is copied to the \ Pr oj ect \ Docunent Del i ver y\ FTPobj directory.
10. The directory scanner:
a. Finds OutputDocument2.
b. Adds the name of this file to a preliminary list.
c. Goes back to scanning.
11. FTPobj:
a. Monitors the preliminary list.
b. (When a file appears) creates a file, OutputDocument2, in the \ Pr oj ect
\ Docunent Del i ver y\ FTPobj \ Wr k directory.

OutputDocument2 is the original file with the header stripped out.

The content of the file is More Data.

a. Checks the remote location to see if the file FinalDestinationFileName.txt exists in the
configured remote directory.

b. Finds the file that was just delivered using the Overwrite (on page 169) method.

c. Retrieves the remote FinalDestinationFileName.txt from the remote system.

d. Copies the remote file to a file DDTEMP_FinalDestinationFileName.txt in the \ Pr oj ect
\ Docunent Del i ver y\ FTPobj \ Wor k directory.

e. (Inthe\ Proj ect\ Docunent Del i ver y\ FTPobj \ Wor k directory) copies the contents of
OutputDocument2 to the end of the DDTEMP_FinalDestinationFileName.txt file.
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The content of the file is Data More Data.

a. Delivers the DDTEMP_FinalDestinationFileName.txt file
From the \ Pr oj ect Docunment Del i ver y\ FTPobj \ Wor k directory

To the remote file DDTEMP_FinalDestinationFileName.txt.

12. The current FinalDestinationFileName.txt file on the remote machine is deleted.
13. DDTEMP_FinalDestinationFileName.txt is renamed to FinalDestinationFileName.txt.

14. he delivery is complete.

Document Delivery Sample Script: Version 101

Note:

The header in this sample script is the minimum required and can be used for all delivery types.

Const NULLCHARACTER = Chr $(0)

Const CRLF = Chr$(13) + Chr$(10)
Const QUOTE = Chr $(34)

Const DOCUMENTDELI VERYVERSI ON = " 101"

Sub OnMouseUp(x As Long, y As Long, flags As Long)

'Set up the destination file name.

'Format Bottlingyyyymmdd.txt

Di m desti nati onFi | eName as string

destinationFileName = "Bottling"

DimcurrentDate As Date

currentDate = Date

destinationFil eName = destinationFileName + format( currentDate, "yyyy" )
destinationFil eName = destinationFileName + format( currentDate, "mi )
destinationFil eName = destinationFileName + fornmat( currentDate, "dd" )

destinationFil eName = destinationFileName + ".txt"

'Set up the required Document Delivery Header

di m Docunent Del i ver yHeader as string
Docunent Del i ver yHeader = DOCUMENTDELI VERYVERSI ON

Docunent Del i ver yHeader = Docunent Del i ver yHeader + NULLCHARACTER
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‘Now set up the XML Header

Docunent Del i ver yHeader
Docunent Del i ver yHeader
Docunent Del i ver yHeader
Docunent Del i ver yHeader
Docurent Del i ver yHeader

Docunent Del i ver yHeader

Docunent Del i ver Header

Docunent Del i ver Header

Docunent Del i ver Header

Docunent Del i ver Header

Docunent Del i ver Header

" <Header >"

"<Desti nationFil ename fil ename="
QUOTE + destinationFil eNane + QUOTE
s

" </ Header >"

Docunent Del i ver yHeader + NULLCHARACTER + CRLF

'Start the content string

Di m docunent Content as string

‘Total Bottles

Dimtotal Bottles As New poi nt

total Bottles.ld = "\\NORTH1\ TOTALBOTTLES"

total Bottles. Get

docunent Content = "Tot al

docunent Cont ent = docunent Content + CRLF

'‘Bottles Failed

Di m bottl esFai |l ed As New poi nt

bottl esFailed.ld = "\\ NORTH1\ BOTTLESFAI LED"

bottl esFail ed. Get

docunent Cont ent = docunent Cont ent

docunent Cont ent = docunent Content + CRLF

'Gripper Errors

Dim gripperErrors As New poi nt

gripperErrors.ld = "\\ NORTH1\ GRI PPERERRORS"

gri pperErrors. Get

docunent Cont ent = docunent Cont ent

docunent Cont ent = docunent Content + CRLF

'‘Gate Open Errors

Di m gat eCpenErrors As New poi nt

gateQpenErrors. |1 d = "\\ NORTH1\ GATEOPENERRORS"

gat eOpenErrors. CGet

Bottles = " + cstr( totalBottles.Value )

+ "Bottles Failed = " + cstr( bottlesFail ed. Val ue )

+ "Gripper Errors =" + cstr( gripperErrors. Val ue )
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docunent Cont ent = docunent Content + "Gate Open Errors = " + cstr( gateQpenErrors. Val ue )

docunent Cont ent = docunent Content + CRLF

‘No Box Errors

Di m noBoxErrors As New poi nt

noBoxErrors.ld = "\\ NORTH1\ NOBOXERRORS"

noBoxErrors. Get

docunent Cont ent = docunent Content + "No Box Errors = " + cstr( noBoxErrors. Val ue )

docunent Cont ent = docunent Content + CRLF

'‘Boxes Processed

Di m boxesProcessed As New poi nt
boxesProcessed. | d = "\\ NORTH1\ BOXESPROCESSED"
boxesProcessed. Get

docunent Cont ent = docunent Content + "Boxes Processed = " + cstr( boxesProcessed. Val ue )

docunent Cont ent = docunent Content + CRLF

'A unique Filename is required for Document Delivery

di m out put Docurent as string

out put Docunent = " MyDel i very"

Di m uni quel ndex As New Poi nt

uni quel ndex. I d = "\\ NORTH1\ MYDELI| VERY!I NDEX"
uni quel ndex. Get

out put Docunent = out put Docunment + cstr (uni quel ndex. val ue)

‘Increment the index for the next usage

uni quel ndex. val ue = uni quel ndex. val ue + 1

uni quel ndex. set

‘Write to a temporary file

Di m t enporaryFi |l ename As String

tenporaryFil enanme = "c:\" + out put Docunent

Qpen tenporaryFil enane For Qutput Access Wite Lock Read Wite As #1
Print #1, DocunentDeliveryHeader

Print #1, docunent Content

Close #1
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‘Copy the file to the correct directory

Dimroot As String

root = Environ( "SI TE_ROOT" )

Dim final Destination As String

final Destination = root + "\DocunentDelivery\MDelivery\" + outputDocunent

Fi | eCopy tenporaryFil enane, final Destination

'Delete the temporary file

Ki Il tenporaryFilenanme

End Sub

Document Delivery Legacy Versions

Document Delivery Legacy Versions

 Output Document Format: Version 100.

« Document Delivery sample script: Version 100.

Output Document Format Rules: Version 100

@ CAUTION:

Version 100 is still supported for systems in which it is implemented. Use version 101 to develop

any new systems.

Rules for Version 100 are as follows.

Docu-
ment De- Description

livery Rule

1| Unique | Each output document must have a unique name in the directory in which it is created.
Output | Each output document is created in a specific directory. As a result, there will be instances
Docu- |where another file already exists in the directory. Giving each output document a unique
ment name will prevent the overwriting of output documents.

Name

2 | Version | The first characters in the output document must be an ASCII representation of the version

Num- number. The initial version number will be 100 until a change is made that will make it nec-
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Docu-
ment De- Description

livery Rule
ber (in | essary to increment the version number. The version number will be followed by a NULL
header) | character.

3 |Des- The destination file name must immediately follow the version number and NULL character.
tina- This will be the name of the file actually created or appended to at the remote location. This
tion File | destination will be NULL terminated, followed by a carriage return and line feed.

Name
4| Content | All content to deliver to the remote is located after the:

- Version number,

« Destination file name,

- Separating carriage return and
* Line feed.

Note: The version number and destination filename will be removed from the document be-

fore it is sent to the remote location.

Document Delivery Sample Script: Version 100

Note:

The header in this sample script is the minimum required and can be used for all delivery types.

Const NULLCHARACTER = Chr $(0)

Const CRLF = Chr$(13) + Chr$(10)

Const DOCUMENTDELI VERYVERSI ON = " 100"

Sub OnMbuseUp(x As Long, y As Long, flags As Long)

‘Set up the destination file name.

'Format Bottlingyyyymmdd.ixt

Di m desti nati onFi | eName as string

destinationFil eName = "Bottling"

DimcurrentDate As Date

currentDate =

Dat e
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destinationFi |l eName = destinationFileName + format( currentDate, "yyyy" )
destinationFil eName = destinationFileName + format( currentDate, "mi )
destinationFil eName = destinationFileName + fornmat( currentDate, "dd" )

destinationFil eName = destinationFileName + ".txt"

'Set up the required Document Delivery Header

di m Docunent Del i ver yHeader as string
Docunent Del i ver yHeader = DOCUMENTDELI| VERYVERSI ON

Docunent Del i ver yHeader = Docunent Del i ver yHeader + NULLCHARACTER

Docunent Del i ver yHeader = Docunent Del i ver yHeader + desti nati onFi | eNane

Docunent Del i ver yHeader = Docunent Del i ver yHeader + NULLCHARACTER + CRLF

'Start the content string

Di m docunent Content as string

Total Bottles

Dimtotal Bottles As New poi nt

total Bottles.ld = "\\NORTH1\ TOTALBOTTLES"

total Bottl es. Get

docunent Content = "Total Bottles = " + cstr( total Bottles. Val ue )

docunent Cont ent = document Content + CRLF

'‘Bottles Failed

Di m bottl esFail ed As New poi nt

bottlesFailed.ld = "\\ NORTH1\ BOTTLESFAI LED"

bot t | esFai | ed. Get

docunent Cont ent = docunent Content + "Bottles Failed =" + cstr( bottlesFail ed. Val ue )

docunent Cont ent = document Content + CRLF

'Gripper Errors

Di m gripperErrors As New poi nt

gripperErrors.ld = "\\ NORTH1\ GRI PPERERRORS"

gripperErrors. Get

docunent Cont ent = docunent Content + "Gripper Errors =" + cstr( gripperErrors. Val ue )

docunent Cont ent = document Content + CRLF

'Gate Open Errors
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Di m gat eCpenErrors As New poi nt
gateQpenErrors. 1d = "\\ NORTHI\ GATEOPENERRORS"
gat eOpenErrors. CGet

docunent Cont ent = docunent Content + “"Gate Open Errors = " + cstr( gateQpenErrors. Val ue )

docunent Cont ent = docunent Content + CRLF

‘No Box Errors

Di m noBoxErrors As New poi nt

noBoxErrors.1d = "\\ NORTH1\ NOBOXERRORS"

noBoxErrors. Get

docunent Cont ent = docunent Content + “No Box Errors = " + cstr( noBoxErrors. Val ue )

docunent Cont ent = docunent Content + CRLF

'‘Boxes Processed

Di m boxesProcessed As New poi nt
boxesProcessed. | d = "\\ NORTH1\ BOXESPROCESSED"
boxesProcessed. Get

docunent Cont ent = docunent Content + "Boxes Processed = " + cstr( boxesProcessed. Val ue )

docunent Content = docunent Content + CRLF

'A unique Filename is required for Document Delivery

di m out put Docunent as string

out put Docunent = " MDel i very"

Di m uni quel ndex As New Poi nt

uni quel ndex. Id = "\\ NORTH1\ MYDEL| VERY!I NDEX"
uni quel ndex. Get

out put Docunent = out put Docunent + cstr (uni quel ndex. val ue)

'Increment the index for the next usage

uni quel ndex. val ue = uni quel ndex. val ue + 1

uni quel ndex. set

'Write to a temporary file

Di m t enporaryFi |l ename As String
tenmporaryFil enane = "c:\" + output Docunent
Qpen tenporaryFil enane For Qutput Access Wite Lock Read Wite As #1

Print #1, DocunentDeliveryHeader
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Print #1, docunent Content

Cl ose #1

‘Copy the file to the correct directory

Dimroot As String

root = Environ( "SI TE_ROOT" )

Di m final Destination As String

final Destination = root + “\DocunentDelivery\MDelivery\" + outputDocunent

Fi | eCopy tenporaryFil enane, final Destination

'Delete the temporary file

Kill tenporaryFil enane

End Sub



Chapter 6. Microsoft Remote Desktop and
CIMPLICITY

About Microsoft Remote Desktop and CIMPLICITY

When you set up a CIMPLICITY server as a Remote Desktop server, you can use the CIMPLICITY Web site
to make use of the Remote Desktop features.

Microsoft provides extensive documentation for Remote Desktops, both in Windows documentation and
at the Microsoft web site.

In that documentation, Remote Desktop is defined as follows:

« Microsoft Corporation provides licenses to run Remote Desktop on a Windows Remote Desktop
Server and a specified number of clients. Review Microsoft documentation for current details
about Remote Desktop licenses.

» GE Vernova provides licenses that enable Remote Desktop clients to work with CIMPLICITY
projects.

Remote Desktop Quick Setup Guide
Remote Desktop Quick Setup Guide

Steps for the CIMPLICITY Remote Desktop setup include:

Step Description

Step 1 Set up the Remote Desktop security.

(on page
180)

Step 2 Configure CIMPLICITY on the Remote Desktop serv-
(on page |er.
180)

Step 3 Use CIMPLICITY through a Remote Desktop session.

(on page
181)
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Note:

Remote Desktop has a 256-color limit.

Step 1. Configure Remote Desktop Security Levels

To ensure that Remote Desktop clients have the appropriate levels of control in the Remote Desktop
server, refer to your Microsoft documentation, as well as the documentation on CIMPLICITY users, to

organize the necessary privilege levels.
Step 2. Configure CIMPLICITY on the Remote Desktop Server

The Remote Desktop server must be installed on a CIMPLICITY server. Microsoft Remote Desktop
enables clients to work with all supported CIMPLICITY features for which a user has privileges, as

follows.

» Remote Desktop clients directly access the CIMPLICITY Remote Desktop server.

» Remote Desktop clients interact directly with the CIMPLICITY Remote Desktop server. The client
displays runtime data from the CIMPLICITY server and sends setpoint data to the CIMPLICITY
server database
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Step 3. Use CIMPLICITY through a Remote Desktop Session

Users who have the required licenses can work with CIMPLICITY through the Remote Desktop options.

CIMPLICITY can be used almost the same as if a user is sitting at the project's PC when any Remote
Desktop session is being used.

There are some guidelines, mainly to insure the proper implementation of project revisions if multiple
users are working with a project at the same time through Remote Desktop sessions.

Guidelines for CIMPLICITY Projects through Remote Desktop
A user can control any feature on the Remote Desktop server for which he or she has authorization.

Users can work with CIMPLICITY as if they are sitting at the Remote Desktop server.

1. You can have different CIMPLICITY Remote Desktop client sessions open simultaneously so you
can work concurrently on different projects in CIMPLICITY applications.

Example: If two clients display the Workbench on each desktop and one user closes the
Workbench, the second client desktop continues to display the Workbench.
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2. Any changes made to CIMPLICITY during all client sessions go directly into the CIMPLICITY
database.

3. All projects run in the global session on a CIMPLICITY Remote Desktop server-CIMPLICITY server.
Therefore, if several people are working on a project and one person stops it, the project stops for
all of them.

Two effects are:

a. If a client user with configuration privileges is involved in configuration, e.g. creating a
new point, the dynamic configuration is no longer running. The user will have to do a
configuration update in order to implement the changes.
b. Runtime applications for the project that shuts down will either:
> No longer display data if more than one project is running (so the router is still running) or
> Shut down if there was only one project running (and the router has stopped).
4. When the router stops on a CIMPLICITY Remote Desktop server-CIMPLICITY client, runtime
applications stop on the Remote Desktop server and for all CIMPLICITY Remote Desktop clients.

CIMPLICITY Projects through Remote Desktop Global
Parameters List

You can use the following global parameters with CIMPLICITY through Remote Desktop:

Global Parameter Use to:

GSM_TERMSERV_CACHE_SIZE |Limit the CimView cache when running on a terminal server.

TERMSERV_ALLOW_SETPOIN- | Allow or prohibit setting points from a Remote Desktop
TS client.

CIMPLICITY Features that Work with Remote Desktop

List: CIMPLICITY Features Supported with Remote Desktop

Feature Supported?
Action Calendar Yes
Alarm Management API Yes
Alarm Sound Manager No
Alarm Viewer Yes
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Feature Supported?

BCE (Basic Program Editor, Event Manger) Yes
BCEUI Yes
CimEdit/CimView Yes
CIMPLICITY Options Yes
CWServ Yes
Database Server (MSDE) Yes
DGR No
Machine Edition integration No
Login Panel Yes
Marquee Driver Yes
OPC Server (CIMPLICITY, not devcoms) Yes
Pager No
Point Control Panel Yes
Point Cross Reference Yes
Point Management API Yes
Process Control Yes
Recipes Yes.
Registration/Licensing Yes
Report Manager No
Server Redundancy No*
Show Users Yes
SPC Charts Yes
Status Log Yes
System Sentry Yes
Tracker (PRT User Interface, RCO Runtime User Inter- Yes
face)
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Feature Supported?

Workbench Yes

*Remote Desktop client failover is not supported; remote administration through Remote Desktop is
supported.

CIMPLICITY Device Communications that Work with Remote Desktop

The following device communications are supported with Remote Desktop.

Device Communications Data Collection Remote Con-
figuration
Allen Bradley Communications (RSLINX) | Y Y
Allen-Bradley DF-1 Y Y
Allen-Bradley RF-ID NA NA
CCM2 Y Y
DC Toolkit Y Y
DDE/DDE Client Y Y
FloPro/FloNet Ethernet N N
Genius N N
Honeywell IPC 620 Y Y
Johnson Controls N2 But Y Y
Mitsubishi Serial N N
Mitsubishi TCP/IP Y Y
MODBUS RTU Y Y
MODBUS RTU Standby Y Y
MODBUS TCP/IP Y Y
MODBUS TCP/IP Standby Y Y
N2 Serial Y Y
Omron Host Link Y Y
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Device Communications Data Collection Remote Con-
figuration
OMRON TCP/IP Y Y
OPC Client Y Y
SCADA Driver Client Y N
Series 90 Ethernet Y Y
Sharp TCP/IP Y Y
Siemens Tl Serial Y Y
SMARTEYE Electronic Assembly Y Y
SNP Y Y
SNPX Y Y
SQUARE D Y Y
TOYOPUC TCP/IP NA NA
Triplex Y Y

NA = Not tested.



Chapter 7. CIMPLICITY Cluster Resource
About the CIMPLICITY Cluster Resource

CIMPLICITY Cluster, which is incorporated into the Microsoft Cluster technology, is available in Proficy™
HMI/SCADA CIMPLICITY® version 6.2 or higher.

A license is required to run CIMPLICITY on a cluster. If you do not have a license you can configure a
project, open it from the Workbench and run it as you would any CIMPLICITY project. However, it cannot
be started by the Cluster Manager and will not have the cluster benefits. The license is programmed into
your hardware key.

CIMPLICITY Cluster Resource Overview

(o
Note:
The Failover Cluster Administrator is included in the Microsoft® Windows® Server 2012,
Microsoft® Windows® Server 2012 R2, and Microsoft® Windows® Server 2016 operating
systems.

N

See Microsoft documentation about cluster administration and requirements.

When you include CIMPLICITY in a cluster, the project:

» Must be on a drive that is connected to more than one node.

« Must have a dependency on that shared drive where the files are located.
The project is:

 Aresource.

- Dependant on the physical disk.

- Assigned to a cluster.

- Started either when the cluster is brought online, or in the Workbench, which can be opened
through the resource's Properties dialog box.

The Cluster reports the project status depending on where the project is started, as follows.
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Start Project through the: Then the cluster will:

Cluster  Watch the project.
« Indicate that it is online.

Workbench » Watch the project.
- Indicate that the project is off line until you bring it online
(through the cluster).

Workbench And Bring it online  Watch the project.
through the Cluster « Indicate that it is online.

The Cluster reports the project status depending on where the project is started/stopped, as follows.

Start Project through the: | Stop Project through the: | Then the cluster will indicate that the:

Cluster Workbench Project failed.

Workbench Workbench Project is off line.

The CIMPLICITY Router keeps track of what IP addresses are in use on the computer.

! Important:
You cannot use the cluster IP address as one of the IP addresses so CIMPLICITY will not listen

for incoming connections on the cluster IP address.

CIMPLICITY Cluster Resource Example

« CIMPLICITY files are installed on Drive G:

« Drive G: is connected to four nodes.

» Node 1 currently controls G:

* Nodes 2, 3 and 4 will not be able to access the CIMPLICITY project until it fails over or is moved.

- The node it fails over or is moved to will then be in control of the project instead of Node 1.
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Configuration on Windows Servers

« Cluster: Configuration Microsoft® Windows® Server 2012/2012 R2/2016 (on page 188)

« Technical Reference: Cluster Configuration (on page 211)

Important:

A license is required to run CIMPLICITY on a cluster. If you do not have a license you can
configure a project, open it from the Workbench and run it as you would any CIMPLICITY project.
However, it cannot be started by the Cluster Manager and will not have the cluster benefits. The

license is programmed into your hardware key .

Cluster: Configuration Microsoft® Windows® Server
2012/2012 R2/2016

Cluster: Configuration Microsoft® Windows® Server 2012/2012 R2/2016

Steps to configure a cluster on a Microsoft® Windows® Server 2012/2012 R2/2016 are as follows.
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Step Description

Step 1 Create a Cluster

(on page
189)

Step 2 Configure a Role

(on page
191)

Step 3 Add Storage to a Cluster

(on page
194)

Step 4 Make an IP Address Available for a Cluster

(on page
196)

Step 5 Add a CIMPLICITY Project Resource

(on page
199)

Step 6 Configure the CIMPLICITY Project Resource Parame-
(on page |ters
201)

Step 7 Bring the CIMPLICITY Project Resource Online

(on page
209)

Step 1. Create a Cluster

For Microsoft® Windows® Server 2012/2012 R2/2016: Open the Failover Cluster Manager and Create a
Cluster.
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Open the Failover Cluster Manager
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Do one of the following:

« Click Action>Create Cluster on the Failover Cluster Manager menu bar.
« Right-click Failover Cluster Manager in the Failover Cluster Manager left-pane; select Create Cluster
on the Popup menu.

Either method creates a cluster.
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Hare Fols Satus Mol Robus

Step 2. Configure a Role

For Microsoft® Windows® Server 2012/2012 R2/2016: Create an Empty Role, Open a New Role
Properties Dialog Box, and Configure the New Role Properties.

1. To create an Empty Role, expand the Cluster tree in the Failover Cluster Manager left-pane.

2. Do either of the following.

RS J Failover Cluster Manager | L=l

.I'-"|-:.uu.-n Warw  iHelp

CHTEE B —

B Faserver Chaster Manages : zlblzfe 8

o B CRUPST IO SR CLursT o 0 Soc a = "
T Boles

Configure Role... ? :
Virtual Machines... k = :

B Create Empty Role '_ thew R -
View v e | -
Refrech - — : it Mg Pty &
Help |.. N

e e el

A| Click Action>Create Empty Role on the Failover Cluster Manager menu bar.

B | Right-click Failover Cluster Manager in the Failover Cluster Manager left-pane; select Create

Cluster on the Popup menu.

A new role is create in the cluster.

3. Open a New Role Properties Dialog Box by select the new role in the Failover Cluster Manager
window center-pane.

4. Make sure the role is stopped.

5. Do either of the following.
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A | Right-click the new role; select Properties on the Popup menu.

B [ Click New Role>Properties on the Failover Cluster Manager window right-pane.

A New Role Properties dialog box opens when you use either method.
Configure the New Role Properties

The New Role Properties dialog box provides the following options.

o General Tab
o Failover Tab

General Tab

Select the General tab in the New Role Properties dialog box. Options are as follows:
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New Role Properties -

General ! Falover |

58 New Role

Name
A [New Role

Prefemed Crwrers

Select the preferred cwners for this clustersd role. Use the butions
1o list them in order from most preferred at the top to least preferred
at the bottom

a) | ¥ WIN12R25YS51
Y | A WIN12R25YS2

Priorty: |Med|.rn v|

Hatus: Stopped

Mode: WIN12R25Y51

OK || Cancel
A [Name Identifies the role in the cluster.
B | Preferred Own- | Machines that may be available for the selected role.
ers
Checked The machine will be available
Clear The machine will not be available.
Consult Microsoft documentation for details about preferred own-
ers.
Failover Tab

Failover values must be entered. However, they are dependent on your system needs.
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There are no specific recommendations or requirements for a cluster that uses a CIMPLICITY
project resource.

e Flove |
Failower

Specify the number of times the Cluster service will attempt to restart or
fail over the chustered role in the specified pesiod,

If the clusterad role fails more than the masdmum in the specified perod,
it will be left in the failed state.

Meodmum failures in the specified E
paniod:

Period fhours): I %
Failback
Speciy whether the clustered role wil automatically fai back to the
most prefemad owner fwhich is set on the General tab).
() Prevent falback
® Mlow failback
) Immedistely
() Failback betwesn:

Step 3. Add Storage to a Cluster

For Microsoft® Windows® Server 2012/2012 R2/2016, add storage to a cluster.

1. Select the new role item in the Failover Cluster Manager window center-pane.
2. Do either of the following.
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A | Right-click the new role; select Add Storage on the Popup menu.

B | Click New Role>Add Storage on the Failover Cluster Manager window right-

pane.

A Storage browser opens listing the available storage disks

3. Check the disks that should be available for storage.

Select the disk or diska that you warnt 13 add

Available disks:

MName Status
B ® & Custer Disk 2 () Oniine
® & Cluster Disk 3 (#) Oniine
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4. Click OK.
All of the selected disks will be available; one disk will be selected as a dependency for the

CIMPLICITY project resource
Step 4. Make an IP Address Available for a Cluster

For Microsoft® Windows® Server 2012/2012 R2/2016, make an IP Address Available for a Cluster. Open
the New Resource Wizard, Configure the New Resource Wizard, and then Bring the Resource Online.

1. Select the new role item in the Failover Cluster Manager window center-pane.

2. Do either of the following.

Failaver Cluster Manager == .
-
| [T Ragdes -
b s —r—— [ B Configum kol
-:- 3 gl A & ey - Tt [rarg o .
[l Ot oo ¥ | Start Role B Copste Ervpty Bxde
Ve "
M - 7 Febeky
i= | Add File Share B e
T Mo [ .||. Role =
- |
% | Change Startup Priciity k|
= F—
£ A Fike Share
[] | Show Critical Bvents T e !
W Change Sarivp Frepity b
3 Add Storage "
i Add Ressures y Chent Access Poirt [l S Gl it
B ndd
n Maore Acticans Generic Applicaticn : - c
N kbR | B
. Jl:llen Access Pomt
A FRemave Generic Seript B} Mo Actions )
Generic Service W Rerrcve Gereric Application
= = || Sy Properties
. - Mone Retources ¥ Frepotici Generic Script
B v Generic Senvice
More Betources L]

A | Right-click the new role; select Add Resource>Client Access Point on the Popup menu.

B | Click New Role>Add Resource>Client Access Point on the Failover Cluster Manager window

right-pane.

A New Resource Wizard opens.

3. From the Client Access Point Screen, enter and check the following.
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Enter Network Name and IP Address:

ot

Corkau Chert Meme: (A [CMPACCESS2 |

Scoaes Port

o The MetSI0S name is mited to 15 characters. One or more [Pv4 addresses could not be configured
ﬂm. For each network to be used, make sure the network is selected, and then type an

1| Name | Name that identifies the network

2| Ad- The IP address for each selected (checked) net-

dress work.

4. Click Next.
A Confirmation screen opens.
5. Check the new resource details.

i i You ane ready bo make a Chent Acoess Poird.
Configure Clert
e Network Name: CIMPACCESS2 ~
e ou: CH=Computers, FC=CLUST20120C, DC=local
1P Address: 192.168.20.26
IP Address: 192.168.10.36

«

[eBwvon |[ Mets |[ Cacel | n

6. Click Next to confirm the configuration.

The New Resource Wizard configures the access point; a Summary screen opens.
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A Summary screen reports the configuration details.

The: new resounce was successiully crested and configured.
(hertt Acoess Poant
Confumaten
C .-'l-:l..rg _'.:—r -
EEI | Resource: Client Access Point
Metwork Mame: CIHPACCESS2
ouw: CN=Computers, DC=CLUST202 200, 0C=local
IF Address: 152.168. 0. 26
IP Address: 1532.168.10.36
Te: wierw thet repest Croated by thee wizard, chck View Repost
To close this wizard, chck Finish,
7. Click Finish.

[Tegr————
+=| 2 0
R, Dt D b

# I CLATRLED CUATEATS sl

R b —

.-
& i e T s P " Pty Busveg L
..;: e e (B ey
.n-n-n..
T e E e
w L Mew Fle
Harrs St Ifoemation
Storage
® 3 Cunter Dk 2 (#) Orine
Server Mame
= 8 Name: CIMPACCESS2 (#) Ofine
% P Addees 152 1632028 (¥) Offine
o IP Acdees: 132 163.10.36 () Dffine
—1 - :
Biey @ 2334

Details are listed in the Failover Cluster Manager middle-pane.

. Bring the server/IP address online before you configure the CIMPLICITY resource in order to make
sure they will be available for that resource. Bring the resources online, as follows:
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a. Right-click an IP Address resource; select Bring Online on the Popup menu.

b. Do the same for all networks that should be brought online.
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Step 5. Add a CIMPLICITY Project Resource
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For Microsoft® Windows® Server 2012/2012 R2/2016, add a CIMPLICITY Project Resource.

1. Right-click a new role in the Failover Cluster Manager middle-pane.

2. Select the following on the Popup menu.

Failover Cluster Manager I=lo .
Pl Afiss  Vebw  Falg
== nlm BT
Y, Pk Choater Bistagis P T
R T e =0 =) | s -
,' fre [r=—y e ™ [r———— [ G Confepan Mot
b e T b e A S N ISR bt Tl Ve »
B Hebores % = -
8 ot if Couste Lengey Hicte
& | Stop Role _ i
[@ | Add File Share v
= | i B i1 -
2l | Move 3| T
= pr= 3 I Teep Bele
= Twe (B | Change Startup Prionty b [ bt O ot | | e s .
=
Freey &l oy W Chadge Uatup Paily B
C — ) "
s i 1] | Show Critical Events 1l S trtantontn
e T A oaage
s % (5 | Add Staeage Bk scn "
B | Add Resource ¥ Client Access Point
B3 | More Actions ] Generic Application
Generic Seript
K | Bemove
- Generic Service
Properties y More Resources C ‘g CIMPLICITY Project
c = » || ] Fermrrom T
bates Horm Rule o Clnles iy arsdl ewwd b o scsbead rraresody Then mplsins 2. stevaded for s od L. OHCP SQI‘\'ICE
Dhstrbuted Transachon Coordinator
P Address
WPy Address
6 Tunnel Address
ECS] Tanget Server
ISNS Cluster Resource
WINS Service

A | Add Resource

B | More Resources

C | CIMPLICITY Project

Result: A new CIMPLICITY project resource is added to the Other Resources list in the Failover

Cluster Management window middle-Pane.
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The Default Name is New CIMPLICITY Project.
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Step 6. Configure the CIMPLICITY Project Resource Parameters

Even if you used the Microsoft High Efficiency Wizard to configure most of the CIMPLICITY cluster, you
can customize the configuration for the CIMPLICITY resource cluster in the CIMPLICITY Project Resource
Name Properties dialog box. These steps are for Microsoft® Windows® Server 2012/2012 R2/2016.

Step Description

A (on Open the <CIMPLICITY Project Resource Name> Project Properties Dialog Box

page
207)

B (on Configure the <CIMPLICITY Project Resource Name> Project Properties Dialog
page Box
202)

A. Open the <CIMPLICITY Project Resource Name> Project Properties Dialog Box

Right-click a CIMPLICITY project resource; select Properties on the Popup menu.
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Result: A <CIMPLICITY Project Resource Name> Project Properties dialog box opens.

B. Configure the <CIMPLICITY Project Resource Name> Project Properties Dialog Box

The following tabs are available for other Microsoft cluster resources. However, values that are entered
for many cluster configuration options are based on system requirements for a CIMPLICITY cluster, as

follows

Review Microsoft documentation for detailed descriptions of cluster resource configuration, in general.

* General Tab

 Dependencies Tab

« Policies Tab

« Advanced Policies Tab

« Parameters Tab (CIMPLICITY project)

General Tab

General specifications based on CIMPLICITY cluster requirements are as follows.
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New CIMPLICITY Project Properties =)
| Ge_n?ral | Dependencies | Policies | Advanced Policies | .. | .. |
;:.I ] Name: [Hew CIMPLICITY Project |
; Type: CIMPLICITY Project
Status: Offlire
OK Cance

Item Description
Re- Name that clearly identifies the CIMPLICITY resource.
source
Name « Any name is acceptable for the resource.
« The title bar will display a changed name after the dialog box is closed and re-opened.
Default: New CIMPLICITY Project
Maximum Length
Re- (Read-only) CIMPLICITY Project
source
type
State | (Read-only) A resource needs to be brought online for runtime performance. Note: During initial

configuration, the CIMPLICITY resource has not yet been brought online. States are as follows:

» Offline state - The resource will not be enabled during runtime.

« Online state - The resource is enabled for runtime.
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Dependencies Tab

The CIMPLICITY project resource dependencies (e.g. disk drives, IP address) are listed on the

Dependencies tab.

You can select as many available resource dependencies as needed from a drop down list.

New CIMPLICITY Project Properties
| General | Dependencies | Poicies | Advanced Polices | . | .. |

Specify the resources that must be brought online before this resource can
be brought online:

AND/OR _ Resource
JJ) CIMPACCESS2

AND y Clustar Diske 2

AND (3) IP Address 192.168.10.36

B BRI - Accress 152.168.20.25 v
¥ |Click here to add a de ency

PN

pset | [ Doete |

CIMPACCESS2 AND Cluster Disk 2 AND IF Address 152.168.10.36 AND

P Address 192.168.20.26
OK || Cance i\fﬁw;

Important:
Required dependencies are as follows.
Sec- . _—
. | Object Description
tion

1 Net- Network name assigned to the CIMPLICITY project resource.
work

Name

2 | Shared | The shared disk on which the CIMPLICITY project resource resides.
Disk
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Sec-
.| Object
tion

Description

IP Ad- | An IP address that is assigned to the ClI

dress | project is made dependent on the IP ad

was not assigned.

MPLICITY project resource. Note: When the
dress resource then all of the components in the

cluster will move as a group. This will make the cluster more stable than if an IP address

Important:

Important:Click Apply before you select anothe
Name> Properties dialog box. This is required i
click Apply, the selections will not be applied.

Policies Tab (restart)

r tab or close the <CIMPLICITY Project Resource
n order to confirm your selections. If you do not

Policy specifications based on CIMPLICITY cluster requirements are as follows.

New CIMPLICITY Project Properties

Response to resource failure
(_) K resource fails, do pot restart
(®) ¥ resource fails, attempt restart on curment node
Period for restarts jmm:ss):
Manimum restarts in the specified perod:
Delay between restarts (s3f):

B
i3
05=
2 I [ ¥ restart is unsuccessful, fall over all resources in this Role

3| @

I all the restart attempts fail, begin restaring
again after the speciied perod hhmm):

General | Deperﬂa'rdér;_:_%"dﬂ- |Muanced Policies | .. | ...

10:00 -5

01:00 -5

Maore about restart policies

Pending timeout

2l
between Online and Offine before the Cluster service puts the
resource in the Faded state.

Pending timeout {mm:=s):

Specify the length of time the resource can take to change states

03:00 [

LI

Cancel

Epply
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1. #unique_111_Connect_42_i4Pending (on page 207)

2. #unique_111_Connect_42_i3Restart (on page 207)

3. #unique_111_Connect_42_i2AllResources (on page 206)
4. #unique_111_Connect_42_i1Select (on page 206)

Sec-

. Respond to resource failure
ion

1 Select either of the following.

« |f resource fails, do not restart.

The failover will take over without attempting any restart of the process

« If resource fails, attempt restart on current node.

Requires entries based on the selected CIMPLICITY project resource requirements.

« Period of restarts (nm ss):

The number of seconds the resource should wait for the project resource to attempt to
restart. The resource will fail after the entered time.

Note:

Include the entered Pending timeout value (below) in your calculation to help insure

that the desired number of restart attempts will occur.

» Maximum restarts in the specified period:

The maximum number of restart attempts that will be performed in the specified restart
time period.

Note:

If the resource does not start, the Cluster service will take the actions specified on

the Policies tab.

2 If restart is unsuccessful, fail over all resources in the service or application.

Enable (checked).
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Sec-

. Respond to resource failure
ion

¢ Important:

Failing over all resources is required for a CIMPLICITY project resource.

3 If all the restart attempts fail, begin restarting again after the specified period (hh:mm)

Optional for a CIMPLICITY project resource.

Pending timeout

4 | Pending timeout (mm:ss)

The time the resource takes before the Cluster service puts the resource from Online to Offline and
into the Failed state.

! Important:
Change the estimated time required for the CIMPLICITY project resource to start if it is dif-

ferent from the Cluster service default. Make sure there is enough time for the CIMPLICI-
TY project to start.

Default: 03:00

! Warning:
Make sure you allow enough time for all CIMPLICITY processes to shut down and restart.
Although it is highly recommended that you only include one CIMPLICITY project (on page 211)
in the cluster, if your system requires more than one project, the time needs to be increased
accordingly. The projects shut down consecutively, not simultaneously. If enough time is not

allowed some processes could still be in the process of shutting down when a restart is initiated.

Advanced Policies Tab

The Advanced Policies tab enables you to select the computers (nodes) that can host the CIMPLICITY
project resource.
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T
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clustered instance.

Possible Owners:
™ 3 winizr2sYs1
™ g winizr2sYs2

Basic resource health check interval
() Use gtandard time period for the resource type
(®) Use this time period fmm:ss):

Thorough resource health check interval
(®) Use standard time period for the resource type

O Use this fime pasiod §nm:as)

["] Run thiz resource in a separate Resource Monitor

Choose this option if the associated resource type DLL needs to be
debugged or is likely to conflict with other resource type DLLs.

[ ok || comcel |[ sppiy |
Status The node:
Checked | Can host the CIMPLICITY project resource.

Clear

Cannot host the CIMPLICITY project re-

source.
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Parameters Tab (CIMPLICITY project)

New CIMPLICITY Project Properties
= o
| General | Dependencies | Policies | Advanced Polcied| - [l |1

There ane additional property pages for this resource, but an emor
occumed while creating them. The COM CLSID of the DLL that

provides the addtional pages is
{9EFE9766-09CA-4976-86D0-FAI24413BFES). The specific emoris:
Cla=z not registered
—— —
OK || Cace || ooy

1. CIMPLICITY Cluster Configuration Tool for 64-Bit Machines (on page 272)

A CIMPLICITY tab in the <CIMPLICITY Project Resource Name> Project Properties dialog box is not
available on 64-bit machines.

Instead, a Cluster Configuration tool for 64-bit machines/operating systems (on page 212) is available
to configure the CIMPLICITY server properties.

Step 7. Bring the CIMPLICITY Project Resource Online

The CIMPLICITY project resource can be brought online as soon as the parameters are successfully
entered in the CIMPLICITY Cluster Configuration Tool for 64-Bit Machines (on page 272). These steps
are for Microsoft® Windows® Server 2012/2012 R2/2016.

1. Open (on page 190) the Failover Cluster Manager.
2. Do the following.
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A | Right-click the CIMPLICITY project resource that was successfully configured in the Clus-
ter64ServerConfig (on page 2712) dialog box.

B | Select Bring Online on the Popup menu.

The CIMPLICITY project resource is online, associated with IP resources and will be protected in a cluster
configuration.
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Technical Reference: Cluster Configuration

Technical Reference: Cluster Configuration

« Cluster: Best Practices (on page 211)
« CIMPLICITY Cluster Configuration Tool for 64-Bit Machines (on page 212)

Cluster: Best Practices

Cluster failures that cause a failover to occur include:

« Computer (hardware) failure.

+ Manual move. (Move this service or application to another node on the CIMPLICITY project
resource Popup menu).

« Process health subsystem issue.
In order to take full advantage of cluster benefits, it is recommended that:

* Run a single project only run in a cluster.

« Include an IP address as a dependency so the all of the components in the cluster will move as a
group (e.g. The IP address will move with the project).
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Points to Consider if running multiple projects on a cluster node

« The single side of the cluster has to have the capability to support all the projects.

- In a cluster configuration the router is a single point of failure; if the router fails all projects in the
cluster fail.

- In a single drive set up as a shared drive where you host the projects, the projects are shut down in
order on one node before the drive is transferred to the other node in reverse order.

If you have multiple drives set up to host each individual project, then you have dependencies on each
individual drive set up for that specific project. The router dying will effectively take them down in order.

« Including an IP address as a dependency is required when there are multiple projects.
- It is essential that you allow enough time for all CIMPLICITY processes to shut down and restart
(<CIMPLICITY Project Resource Name> Properties dialog box>Policies tab).

Although it is highly recommended that you only include one CIMPLICITY project in the cluster, if your
system requires more than one project, the time needs to be increased accordingly. The projects shut
down consecutively, not simultaneously. If enough time is not allowed some processes could still be in
the process of shutting down when a restart is initiated.

CIMPLICITY Cluster Configuration Tool for 64-Bit Machines

The Cluster Configuration Tool for 64-Bit Machines tool enables you to perform the CIMPLICITY
configuration hat is available in the <CIMPLICITY Project Resource Name> Project Properties dialog

box>CIMPLICITY tab for 32-bit machines on 64-bit machines/ operating systems.

The tool enables you to

« Specify the CIMPLICITY project that will be in the CIMPLICITY cluster.
« Access and work in the project through the CIMPLICITY Workbench.

Cluster64ServerConfig Tool: Location

Double-click .\<CIMPLICITY installation>\extras\Cluster64ServerConfig.exe
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A Cluster64ServerConfig dialog box opens.

Cluster64ServerConfig Tool: Configuration

The following information will provide the information so a CIMPLICITY project can be brought online as a
cluster resource.
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Cluster Information

Cluster Name: |m I

Resource Name: | pew CIMPLICITY Project |

2 | Parameters

Project : [ 5:\ClusterProjPROJ1 | |_Browse... |

1. #unique_114_Connect_42_i3Status (on page 217)

2. #unique_114_Connect_42_i2Parameters (on page 215)
3. #unique_114_Connect_42_i1Cluster (on page 215)

4. #unique_114_Connect_42_i2Parameters (on page 215)
5. #unique_114_Connect_42_Workbench (on page 276)

6. #unique_114_Connect_42_SetParameter (on page 217)

Step Description

1 (on Cluster Information
page
215)

2 (on Parameters

page
215)

3 (on Status
page
217)
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1: Cluster Information
Cluster information includes the following.

« Cluster Name: Name of the cluster server selected in the Cluster Failover Manager.
* Resource Name: CIMPLICITY Resource ID that was selected in the Cluster Failover Manager.

2: Parameters

The project can be selected and opened in the Parameters section.

* Project/Browse Button
« Workbench Button

Project/Browse Button
The CIMPLICITY project for which the cluster is created.

The project entry includes the ..\path\<project name>

! Important:
The project must be on the shared drive that was selected as a resource dependency.

Do either of the following.
Manual Entry:
Enter the project path and name in the Project field.

Browse Button:

1. Click the Browse button to the right of the Project field. An Open dialog box opens.
2. Select the connected drive (that was selected as a resource dependency).

Note:

You can access the drive only if you are working on the node that is controlling the

resource.

3. Select the project that should be used for the resource.
4. Click Open.

Result: The project name and path will be entered in the Project field.
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Workbench Button

! Important:
You can open the Workbench only if you are working on the node that is controlling the resource.

Work in the Workbench as follows.

Workbench off line

Stop the project the same way you do when it is not in a cluster. The project is taken off line. Configure the
project while it is stopped (off line).

/+ PROJ1.gef - CIMPLICITY W =

Fil=  Edit Computer _Project  View Tools

=-3

acresns
% Objects
2 Classes

Paints
-8 Alarms
[+-|_ Basic Control Engine

I:l Equiprnent
-] Security

I =T Sy g 'L

Note:
The Workbench remains open after the Cluster64ServerConfig dialog box is closed; you can
continue configuration.

Workbench online

Start the project the same way you do when it is not in a cluster.
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/+ PROJ1.gef - CIMPLICITY Wt =

Fil=  Edit Computer _Project  View Tools

=-3

acresns
% Objects
2 Classes

Paints
-8 Alarms
[+-|_ Basic Control Engine

I:l Equiprnent
-] Security

I =T Sy g |L

3: Status

The Cluster64ServerConfig tool enables you to see immediately if the entries are valid by clicking the Set
Parameter button and viewing the Status box.

Set Parameter Button

Click the Set Parameter button to save the CIMPLICITY project name (parameter) to the CIMPLICITY
Project Resource.

Status Box
When the Set Parameter button is clicked, results display in the Status box.
SUCCESS

If all entries are valid the Status box displays SUCCESS and the Resource Parameter List.

Status:
SUCCESS: Set Fuametcrl
Object Mame Value Type
Mew CIMPLICITY Project  Project F:\TEST_CLUSTER1\TEST_ | Clear Status

You can confirm the CIMPLICITY project path is set as a cluster Resource in the Failover Cluster Manager.

When the resource is brought online, the cluster is configured.
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ERROR

Errors can include any of the following.

« Any entries (Cluster Name, Resource Name or Project Path) are empty.

“RROR:

Unable to save duster resource project parameter:
ClusterName or ResourceMame or Project Path should not be empty

« Cluster name is invalid.

% Cluster64ServerConfig [x ]

Cluster Informakion
Chussber Name: |Iﬁ\'m |
Flesouroe Mame: |MM‘I’P‘I‘M |
Parameters
Project : [ 5:\chuserProfPROJL gef | [[orowse... |
Stakus:

Get-ClusterResource : Check the spelling of the duster name. Otherwise, thi

Make sure the duster nodes are turned on and connected to the network or ¢

« Resource name is invalid.
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E

Cluster Name: | 0 ST 1202 |

Parameters

Project : [ 5:\userprojPROILget | | erowse... |

Status:
ERA.OR.: ' fsetParameter]
Get-ClusterResource : An error occurred opening resource Trnvalid Resxyz'.
Atline: 1 char:4
+ & {Get-ClusterResource -Name Trvalid Resxyz' -Cluster 'CLUST2012R.2 2= ITI

* Project path is invalid.

RREOR: 'k

Set-ClusterParameter : Unable to save property changes for NEW CIMPLICT
The system cannot find the file specified

Atline:1 char:97




Chapter 8. Server Redundancy

About Server Redundancy

Congratulations, you've chosen to use CIMPLICITY Server Redundancy as part of your Mission Critical
Application. You should completely review and understand this file before getting started with your

application.

! Important:
Projects configured with Server Redundancy will not start without a valid Server Redundancy

license. This includes starting in Demo mode.

Topics to review include:

- Server redundancy overview, including:
- Hardware requirements
> Application requirements
o Automatic and manual redundancy
+ Redundancy configuration.
» The Redundancy object.
« Recovery procedures.
« Cabling redundancy.
 Network and socket status.
« Supported communication interfaces.
- Configuration parameters.
« Status log messages.

» Problems and solutions.
Levels of Redundancy

 Overview

¢ PLC redundancy

« Cabling redundancy

« Server redundancy

« Computer network redundancy
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Overview

The principle of redundancy in automated systems provides for switchover of functionality to a backup
component in case of failure of a primary component. The switchover is considered automatic if no
operator intervention is required. Redundancy applies to both hardware and software, and implies
minimal loss of continuity during the transfer of control between primary (active) and redundant (standby)

components. Redundant systems reduce single points of failure, preventing loss of functionality.

For cell control systems, the major levels of redundancy include:

» PLC.

« Cabling (PLC LAN or serial connections to server).
« Computer server redundancy.

« Computer networks.

Each level of redundancy provides a failover system that allows continuous system activity with minimal
loss of data. The following sections briefly describe each level.

PLC Redundancy

PLC redundancy lets control transfer from a primary programmable controller to a redundant one in case
of failure.

Ethernet Fedundant Programmahle
Controllers

When the primary PLC comes back on line, control can be transferred from the redundant PLC back to the

primary with minimal loss of data.

The redundancy can be synchronous or independent. Synchronous systems coordinate control and
handling of data between CPUs of the active and standby units, while in independent systems each PLC
acts like an active unit and is not constrained by the others.

Some CIMPLICITY communication options support PLC redundancy.
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Cabling Redundancy

Cabling redundancy (on page 308) involves separate physical connections to the same device.

Ethernet

The devices can be on a LAN (GENIUS, MAP, etc.) or may require serial connections (SNP, CCM, etc.).
Redundant cabling provides an alternate communication path to the device in case of primary path
failure. The implementation of cable redundancy with respect to host monitoring/control systems differs
with the device protocol involved.

Some CIMPLICITY communication options support cabling redundancy.

Server Redundancy

Server redundancy (on page 229) involves a primary factory monitoring server and a secondary "Hot
Standby" server.

Fedundant CIMPLICITY
CIMPLICITY Sersers Yiewar

=

Ethernet

The secondary server is essentially a mirror image of the primary server, running alternate monitoring/
control processes and applications. Data collection is performed via independent or shared

network paths to the same devices, depending on the protocol. The characteristics of the selected
communications protocol(s) determine the details of the configuration.
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Upon detection of failure of the primary server, the secondary server can assume control of data
collection, alarm functions, applications, and allow user access with minimal loss of continuity. When the
primary server comes back on line, control can be transferred back, and the secondary server will resume

its backup role.

Computer Network Redundancy

Computer cabling redundancy is similar to cabling redundancy, except it covers computer to computer
communications rather than computer to programmable controller. Computer cabling redundancy
provides an alternate network path in case of failure of the primary network.

Frimary Secondarny CIMPLICITY
Server Server Wiewer

=

Ethernet

Redundancy Types Supported by CIMPLICITY

CIMPLICITY software supports two types of redundancy:

« Server Redundancy
» Computer Cabling Redundancy

Server Redundancy

Server Redundancy (on page 229) is fully integrated with CIMPLICITY software's base system
functionality, enhancing its already powerful monitoring capability in a full range of computer integrated

manufacturing environments.

Computer Cabling Redundancy

CIMPLICITY Computer Cabling Redundancy (on page 308) provides network redundancy between
CIMPLICITY Servers and Viewers. The CIMPLICITY Ethernet traffic travels over both networks in parallel,

thus the loss of a single network causes no loss of communications.
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Server Redundancy Overview

Server Redundancy Overview

Simply enabling server redundancy for your project provides you with a wealth of redundancy features.
However, server redundancy is only a part of your system. The other key parts of your system are your
Project, PLCs and the communications network. Combined together these pieces form a mission critical
application. Therefore, the application is only as robust as its weakest link. While server redundancy
provides many built in features, it cannot repair a faulty network or fix incorrectly written logic. Server
redundancy depends on you, the Control Engineer to build a robust environment to enable server

redundancy to perform its job.

(o
Note:
Server Redundancy uses REST calls. To ensure that these REST calls are secure, you must add
the CIM_SSL_STRICTPOLICY (on page ) global parameter in both Project and system and
set it to Y. This ensures that the SSL certificate validation happens and verifies the authenticity of
remote nodes. Fore more information, see Secure REST calls using SSL certificate validation (on

page ).

-

Review these topics for an overview of the decisions you need to make while designing your mission

critical application:

- Server Redundancy Hardware Requirements (on page 224)

- Server Redundancy Application Requirements (on page 227)
« Server Redundancy Configuration Overview (on page 229)
 Automatic Redundancy Operation Overview (on page 232)

« Manual Redundancy Overview (on page 240)

Note:
DO NOT use switch button from GefRedundancy.cim screen to simulate Server Redundancy

Failover.

Server Redundancy Hardware Requirements

Server Redundancy Hardware Requirements
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Because the secondary server (on page 229) in a redundant pair will be set up to run exactly the same
functions (except for configuration functions) as the primary server, the secondary server in a redundant
pair must be identical to the primary server; that is, the disk, memory, and input/output peripherals should

be identical.

Cabling (on page 308) to devices may place the primary and redundant servers on the same or different
cables. The type of cabling used will depend on the requirements of the device. Communications
interface software supported by CIMPLICITY Server Redundancy attempts to minimize network traffic to

and from the secondary server.

You can connect a device to redundant servers via different cables.

Frimary Secondary
Server Server

Or, you can connect a device to redundant servers on the same cable.

Frimary Secondary
Server Server

Ethernet
PLC
Review hardware requirements for the:

« Computer (on page 225)
« Network (on page 226)

Computer Requirements for Server Redundancy
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1. Steady-State CPU Utilization of Primary, Secondary and viewers is less than 40%.

2. Steady-State Memory Utilization does not require page faulting.
Note: Using the Windows Performance Monitor observe, the Memory / Pages/Sec Counter. This
value should be zero.

3. Use equipment rated for the ambient temperature of your environment.

Server Redundancy requires that the primary and secondary servers and viewers run a CIMPLICITY

supported operating system.

Network Requirements for Server Redundancy

1. Network must be reliable and properly configured.

Additionally, the following recommendations should be implemented.
2. Primary and secondary servers connected into the same intelligent network switch or hub.
Note: A large volume of network traffic occurs between the primary and secondary computers.

These two computers should be plugged into a network switch that will isolate the inter-server

communications from the rest of the network.

3. Steady-State Memory Utilization should be less than 10%.
Note: Using the Windows Performance Monitor observe, the Memory / Pages/Sec Counter. This
value should be 0.

4. Ping times between primary and secondary servers must be less than 10ms, between viewers and
servers less than 30ms.

5. Use equipment rated for the ambient temperature of your environment.

6. The servers should not use DHCP unless the leases never expire.

Additionally, the following recommendations should be implemented.
7. Primary and secondary servers connected into the same intelligent network switch or hub
Note: A large volume of network traffic occurs between the primary and secondary computers.

These two computers should be plugged into a network switch that will isolate the inter-server
communications from the rest of the network.

8. Consider using 100mbs Ethernet between the primary and secondary computers.
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9. Consider isolating Server to PLC Traffic on a private network segment.

Server redundancy requires a reliable network, if network reliability is an issue you should consider

implementing cabling redundancy between the servers and viewers.
Server Redundancy Application Requirements

Server redundancy provides automatic synchronization of Point and Alarm Databases. Server redundancy
provides automatic switch over of CimView application using Points and Alarms. Before you start building
your application you should review the section in this documentation entitled "Limitations of Server
Redundancy", to verify that the features of CIMPLICITY that you intend on using are supported in server
redundancy.

CIMPLICITY will run your application as you design it. CIMPLICITY cannot automatically fix your project if
you design it incorrectly. Therefore, it is important that you design your project to be mission critical from
the ground up. Also, it is imperative that you test your application in a server redundant environment with
viewers during the development stage. Only with a properly configured project can you switch on server
redundancy and have it work flawlessly.

We, at GE D, have designed many redundant systems using CIMPLICITY. We understand the methodology
and design techniques needed to build a robust system. Therefore, we do recommend contacting your
salesperson to obtain several days of design consultation before you start your first project, and several
days of on-site support during deployment.

Scripting Requirements for Server Redundancy

The single biggest issue in building a server redundancy system is your user defined scripts. During
failover, point values may be unavailable for a short time. Scripts must be written to properly handle these
intermittent periods and to exit cleanly. Scripts that depend on cleanly exiting must be coded to trap the
errors that can occur when a point goes unavailable. You must test your scripts during fail over to verify

they operate correctly.

Use of Primary / Secondary Computers

The purpose of your primary and secondary computers is to read and process data from your devices,
distribute it to viewers, and to remain synchronized. They need available CPU bandwidth to handle
exception conditions in your process. If you have viewers in your system, the primary and secondary
servers should not run user interface applications such as CimView. The secondary server is not a "spare”
computer to be used to perform other chores like word processing, etc. It is a hot backup, dedicated to

providing redundancy for your mission critical application.
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Important:

The primary computer should use a UNC path (e.g. \\COMPUTER\SHARE\) to connect to the
secondary computer. It is through this path that a qualified user (a user with administrative
privileges) can start and stop the standby.

Note: A UNC path is recommended. A mapped drive may also be used; however, a mapped drive may not

be a valid configuration in all situations.

Database Logging Requirements

If you are planning on using database logging, you should certainly read the information in this document
on how to use logging within a server redundancy project. Additionally, in a mission critical application,
the use of Microsoft Access (As-Is product) as a database is not supported. Instead, Microsoft SQL
Server, Oracle, or other supported database server must be used. If you plan on logging a large volume
of data you may want to consider locating the database servers on separate computers within the same
LAN / switch as the primary and secondary. Remember the total CPU utilization, including the database
server, must be less than 40%.

Network Configuration Requirements

In addition to having a solid physical network, server redundancy requires specific network software
configuration to be performed on every computer in the system. Since specific configuration is required
on every computer you cannot just "plug" another viewer into the network and expect it to work. The
network configuration must be updated on the viewer and related computers.

Redundancy Setup using Proficy Authentication on Viewer Nodes

When you are setting up redundancy on viewer nodes using Proficy Authentication, ensure you do the
following:

« Install the Scada Root Certificate on all the viewer Nodes
1. On the redundant server, from the [Install location]\Proficy\Proficy CIMPLICITY
\ScadaConfigPki folder, copy CimScadaConfigRootCA certificate.
2. On each viewer node, install the copied CimScadaConfigRootCA certificate under the
trusted root authorities in Windows certificates store.
« Trust the Proficy Authentication Root Certificate
1. On the redundant server, from the [Install location]\admin_data\pauth_pki\trustedfolder,
copy uaa_root_cert certificate.

2. On each viewer node, install and trust the copied uaa_root_cert.
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Time Synchronization Requirements

The times on the Primary and Secondary computer must be synchronized. Additionally, if using trending
on viewer computers, the times on the viewers must be synchronized with the servers. It is your
responsibility to ensure that the computer times are synchronized. There are a variety of commercial
products available to maintain time synchronization between computers. If you choose to automatically

synchronize your clocks do so at any time other than midnight.

Deployment

! Important:
Server redundancy does not support CIMPLICITY deployment .

Server Redundancy Configuration Overview

CIMPLICITY software's Base System Functionality fully integrates Automatic Server Redundancy (on page
224) . This functionality transfers control from a primary to a secondary server when the primary goes

down and, as a result, the connection between the primary and secondary is severed.

Redundant features are integrated into Point Management, Device Communications, User Registration
and Alarm Management. The focus of redundancy in CIMPLICITY software centers on:

« Data collection
- Applications driven by these data
* Alarms

« Users accessing these applications

CIMPLICITY also offers the capability for manual redundancy. Manual Server Redundancy (on page 240)
lets control be transferred from a primary to a secondary server, even if the primary is active and the two

servers are connected. Transfer capability includes:

« Point management, including data collection
« Entire project control

For CIMPLICITY Server Redundancy, there are two configured computers—the primary server and the

secondary server.
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Frimary Secondary CIMPLICTT
Server Server Yiewer

=

Ethernet

Server Redundancy  Server Redundancy
Mode Mode

A Primary Server is the Server that normally takes the primary role in a redundant configuration. Each
Primary Server has one Secondary Server.

A Secondary Server is essentially a mirror image of the Primary Server. It runs the same version of

the software as the Primary Server and communicates to the same devices. When the Primary Server
fails, the Secondary Server assumes control of the appropriate functions that normally run on the
Primary Server. A Secondary Server cannot be a primary configuration node, and does not support any
configuration functions.

Note:

For a redundant setup using Proficy Authentication, make sure you set up CIMPLICITY Options on

both the Primary and Secondary servers to connect to the same Proficy Authentication server.

SSL Certificate Exchange between the Primary Server and the Secondary Server

If you have set the CIM_SSL_STRICTPOLICY (on page ) parameter to Y (recommended), it is
important that the primary server trusts the secondary server's SSL certificate, and vice versa.

To establish trust, you must perform the following steps:
On the primary server machine

Before you begin, ensure that you have copied the secondary server's
certificate from %R00T% adni n_dat a\ paut h_pki\trusted
\ <secondary_server_conput er > Ci nScadaConfi gRoot CA.

For example, C: \ Program Fi |l es (x86)\Proficy\Proficy ClIMPLICl TY\ admi n_dat a
\ paut h_pki\trusted\ Server2_C nScadaConfi gRoot CA.


unique_121
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Networking | 8 - Server Redundancy | 231

1. Go to “ROOT% adni n_dat a\ paut h_pki \ trust ed.
2. Paste the secondary server's certificate in this location.

On the secondary server machine

Before you begin, ensure that you have copied the primary server's certificate from %R00T% admi n_dat a
\pauth_pki\trusted\<primary_server_conput er>_Ci nScadaConfi gRoot CA.

For example, C: \ Program Fi |l es (x86)\Proficy\Proficy ClMPLICl TY\ adm n_dat a
\ paut h_pki\trusted\ Server1_C nScadaConfi gRoot CA.

1. Go to “ROOT% adni n_dat a\ paut h_pki \ trust ed.
2. Paste the primary server's certificate in this location.

Server Redundancy Principles of Operation Summary

Important:
A user must be logged on with administrative privileges when mapping the drive the standby will
be running on. If the user does not have administrative privileges the project will not start on the

standby.

In a normal state:

« The primary is in control or is the active server.
- The secondary is the standby server.
« The primary keeps the secondary Alarm, Point and User information synchronized.

- Viewers collect data from the primary computer.
When the primary fails:

* The primary is off line.
 The secondary becomes the active server.
- Viewers collect data from the secondary computer.

When the project on the primary is restarted (on page 302) :
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« The primary obtains Alarm and User information from the secondary and automatically takes over
these functions.
- The secondary continues to provide and collect point data for the viewers and the primary for

synchronization.

Example

In the following case:

- The primary and secondary are running in a server redundant pair,
« There is a temporary network interruption between the two that exceeds the heartbeat timeouts
and retries for the two nodes,

* The primary is restarted,

both the primary and secondary will assert themselves as active.

When the network recovery occurs, the two servers will negotiate to decide which will be the active and
which will be the standby. Thus, the primary as the standby, and the secondary will be the active. You
cannot choose which of the two nodes in the redundant pair will be the active after a dual active recovery;
it will always be the secondary.

After a system manager resets the primary:

« The primary collects point data and takes over point management as well as all other project
functions.

« The secondary returns to standby mode.
Automatic Redundancy Operation Overview

Automatic Redundancy Operation Overview

Server Redundancy is configured from within the Workbench on the primary computer. The primary
computer most frequently uses a UNC path (e.g. \\COMPUTER\SHARE\) to connect to a secondary
computer. The Workbench will automatically distribute the configuration data to the secondary and can
control startup / shutdown of the pair.

Principles of automatic server redundancy operation include:

- Server Redundancy principles of operation summary.
- Limitations: Automatic Server redundancy.
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« Server redundancy data collection.

+ Setpoint use in Server redundancy.

- Database logging in Server redundancy.

- Alarm management behavior in Server redundancy.
« User registration in Server redundancy.

 CimView behavior in Server redundancy.

« Failover period in a Server.

Limitations: Automatic Server Redundancy

Limitations: Automatic Server Redundancy

There are some limitations to automatic server redundancy functionality and failure. Manual server

redundancy is a solution for some of these limitations.

Review limitations on:

« Automatic server redundancy functionality.
» Automatic server redundancy failure recovery.

Limitations: Server Redundancy Functionality

1. You may not use the:
> Multiple Projects feature on the redundant servers
o Enterprise Server capability
2. The following are not supported:
> Recipes
> SPC
o Tracker
3. Viewers have the following limitations:
> Fail over is not supported for Viewers in the following cases:
o BCEUI displays
o CimView screens with embedded Recipe objects
o CimView screens with embedded SPC objects
o Computers that use a Remote Access Server (RAS) or a Wide Area Network (WAN)
connection
> Show Users displays
- Viewers must have local copies of CimView screens to operate following fail over.
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4. The primary server in redundancy must be a development server. (This is a licensing requirement.)

5. If you are accessing at logged data when the primary server fails, you will have to switch to the
secondary data source to continue accessing the logged data for Trending.

6. For Trending, point-buffering information is lost on fail over.

7. Configuration changes that cannot be made dynamically require the entire project to be shut down
on both computers then be updated and restarted.

8. Dynamic configuration changes can only be made when both computers are running.

Note:

You will have to configure the CIMPLICITY Windows service (on page 287) if you want to

create Logging tables dynamically triggered by an event.

This includes using an event to trigger scripts that turn on dynamic configuration using
object model methods and properties, e.g. CimProject.DynamicMode (property) and
CimSystem.OpenSystem (method) .

9. During fail over, device values are not read and setpoints are not written.
Limitations: Automatic Server Redundancy Failure Recovery

CIMPLICITY Server Redundancy will not cover the following failures. Application development for manual
server redundancy can frequently circumvent these limitations: Loss of data due to failure of a single

component involved in data collection.

If a cable or LAN interface fails, CIMPLICITY software detects the problem, but it will not automatically
start collecting data on the secondary server. Under these circumstances, a user may choose to shut
down the primary server to allow the secondary server to take over.

When both servers are acting as the Primary server [dual active condition], the Primary Server will go to
standby mode and allow the secondary server to take over as active.

Loss of the communications link between CIMPLICITY primary and secondary servers while the primary

server is still running.

If the link is lost, both servers will act as the primary server. The secondary server will need to be shut
down, and the network repaired. CIMPLICITY software can then be restarted on the secondary server.

Server Redundancy Data Collection
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1. Processes point updates from:
> Device Communication and the Virtual Point Process on the primary server
o All manual and automatic control functions

2. Sends updates to the secondary Point Manager.

If device communications processes are running on the primary server, the corresponding

processes also run on the secondary server.

While the primary server is the active server, the device communication modules on the secondary
server operate in standby mode to minimize the impact of redundant data collection on the

communications LAN or the programmable controller.

When the primary server terminates, the:

3. Secondary Point Manager automatically begins receiving its updates from
> The Device Communications and Virtual Point Process on the secondary server
o All manual and automatic control functions.
4. Device Communications on the secondary server:
o Establishes full communications with the devices and scans all point values.
> Reports all point data to the Point Manager.
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! Important:
Applications affected by duplicated point values are not supported.

When the primary server is restarted, resynchronization takes place:

5. The primary server immediately updates user registration and alarm data from the secondary
server while it automatically takes over these functions.
6. A CIMPLICITY System manager issues a manual command for the primary server to take over
point management and device communication.
7. The primary server:
o Collects point data from the secondary server
o Takes control of point management and device communication
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8. The secondary server returns to standby mode.
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Setpoint Use in Server Redundancy

Users can make setpoint requests on either the primary or secondary server via:
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« Point Control Panel
» CimView
- Automatic Control Functions (Event Manager, Custom Programs)

While the primary server is running, all setpoints from the secondary server except those from the
Automatic Control Function will be routed to the primary computer. All setpoint originating from
Automatic Control Functions on the secondary will be discarded when the primary is in control.

Let's consider the case of the Event Manager. The Event Manager runs on both the primary and secondary
computers. Events are triggered on both the primary and secondary computers. All setpoint requests
invoked from the action or script tied to the event will be ignored on the standby computer. In other words,
your scripts execute in tandem on both computers, but the output to the points is processed only on the

active computer.

A Custom Program would be a PTMAP API program written by you that executes as a resident process
within CIMPLICITY. Setpoints originating from this program will work the same as the Event Manager.

Database Logging in Server Redundancy

When the primary server is in control, both the primary and the secondary server log alarm and point data
into their separate databases. As a result, if the primary fails the secondary computer can continue to log
data without loss of information.

When you bring a server back on line after a failure, a datamerge.exe utility:

1. Executes a merge from the primary to the secondary server.

2. Executes a merge from the secondary to the primary server.
See Recovery Procedures in this documentation for more information.
The ability to conduct an accurate merge begins with your configuration.

Note:

Guidelines for Redundant Logged Database Identification

When you set up your redundant logged database configuration, you have to make sure that both
the primary and secondary servers know where to log their own data. You also have to make sure
that the primary server knows where the secondary server is logging data, in case it needs to
access the secondary logged database after a failure.



Networking | 8 - Server Redundancy | 239

When setting up redundant logged databases:

3. Set up the same database on the primary and secondary servers so you will have two actual
databases that, under normal operation, will be identical.
4. Give the database on each redundant server:
> The same name as the database on the other server
o A different name Data Source Name (DSN) from the corresponding DSN on the other server
5. Set up the primary server to point to:
> Its own database
> The database on the secondary server
6. Set up the secondary server to point to
> Its own database.

> The database on the primary server.

See Server Redundancy Configuration Procedures (on page 246) in this documentation for
configuration details.
! Important:
Viewer applications, such as Trending, that use logged data from a server will not fail over
to the database on the redundant server.

Alarm Management Behavior in Server Redundancy

The Alarm Manager on the primary server receives its updates from CIMPLICITY services on both the
primary and secondary servers. CIMPLICITY applications that generate alarms (Point Management, Event
Manageretc.) will not generate alarms when the corresponding application is running on the primary
server.

Exceptions to this rule are:

» Device communications alarms.
» Process down alarms.

* Node lost alarms.
User Registration in Server Redundancy

A runtime database for users is maintained by User Registration on the primary server. This information is
passed to User Registration on the secondary server.
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CimView Behavior in Server Redundancy

CimView applications running on the primary server or viewers receive point updates from the primary
point manager. CimView applications running on secondary server receives updates from the point

manager running on the secondary server. All setpoints are routed to the primary point manager. When
the primary server is lost, CimView applications on viewers automatically begin receiving updates from

the secondary point manager.

! Important:
Trend Controls on CimView screens that use logged data will not fail over to the database on the

redundant server.

Failover Period in a Server

CIMPLICITY Interprocess Communications has a built-in probing mechanism, independent of TCP/IP's
network probing mechanism. This was introduced so that you can configure a smaller failover period
than the TCP/IP default timeout period of 2 hours. This expedites detection of a failed node for Server

Redundancy. The default time out is 15 seconds.

Manual Redundancy Overview

Manual Redundancy Overview

Although automatic server redundancy is an essential feature of CIMPLICITY, it requires total failure of
the primary server for the secondary server to take over. There are specific failures when you need the
secondary server to take over a function or the entire project, even when the primary server has not failed.
Therefore server redundancy provides an application interface to allow you to trigger a failover when a

specific criteria is reached.

There may be a failure involving the primary server with the:

- Software, when for some reason, the:

« Data collection stops

« Project goes down, even though the server continues to function

» Device communication, when the:

« Device connection to Point Management (PTM) is severed

« All devices, Alarm Manger (AM), User Registration (UR) and Point Management (PTM) applications
lose contact with the processes



Principles of manual server redundancy operation include:

« Functions to address specific failures.
« Tools for device failure.

« Point requirements for manual Server redundancy.
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« Manual point management transfer (including data collection).

 Manual project transfer forced.

Functions to Address Specific Failures

1. Point management transfer, including data collection

2. Entire project fail over

For device failure:

3. Point management transfer

4. Entire project fail over

The functions reside in the Redundancy.dll and can be called by any programming language, like

the Basic Control Engine, that is capable of calling a DLL entry point.

The functions are:

COR_BOOLEAN failover_project(COR_STATUS *retstat)

Causes the local project to shutdown.

COR_BOOLEAN failover_data_collection(COR_STATUS *retstat)

Causes the current standby computer to become the current active computer.

COR_BOOLEAN redundant_is_redundant()
Tells if this is a redundant project.

int redundant_local_index()

Returns the index of the global point element that has the status of the local device.

Returns

If on the

0

Primary
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1 Se-
condary.

int redundant_remote_index()

Returns the index of the global point element that has the status of the remote device

Returns | If on the

0 Primary
1 Se-
condary.

You, the system manager, will configure a specific global point and provide the logic to determine
when a changeover will occur. Basically the logic can be whatever you want, as long as it is running

as part of the project.

Note:

Aids that are in your CIMPLICITY directory, if you installed the server redundancy option

include:

> Mon_failure.c, a sample program to review as a working example. It is located at:

...\Program Files\Proficy\Proficy CIMPLICITY\api\redundant_api\mon_failure.c

- Redundancy.h, a "C" header file that contains the prototypes for the function. It is located at:

...\Program Files\Proficy\Proficy CIMPLICITY\include\inc_path\redundancy.h

Tools for Device Failure

The devcom toolkit provides the current status of a device connection to Point Management (PTM).
Whenever the status of the connection changes the devcom will send a message to Point Management.

Point Management will set a global point based on the status of the device connection.

If there is a failure in the:

« Devcom: All the devices for the devcom are marked unavailable
« Remote PTM: All of the remote devices are marked unavailable
« Local PTM: The application fails over to the remote PTM
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The remote PTM marks the local devices as unavailable

A global BOOLEAN array point of two (2) elements indicates the status of the device connection.

The val- .
Indicates that the devcom...
ue of...
1 Is communicating with the device
0 Is not communicating with the de-
vice

Point Requirements for Manual Server Redundancy

1. Have the same name as the name of the device.

2. Be a Boolean point.

3. Have two (2) elements (for example, the status of the device on the primary server and the status
of the device on the secondary server).

4. Be a global point.

Manual Point Management Transfer (Including Data Collection)

In a normal state the primary server carries out several processes that can be classified as point

management.

Point management includes:

« Data collection
« Virtual point processing
« Sending information to CimView screens

If the primary server stops collecting data from one device, but is still running and communicating with

the secondary computer, there is no automatic fail over.

Under these circumstances or for whatever reasons you specify, you can manually transfer point

management from the primary to the secondary server.

After the transfer the:

- Primary server maintains control of processes such as:
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Software

- Database logging
» Alarm viewer

« Base control engine
Devcom

+ Alarm Manager (AM)

« User Registration (UR)

« Point Management (PTM)

« Secondary server takes over point management

todo:

To manually transfer point management from the primary to secondary server:

1. Create a specific Boolean point with the same name as the device being monitored.
2. Call this function:

failover_data_collection()

3. Specify what actions should occur if the point changes from 1 to 0 through a Basic script.
Example

Your primary server is connected to a PLC for a conveyor belt called CB_PLC and a CimView

screen.

You have configured a global Boolean point called CB_PLC that:

> Monitors the status of the device on the primary server
o Is on standby on the secondary server
o Alerts the system manager, if it changes from 1 to 0

The primary server stops collecting data from the CB_PLC device.

The system manager is alerted and switches data collection to the secondary server.
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The secondary server takes over point management function.

Example of Manual Data Colledion Transfer Function
(Mannal Senser Redundancy)
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Manual Project Transfer Forced

In a normal state the primary server is the active server.

The active server controls all the processes in the project.

If the primary server loses contact with one device, but is still running and communicating with the

secondary server, there is no automatic fail over.

Under these circumstances or, for whatever reasons you specify, you can manually force a fail over from

the primary to the secondary server.



Networking | 8 - Server Redundancy | 246

todo:

To manually force a project transfer:

1. Create a specific Boolean point with the same name as the device being monitored.
2. Call the function:

failover_project ()

. Specify what actions should occur if the point changes from 1 to 0 through a Basic script.

Example

Your primary server is connected to a PLC for a conveyor belt called CB_PLC and a CimView

screen.

You have configured a global Boolean point called CB_PLC that:

> Monitors the status of the device on the primary server
> Is on standby on the secondary server
o Alerts the system manager, if it changes from 1 to 0

The primary server loses connection with the CB_PLC device.

The system manager is alerted and fails over the entire project from the primary to the secondary

server.

The secondary server takes over the primary server role.

Server Redundancy Configuration Procedures

Server Redundancy Configuration Procedures

Before you begin configuration, make sure that the same version of CIMPLICITY software is installed

and licensed on both servers of each redundant pair. In addition, you must install all required application

options, protocols and databases software on both computers.

Important:

Ensure that the CIMPLICITY Configuration Microservice (cim_config_service) on both the primary
and secondary servers is configured to run in the login context of a user with read and write
permissions for the configured shared path on the secondary server.
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Review:

« Base System configuration.
- Vista, Windows 7 and Windows Server 2008 extra configuration.

- Database logging configuration.

Base System Configuration

Base System Configuration

Configure the base system in the following order:

Step Description

1 (on A project.

page
247)

2 (on A network and verify configura-
page tion.
250)

3 (on Device communications.

page
252)

! Important:
You need to install the redundancy option on all Viewers.

Note:

Global points are obsolete as of CIMPLICITY 5.0. Instead use the points that are created in the

redundancy object.

1. Configure a Project for Server Redundancy

1. Select Project on the Workbench menu bar.

2. Select Properties.

The Project Properties dialog box appears.
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3. Select the General tab.

Project Properties
Change Management OPC UA Server Operations Hub Proficy Authentication
General Options Settings Redundancy Historian Connections
Project name:
|HEDUNDI
QOptions: Protocols:
[ ]Action Calendar [ ]AB Ethemet A
[ ]Database Logger : ASE & App [ ]Adv. DDE/DDE Client {As-Is)
[ ]Database Logger : Points [ ]Allen-Bradley DF-1
[ ]Database Logger : Status Log [ ] Allen-Bradley RFID
[ ] Document Delivery [ ]ccmz
[ ]Historian OPC AAE Interface [ ] Driver Server
[ JHistorian OPC Interface [ ]FloPro/FloMet Ethemet (As-Is)
[ |Marquee Driver [ ]Genius {As-Is)
[ ]MODBUS RTU Slave [ ]Honeywell IPC 620
[ ]MODBUS TCP/IP Slave [ Mitsubishi Serial
| |Recipes [ ] Mitsubishi TCP/IP
[ Server Redundancy| [ ]MODBUS RTU
[ [SFC Charls [ ]MODBUS TCPAP
[ System Sertry [ N2 Serial
[ JWorkflow Host [ ]Omron Host Link
[ JOMRCON TCPAP
[]OPC Cliert
[-#]OPC UA Cliert
[ ] Reflective Memory (4s-Is) W
Concsl | [ i

4. Select Server Redundancy in the Options box.
5. Select the Redundancy tab.
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Project Properties >
Change Management OPC UA Server Operations Hub Proficy Authentication
General Options Settings Redundancy Historian Connections
Secondary

Computer name: |SEH‘-.-"EH2 |

Port number: |54-'-13 | Test Connection

Project path: |'-.'-.SEH‘-IEHE'-.HEDLIND |

Point buffer size: seconds

Cancel Help

6. Enter the following information in the Redundancy tab:

Option Description

Com- | Enter the name of the secondary server.

puter

name

Port Enter the port number of the secondary server. By default, it is 9443.

num-

ber Test the connection using the Test Connection button.

Project | Enter the directory on the secondary server where the CIMPLICITY project will be stored.
path > (Recommended) A UNC path, e.g. \\SERVER2\REDUND.
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Option Description
(g )
Note:
UNC file names are supported.
N /
(g ™
Note:
A mapped drive may not be a valid configuration.
N /
! Important:

Ensure that the CIMPLICITY Configuration Microservice (cim_config_service) on
both the primary and secondary servers is configured to run in the login context

of a user with read and write permissions for the configured shared path on the

secondary server.

Point | Enter a point buffer size for the secondary server. The point buffer size is the temporary
buffer |storage space to store data or requests.

size

Configuration files and screens are copied from the primary server to the Project path whenever a

Configuration Update is performed.

Note:

Make sure you configure the logging setup on both the primary and secondary server
through the Database Logger in the CIMPLICITY Workbench.

2. Configure Networks for Server Redundancy

2. Configure Networks for Server Redundancy

The second step when configuring a base system for server redundancy is to configure and verify the
network.

Configuration includes host names.
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Important:

SR requires that all computers (primary, secondary and viewer) must have their names and

IP addresses configured and these names must match the actual computer names. You may
configure the host names in DNS, WINS or in the local host file on each computer, depending on
the networking resources available at your site. SR will not function correctly if this information is
not configured. If you do not understand network configuration you should obtain the services of
someone that does.

Once the configuration is complete, the following tests should be run.

1. From the primary computer ping primary, secondary and all viewers by name and by address.
2. From the secondary computer ping primary, secondary and all viewers by name and by address.
3. From each viewer, ping primary and secondary by name and address.

4. Verify computer names of each computer match.

Note:

Keep alives are automatically configured on a:

o Server when redundancy is installed and
> Viewer when Viewer redundancy is installed.

Ping Example

C: \ WNNT\ syst enB2>pi ng al bsagp2

Pi ngi ng al bsagp2 [3.26.4.215] with 32 bytes of data:
Reply from 3. 26. 4. 215: bytes=32 tine<10nms TTL=128
Reply from 3. 26. 4. 215: bytes=32 ti ne<l0ns TTL=128
Reply from 3. 26. 4. 215: bytes=32 ti ne<10ns TTL=128

C:\ W NNT\ syst enB2>pi ng -a 3.26.4.215

Pi ngi ng ALBSAGP2 [3.26.4.215] with 32 bytes of data:
Reply from 3.26. 4.215: bytes=32 tine<lOns TTL=128
Reply from 3. 26. 4. 215: bytes=32 tine<l0nms TTL=128
Reply from 3. 26. 4. 215: bytes=32 ti ne<l0nms TTL=128
C:\ W NNT\ syst enB2>set conput er nane
COVPUTERNAME=ALBSAGP2

C: \ WNNT\ syst enB2>

To verify names using the above example as a reference.
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To

Ver-
Referencing the Above Example

Names

Ping |ping albsagp2 first translates albsagp2 to an IP Address and then verifies communication to
by the computer. albsagp2 has an IP address of 3.26.4.215. The time required to Ping must be less
Name | than 10ms between primary and secondary and less than 30ms between viewers. This step veri-
fies that the network software can convert a hostname to an IP Address.

Ping | Type ping —a 3.26.4.215. The output of ping albsagp2 provides the IP Address. This step veri-
by fies that the network software can convert the IP Address back to the same node name as en-
Ad- |tered in the first step. If you obtain a different IP Address back this may indicate that you have
dress | duplicate entries for the IP Address in you network lookup tables. This must be corrected before

continuing.

Con- | In this example we just ping one computer. You would continue to ping the other computers
tinue |(secondary, viewers, etc)

Ping-
ing

Check| Type set computername to return the current setting. This final step on each computer is deter-
Com- | mines if the system's computer name is the same as the computer name configured in the net-
puter | work. This setting must match the name returned in the above two tests. If not this must be cor-

Namesg rected by either changing your computername or changing the network software configuration

before continuing.

3. Configure Device Communications for Server Redundancy

3. Configure Device Communications for Server Redundancy

Specific Device Communications configuration such a driver or interface card configuration will need to
be configured and tested on the secondary before starting redundancy. Consult the appropriate device

communications manual for additional details.
Unsolicited Data

The Device Communications module receives and processes unsolicited data reported from factory
devices.
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Unsolicited data must be directed to the secondary server in addition to the primary server, so it can be
processed by the Device Communications/Point Manager on the secondary server when the primary

server fails.
(L N
Note:
To enable PTMRP to buffer the data from OPC DA and UA, select Buffer data for redundant
failover checkbox in Point Device Properties. In case of a failover, the data changes are buffered
to avoid any data loss during the switch over. When the secondary server starts working, the
relevant Alarms and Events can be generated based on the buffered data.
N /
Point Properties - MYOPCUAPoint2.Value >

General Device View  Lmits Conversion  Slam

Device ID: [MYOPCUA % [3] | Basc
Addrezsing
Subgcrption: | DEFALLTUMNSO e Ipdate criteria: | Unzolicited On Char
Modeld:
re=3:5=POIMT 2 ¥alue | [] Diagnostic data

Buffer data far redundant failowver

Trigger settings
Trigger poirt: | | e B
Relation: <Mones | Value: | |

Scan rate: 1 2 * Base Rate of 5 Seconds

Analog deadband: = Poll afterset  [_] Delay load

Corca | [ 1o | [ Piob

4. Configure Global Points for Server Redundancy

The next step is to configure virtual points to track redundant server status during system operation. The

points have the following requirements:

« Naming convention is:
« ACTIVE_PTM_RP for the primary server
« STANDBY_PTM_RP for the secondary server
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* Type is virtual
* Class is Digital
« Calculation for the point is None (default).

A point will take on a value of:

« 1if the server it represents is currently operating as the primary server

- 0 if the server is the secondary server

The current Primary Point Manager will only change the values. This implies that point updates to the

global points will occur when:

« There is a redundant server failure
» Redundant servers are synchronized at startup

- An orderly transition from secondary to primary server occurs.

Important:
If you are using point lines in Trending that automatically look for the data source, you must
configure ACTIVE_PTM_RP and STANDBY_PTM_RP. These are the points that Trending needs to

failover to the secondary server if the primary is down.

Windows Server 2008 R2 Extra Configuration

Following are the procedures to setup Server redundancy and starting/stopping of remote projects on
Windows Server 2008.

! Important:
You must be a user in the administrators group to set up server redundancy on a remote machine

that is part of a Workgroup.

« Server Redundancy Setup

+ On the primary and secondary servers

« On the secondary server
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* On the primary server

- Remote project start from the Workbench

Server Redundancy Setup
On the Primary and Secondary Servers

Do the following on both the Primary and Secondary servers

1. Follow the CIMPLICITY documentation requirements for Server Redundancy to set up the hardware
and network, including
o Hardware.
o Computer.
> Network.
2. Create the same user on both servers.

The user must:

» Be in the Administrator group
> Have the same user name on both servers.
> Have the same password on both servers.
3. Configure the machines to be in the same workgroup.
4. Do the following in the Windows Firewall.
a. Select Start>Control Panel>Windows Firewall.
b. Select the Exceptions tab.
c. Check the following.
o File and Printer Sharing
> Netlogon Service
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W Windows Firewall Settings ﬁ |

General  Extepbons | ddvanced

Windows Fresasl & bumed off. Your compoter 5 ot sk of sttads snd inbnsions
Froon cudaads dourced such o e Inbernel., Wa nsormisand that pou dick the
Gerersl tab snd salact On.

Windowe Frevaall B currenthy wiing setbngs For e privabe rebwork o stion,
hiat g Hhe pigke of unblocking  progrs

To enable an sxception, select ks chesck baooc:
Propram of port
| EAFie and Prinker Sharing
CIFTP Server
FHase sEM
FlHase SRM
B Tribeermt Connection Sharirg
Olescsi Service
Elle‘lH-
Oihehin Carter Extendars
Fricrozaft Office Cutiook
[ Bfnstionen Service
B stwecrk Ciscotry
OlPerfomance Logs and Asrts

[ T bt b

| Addpeogram... | | Addpoet.. || Propertes

o Pty rest wheen Waireclones Fmessall bilocks & e program

ok | [ coxe | [ ooy

5. Click OK.
6. Configure the network(s) between the computers as Private.

On the Secondary Server

Note:

If you want to start the project on the primary server from the secondary server, you also

have to do these procedures on the primary server,

7. Open the Control Panel>Network and Sharing Center.
8. Make sure the following are enabled.
> File sharing
> Password protected sharing
9. Edit the Registry to access a remote WinRM service in a workgroup, as follows.

Note: If the account is a local computer member of the Administrators group, the User Account

Control (UAC) does not allow access to the WinRM service.

! Warning:
Making changes to the registry is very dangerous and should be done with care.
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. Run regedit.exe or regedt32.exe.
. Expand the following folders in the Registry Editor left-pane.
. HKEY_LOCAL_MACHINE
. SOFTWARE
. Microsoft
. Windows
. CurrentVersion
. Policies
. System
. Right-click System in the left pane; select New DWORD (32-bit) Value on the Popup menu.
Expand
e k Eey
L5 String Value
Delete Binary Value
Rename DWORD (32-bit)h Value
Export N OWORD (64-bith Value
e Multi-String Value
Expandable String Value
Copy Key Mame

. Enter Local Account TokenFi I ter Pol i cy in the new field that displays in the Registry Editor

right-pane.

b. Press Enter.

c. Double click Local Account TokenFi | ter Pol i cy
d.

e. Click OK.

f.

Enter 1in the Value Data field.

Close the Registry Editor.

10. Set Remote Registry startup to Automatic, as follows.

a.
b.

C.

Open the Control Panel>Administrative Tools>Services.
Right-click Remote Registry; select Properties.
Select Automatic in the Startup type list field.
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11

Remote Registry Properties (Local Computer) & ]
General Lugl:lnl Recovery | Depandencies

SEnace nane RemoteR egilry
Display narme: Remate Regstiy

Deseriplion Enablas remole usars lo modily iegetry sattings on
this compates, I this seice i stopped. the registiv

Fath to executable:
Civwindowshspstem32isvchost exe -k regsve

Startup type:

Help e canib

aE arhee Haitup ophorns

Senvice shabus: Stopped
Shast

‘fou can specly the start paramelers that apply when you slam the service
from here.

Stant pew amesters:

oK Cancel | | Apoly

On the Primary Server

Configure project with server redundancy and use a UNC path name for the Project path under the
Redundancy tab on the Project Properties.

Remote Project Start from the Workbench
The following procedure enables selected users to start a remote project from the Workbench.

On the Computer that will start a project on a remote computer.

. Map a drive from remote computer to the local computer to access the project.
12.

Grant full access for each administrative user who will perform administrative tasks, including
configuration update, dynamic configuration, as follows.
a. Open a command window.

b. Enter the following.
net share /grant:Username,FULL [/Grant:Username2>,FULL] [/Grant:UsernameN>,FULL]

Where
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Sharename=dri- | Drive and path of the share
ve:path
Username You can enter as few as one name to as many names as should have this priv-
ilege.
> UsernameT is the first name entered for selected users.
o Username2 is the second user name for selected users.
> UsernameN is the user name with N corresponding to the sequence
number for selected users.
FULL Grants full access.

13. Continue setup using the same procedures that you use to set up (on page 255) server

redundancy.
Database Logging Configuration
Database Logging Configuration

When you set up the same database on the primary and secondary server (so you will have two actual
databases that, under normal operation, will be identical) you need to identify them for data logging.

» Redundancy configuration overview.
« Redundancy configuration steps.

Redundancy Configuration Overview

In a redundant configuration:

« The primary and secondary servers log data in parallel to their own database.
« The primary server logs to the database on the primary SQL Server.

 The secondary server logs to the database on the secondary SQL Server.

The only time the primary or secondary server will connect to the other node's database is when the data

on the two servers needs to be merged.

» The CIMPLICITY server redundancy operation requires that the:
« Primary server be aware of the secondary SQL Server

- Secondary server be aware of the primary SQL Server
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L _ L _

- -

- -

n n
SQLSERVER1 SQLSERVER2

.

* P = Primary Server

« S = Secondary Server

Redundancy Configuration Steps

In logged database redundancy, configure CIMPLICITY server redundancy, on both the primary and
secondary server, through Windows Control Panel..

Step Description

Step 1 Configure the Windows ODBC Data Source Administrator

(on page
260)

Step 2 Identify the Database Logger data source in a CIMPLICITY project.

(on page
285)

Step 1. Configure the Windows ODBC Data Source Administrator

Step 1. Configure the Windows ODBC Data Source Administrator

Note:
Viewer applications, such as Trending, that use logged data from a primary server will not fail
over to the database on the redundant server.
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(® CAUTION:

On the primary server, make sure you have specified the redundant server in the Project

Properties (on page 247) dialog box.

Step

Description

Step 1.1

(on page
2617)

Primary Server: Configure Windows ODBC data sources.

Step 1.2

(on page
273)

Secondary Server: Configure Windows ODBC data

sources.

Step 1.1. Primary Server: Configure Windows ODBC Data Sources

Step 1.1. Primary Server: Configure Windows ODBC Data Sources

Step

Description

Step 1.1.1

(on page
2617)

Display the System DSN Tab.

Step 1.1.2

(on page
263)

Select the driver for a new data

source.

Step 1.1.3

(on page
263)

Configure the primary data source.

Step1.1.4

(on page
268)

Configure the secondary data source.

Step 1.1.1. Display the System DSN Tab
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1. Do the following for a:

32-bit system

a. Open the Windows desktop on the primary Server.

b. Open the Administrative Tools>Datasources (ODBC)> ODBC Data Source Administrator
dialog box.

64-bit system

> Use the ODBCAD32 utility to:
a. Open the ODBC data Source Administrator.
b. Populate the System DSN tab.
2. Select the System DSN tab.
3. Click Add.

r,_, h'
& ODBC Data Source Administrator X

User DS | System DSN | File DSM | Drivers | Tracing | Connection Pooling | About
Systemn Data Sowces:

Mame Drriver

CIMPLICITY Logaing - ALARMS  SOL Server Mative Chent 11
CIMPLICITY Logging - POINTS  SOL Server Mative Chent 11

CIMPLICITY Logaing - SPC SOL Server Mative Client 11 Configure... |
CIMFLICITY Logging - TRACKER SOL Server Mative Clhernt 10

An0DDBC System data source stores mformaton about how to connect to
m 1 the indicated data provider, A Syztem data source i visible to ol uzers
= on thiz machine, ncluding MT services.

0K || Cancel spply || Help

The Create New Data Source window opens.

( Note:

If the data source already exists do the following.
-

1 Click Configure on the System DSN tab.
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2 (on Continue to configure the Primary Data Source on the Primary Serv-
page er
263)

Step 1.1.2. Select the Driver for a New Data Source

Do the following.

Craate Mew Data Source ﬁ

Select a dmver for which pou wart bo set up & dats sounce.

—m Mame Yersion =
Miciosoft Teut Dirvei [ b " cav] B0 /a7
z Miciczoft Teut-Tredber [“. bt " csv) B0 787
Miciozoft Vieual FoxPro Diver 1.00,02.00
Miciozoft Visual FosxPro-T reiber 1.00.02 00
SOL Server B.01. 760117
SOL Server Mative Client 1000 20009,100.160 =
L SOL Server Native Client 11.0 20011100300

Fl e b

2) Finish | Cancel

1. Select the appropriate driver in the Create New Data Source list.
2. Click Finish.

Result: An ODBC SQL Server dialog box opens in which you begin to set up the data source.

Step 1.1.3. Configure the Primary Data Source on the Primary Server

« Primary Server/primary data source overview.

« Primary Server/primary data source configuration.

Primary Server/Primary Data Source Overview

The SQL Server storing data from the primary server is the primary data source.
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Jﬁlgﬁﬂ

’SQLSER\FER1 EQLSERVERZ

P

= Primary Server

= Secondary Server

Primary Server/Primary Data Source Configuration

1. Enter specifications in the Create a new Data Source to SQL Server dialog box as follows:

[ Crasee & Mo Dota Sourte be SOL Server =%=]
Thes wizssed vl sl wou crsate an DDBC dals souncs thsl pou Can ube B connadt b
o SOL Serve
N & Wit nasme do pou wank b ue by rele bo the data pounce T
S0 Server o1
‘y Mome:  FRIMARY SOL SERVER
Hicas o poag weard bo desscsibe She dats souce?
yﬂmw The prmay SOL Serve
wkech SOL Servar do pou want ko connedt k7
E) Sever  SOLSERVER -
Firish D‘Hmn | Corcel | [ Heb
Field Description Example
A|Name |Unique forthe primary server data source. PRIMARY SQL
SERVER
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B | De- (Optional) Description of the data source.
scrip-
tion
C [ Server |The SQL Server for the primary server. Note: Select the SQL Server | SQLSERVER1
from the drop down menu.
D [ Click Next.

A dialog box opens for authentication information.

2. Do the following.

Cragte & New Dats Sounde i SOL Sarmer
Howr should SOL 5 anves wanky e suthantssly of the logn D7

‘with Indesgrated Wirdows suthentication

s

Lognil; =a

Pazsword sesssses

D

< Back ":lNEld)

Cancel

A & it SO Sanves suthanbcshon usrg & loor 1D and passwond anteed by e

Help

A | Check: With SQL Server authentication using a login ID and password entered by the user.

the username.

B [ Enter the following. Login ID: Valid database username. Password: Password associated with

C [ Click Next.

A dialog box opens for database information.

3. Do the following.
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[ Craste o tew Dot Source o 501 Sarver [===
| ICrubrgem the chefsut databasn b
T
) CMPLICITY -

£ Server xu | Mimor pervr:
SPM for rrassoe perver [0 placral]

| dutsch distshape fsname

o U AN S qpacted adentifiern.
4] 1w BHS] Fualis, paddings and warrings
Appke stion intent
| READWRITE -
77 Wultisubeet ladovet

< Back gﬂm\t} Cancel Hep |

-

A | Check: Change the default database to the dropdown list of databases that are connected to

the selected data source is enabled.

The dropdown list of databases that are connected to the selected data source is enabled.

B | Select a default database. Important: The default database should have the same name as

the database ID for the seconadry server.

C | Click Next.

A dialog box opens for language information.

4. Do the following.

[ reste  hew Dista Source o SOL Sanver [=2=
}T'EZH | Charge the Language of SOL S erver gpsbem messages b
Wi S Dol

| U sirong encepplion bor data
_yf'mffamumaﬁmfawmm
[ U reguonal setiregy wiher colpuling cumerdcy, numbers, dales and fmes
[ Sarve long unnng queries o the log fle
CALlmens I SRNApaD sl sl ocali T emp O LUERY LDG

Lo query time [milisecondsf | 50000

Liog DDBC deted stisdishics b Hree koo e
LA e\ SR ARl slaLocal, | empS TA T L
¢ Back ‘y Frrich Cancel Help |

-
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A | Check: Perform translation for character da-
ta.

B | Click Finish.

An ODBC Microsoft SQL Server Setup screen displays the details of your configuration.

5. Click Test Data Source.

The data source connection and settings are tested.

6. Click OK if the specifications are correct.

(5L Server ODBC Data Source Test =)

Test Results
Miciazalt SOL Server Native Chent Version 11.00.3000 -
Running connectiity tests.,,
Altempting conneclion
Conrechon astablizhed

Wenfying oplion setlings
Discorrecting fom senver

TESTS COMPLETED SUCCESSFULLY!

ok |

The SQL Server data source (e.g. PRIMARY SQL SERVER) is created and displays in the Data Source list
on the System DSN tab.
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[ S ODBC Data Source Administrator ﬁ}
Uiser D5H | Swstern DSN | Fie DSN | Drivess | Tracing | Connection Pooling | About

System Data Sources:

Mame Diives | [ Ak

CIMPLICITY Logging - ALARMS  SOL Serves Mative Chard 11 T
CIMPLICITY Logging - PFOINTS  SOL Serves Matnee Chert 11 :]

CIMPLICITY Logging - SPT SOL Serves Mative Cherd 11 Coniigure. .
CIMPLICITY Logging - TRACKER SOL Serves Nathe Chert 10
PRIMAFY SOL SERVER S0L Serves Mative Chert 11

£ DODBC System dala sounce stores nformation about how 1o connect to
[t indiested data pronader, A System dats soarce i visble 1o all users
on thiz machine, includng MT services.

e

Step 1.1.4. Configure the Secondary Data Source for the Primary Server

* Primary Server/secondary data source overview.
« Primary Server/secondary data source configuration.

Primary Server/Secondary Data Source Overview
The SQL Server storing data from the secondary server is the secondary data source.

The primary server must be aware of this data source. However, the only time the primary or secondary
server will connect to the other node's database is when the data on the two servers needs to be merged.

2l o

SOLSERVER1 'SQLSERVERZ
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P | = Primary Server

S | = Secondary Server

Primary Server/Secondary Data Source Configuration

1. Enter specifications in the Create a new Data Source to SQL Server dialog box as follows:

[ Cramte & Hew Diotn Source bo SOL Server =%=)
T wazised vl el o crate an DIDBIC dists souncs thal pou can use B connedt b
., SOL Server
3 Wit nasme do pou wank b ue bo sl bo the dala sounce 7
SOL Server
y Mamer  SECOMDARY SOL SERVER
Hices o yoay weard bo dessceibe She dats souce?
-BJ Drecerplion:  The peconday SOL Senve
‘whach SOL Servai do pou want b connedt a7
y Sever  SOLSERVERZ -
Firich D" M > Camcel Hel
Field Description Example
A|Name [Unique forthe secondary server data source. SECONDARY
SQL SERVER
B | De- (Optional) Description of the data source.
scrip-
tion

C [ Server | The SQL Server for the secondary server. Note: Select the SQL SQLSERVER2

Server from the drop down menu.

D | Click Next.

A dialog box opens for authentication information.

2. Do the following.
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[ Craste o tew Dot Source o 0L Sarver [===)
1 Hoer should SOL S eives venfy he suthantcly of the lagn D7
JBn
. Ydlith ated] Wirdows suthenticats
ﬁSewerf.'_f Tl —

o fiths SO S arvest sutbeanbcshon usrg & kg 1D snd passwand antessd by thes

‘g LogniD: s

Pazswond ssssssss

< Back _‘yunm Cancel Hep |

A | Check

With SQL Server authentication using a login ID and password
entered by the user.

B [ Enter the following.

Login ID

Valid database username.

Pass-
word

Password associated with the username.

C | Click Next.

A dialog box opens for database information.

3. Do the following.

-

[ reste  hew Dista Source o SOL Sanver [=2=
| ICrubragem thy chefsit clatabasn box
\-‘a‘ N
p- CMELICITY -
£ Server u S firor perver

SPM for rmsor perver [(pticrsal]

| Airsch dstshaos flsnams

o Llpp AN S quacted adentiien,
[ Ll AHS] Fualis, paddings and warings
Apphcstion tert
| READWRITE -
[ Multiaurst vt

< Back 9“"“ Cancel Hep |
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A | Check

Change the default database to:

The dropdown list of databases that are connected to the selected data source is enabled.

B | Select

A default database Important: The default database should have the same name as

the database ID for the primary server.

C [ Click Next.

A dialog box opens for language information.

4. Do the following.

Cragte & New Dats Sounde i SOL Sareer él‘
T, Chisrsge: the Esnguags of SOL Senves spstam messages b
E0L Server 2w
Use shrorg enceppion bor data
AJ o Petiorm tranalation for chadacher data
Llge resguonal pettings viher outpuliing cumency, numbers, dales and fimes
Sawve lorg nnreng quenes o Hre log fle
Lorg query time [millseconds|
Log QIDBT dervt stalinhics bo e ko Flee
¢ Back | B Firish Cancel Help
A | Check | Perform translation for character da-
ta.
B | Click Finish.

An ODBC Microsoft SQL Server Setup screen displays the details of your configuration.

5. Click Test Data Source.

The data source connection and settings are tested.
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6. Click OK if the specifications are correct.

Miciosolt SOL Sesver Mative Chent Version 11.00.3000
Running connectiity tests.,,

TESTS COMPLETED SUCCESSFULLY!

The SQL Server data source (e.g. SECONDARY SQL SERVER) is created and displays in the Data Source
list on the System DSN tab.

[;]mmm&m_- =

[User DSN | SystemDSN | File DSN | Diivens | Tracing | Connection Pooling | About |

System D ata Sources:

Mame Disives Add..

CIMPLICITY Logging - ALARIMS  S0L Server Mative Clent 11
CIMPLICITY Logging - POINTS  SOL Server Native Chert 11

CIMPLICITY Logging - SPC SOL Server Native Chent 11
CIMPLICITY Logging - TRACKER  SOL Serves Native Cient 10
SECONDARY SOLSERVER  SOL Server Native Chent 11

v

-f| n =

% AnODBC System data sowrce stores information about how to connect to
o) the ndicated data peovider, A Spstem data source it visible to all urers
on thes machine, including NT services.

ok [ concel J[ coot [ Heo ]
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Step 1.2. Secondary Server: Configure Windows ODBC Data Sources

Step 1.2. Secondary Server: Configure Windows ODBC Data Sources

Step Description

Step 1.2.1 | Display the System DSN Tab.

(on page
273)

Step 1.2.2 | Select the driver for a new data
(on page |source.
274)

Step 1.2.3 | Configure the primary data source.

(on page
275)

Step 1.2.4 | Configure the secondary data source.

(on page
280)

Step 1.2.1. Display the System DSN Tab

1. Do the following for a:

32-bit system

a. Open the Windows desktop on the primary Server.
b. Open the Administrative Tools> Datasources (ODBC)> ODBC Data Source Administrator
dialog box.

64-bit system

> Use the ODBCAD32 utility to:
a. Open the ODBC data Source Administrator.
b. Populate the System DSN tab.
2. Select the System DSN tab.
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3. Click Add.

| g— ™y
% ODBC Data Source Administrator B

User DSN | System DSN | File DSN | Drivers | Tracing | Connection Posling | About
Systemn Data Sowces:

Mame Drriver

CIMPLICITY Logaing - ALARMS  SOL Server Mative Clent 11
CIMPLICITY Logging - POINTS  SOL Server Mative Clhent 11
CIMPLICITY Logging - SPC SOL Server Mative Clent 11
CIMPLICITY Logging - TRACKER SOL Server Mative Chent 10

An ODBC System data source stores information about how to connect bo
m-: the indicated data provider, & System data source is visible to ol uzers
= an this machine, including MT services.

0K || Cancel dpply | [ Hel

The Create New Data Source window opens.

-

Note:

If the data source already exists do the following.

-
1 Click Configure on the System DSN tab.
2 (on Continue to configure the primary Data Source on the secondary Serv-
page er.
275)

Step 1.2.2. Select the Driver for a New Data Source

Do the following.
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Create New Data Source ﬁ
Select & dmver for which pou wart bo set up & dats sounce.
. Name YWersion =
Miciosoft Text Divver [“ st " cav] B0 707
: Miciosoft Text-Tredber [“.bt; ".csv) B0, 77
Miciozoft Visual FoxPro Diver 1.00,02.00
Mictozoft Visual FosxPro-Tredber 1.00,02.00
SOL Serves E.01. 7607
SOL Server Native Client 10,0 20009100180 =
H'SEIL Server Mative Client 11.0 2100300 _
Fl fif b
2) Finish__| | Cancel
L% A

1. Select the appropriate driver in the Create New Data Source list.
2. Click Finish.

Result: An ODBC SQL Server dialog box opens in which you begin to set up the data source.

Step 1.2.3. Configure the Primary Data Source on the Secondary Server

- Secondary Server/primary data source overview.
« Secondary Server/primary data source configuration.

Secondary Server/Primary Data Source Overview
The SQL Server storing data from the primary server is the primary data source.

The secondary server must be aware of this data source. However, the only time the primary or secondary
server will connect to the other node's database is when the data on the two servers needs to be merged.
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1

’SQLSER\FER1 SQLSERVER2

@

P [ = Primary Server

S | = Secondary Server

Secondary Server/Primary Data Source Configuration

1. Enter specifications in the Create a new Data Source to SQL Server dialog box as follows:

[ Crasee & Mo Dota Sourte be SOL Server =%=]
Thes wizssed vl sl wou crsate an DDBC dals souncs thsl pou Can ube B connadt b
o SOL Seres
N & Wit nasme do pou wank b ue by rele bo the data pounce T
S0 Server o1
‘y Mome:  FRIMARY SOL SERVER
Hicas o poag weard bo desscsibe She dats souce?
yﬂmw The prmay SOL Serve
wkech SOL Servar do pou want ko connedt k7
E) Sever  SOLSERVER -
Firish D‘Hmn | Corcel | [ Heb
Field Description Example
A|Name |Unique forthe primary server data source. PRIMARY SQL
SERVER
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B | De- (Optional) Description of the data source.
scrip-

tion

C[Server |The SQL Server for the primary server. Note: Select the SQL Server | SQLSERVER1

from the drop down menu.

D | Click Next.

A dialog box opens for authentication information.

2. Do the following.

Creats & New Data Source i S0L Sareer ot
Howr should SOL 5 anves wanky e suthantssly of the logn D7
ol —_ ‘with Integrated Wirdows suthentic stion
A & it SO Sanves suthanbcshon usrg & loor 1D and passwond anteed by e
(]
A Lognil; =a
Passwond ssssssss
¢Back | L) Hew: Cancel Help
A | Check With SQL Server authentication using a login ID and password

entered by the user.

B | Enter the following.

Login ID | Valid database username.

Pass- Password associated with the username.

word

C [ Click Next.

A dialog box opens for database information.

3. Do the following.
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'mammsummmsaw‘ |
= ] Charn the et dinbasn
. CMPLIOTY -

E Server 1 T Minos paever
SPM for rrasee perver [Optional]:

| utsch dit shape flsname

] U AN quacted wdentifien:,
4] 1w BHS] Fualis, paddings and warrings
Appke stion intent
| READWRITE
[ Mutisubrest ot

| cBack El Hest

-

A | Check | Change the default database to:

The dropdown list of databases that are connected to the selected data source is enabled.

B [ Select | A default database Important: The default database should have the same name as

the database ID for the secondary server.

C | Click Next.

A dialog box opens for language information.

4. Do the following.

rbmaummmuummw‘ [===)
;ﬁh | Charege the Language of SOL S erves gyabem messages b
| (RICET |
SO Server i

| U sirong encopplion bor data
3, Pefirm tranlation for chatacher dala
[ U reguonal setiregy wiher culpuiing cumerdcy, numbers, dales and fmes
[ S lomgg running queries B the log Fle
CALlmans U SR\ApaD sl 'L ocals T emp O LUERY LDG B
Long quety time [milisecondst | 20000

| Log DD B deiver stistics bo thes ko Filee
Ll per WU SRNARRD slahl ool T emp S TA TS LG
[ enack ‘y Frrich Cancel

e —




Networking | 8 - Server Redundancy | 279

A | Check | Perform translation for character da-
ta.

B | Click Finish.

An ODBC Microsoft SQL Server Setup screen displays the details of your configuration.

5. Click Test Data Source.

The data source connection and settings are tested.

6. Click OK if the specifications are correct.

(5L Server ODBC Data Source Test =)

Test Results
Miciazalt SOL Server Native Chent Version 11.00.3000 -
Running connectiity tests.,,
Altempting conneclion
Conrechon astablizhed

Wenfying oplion setlings
Discorrecting fom senver

TESTS COMPLETED SUCCESSFULLY!

ok |

The SQL Server data source (e.g. PRIMARY SQL SERVER) is created and displays in the Data Source list
on the System DSN tab.
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[; ODBC Data Source Administrator ﬁ}

Lises DSM | Swsteen DSN | Fie DSN | Drives Tracing | Connection Poolng | About

System Data Sources:

Mame Diives | [ Ak

CIMPLICITY Loggng - ALARMS  SGL Serves Mathee Chart 11 B
CIMPLICITY Logging - PFOINTS  SOL Serves Matnee Chert 11 :]

CIMPLICITY Logging - SPT SOL Serves Mative Cherd 11 Coniigure. .
CIMPLICITY Logging - TRACKER SOL Serves Nathe Chert 10
PRIMAFY SOL SERVER S0L Serves Mative Chert 11

£ DODBC System dala sounce stores nformation about how 1o connect to
[t indiested data pronader, A System dats soarce i visble 1o all users
on thiz machine, includng MT services.

r
e

Step 1.2.4. Configure the Secondary Data Source for the Secondary Server

« Secondary Server/secondary data source overview.
« Secondary Server/secondary data source configuration.

Secondary Server/Secondary Data Source Overview

The SQL Server storing data from the secondary server is the secondary data source.

[ ]
-
-
[ [
SQLSERVER1 ’SQLSER\"ERZ

P [ = Primary Server

S | = Secondary Server
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Secondary Server/Secondary Data Source Configuration

1. Enter specifications in the Create a new Data Source to SQL Server dialog box as follows:

[ Crame & Hew Dotn Source to SQL Server ==
T wazaid well sl wou crsabe an DIDBIC dists sounce thal pou can use b connedt b
o SOL Serem
% Winat resme do wou veank ho U by isle b Hhe data sounce 7
SOL Server
£  Mome SECONDARY SOL SERVER
Hicew o ypoag weand bo desceibe She dats sowce?
-BJ Deptrplnt.  The secondagy SIOL Senes
‘whach SOL Sereai do pou want b connadt 57
EJ Sever  SOLSERVERZ -
Frrich D" Heod » Concel Help
Field Description Example
A|Name |Unique forthe secondary server data source. SECONDARY
SQL SERVER
B | De- (Optional) Description of the data source.
scrip-
tion

C [ Server | The SQL Server for the secondary server. Note: Select the SQL SQLSERVER2

Server from the drop down menu.

D | Click Next.

A dialog box opens for authentication information.

2. Do the following.



Networking | 8 - Server Redundancy | 282

'mammm-&mﬁ‘__ [===)

" Horer should SOL Serves verby the authentcly of the logn D7

ﬁs:iverx:.;

‘with Integrated 'Wirdows suthentication

E' o ‘with SOL Senees suthentcabon uwrg logn |0 and passwond enlened by the
5 s

i 3 LogniD: s

Pazswond ssssssss

A

Check: With SQL Server authentication using a login ID and password entered by the user.

Enter the following:
o Login ID: Valid user name.
o Password: Password associated with the user name.

Click Next.

A dialog box opens for database information.

3. Do the following.

'mammm-&mﬁ‘__ |

i o :

50U server 0 Mimor pervar:

SPM Bor roe perver [(ptionall:

| uesch distshaoe Rlsnsma:

[ U AN uactnd wdantifnrs,
[ Ll AHS] Fualis, paddings and warings
Apphcstion tert
| READWRITE -
[7] Muisnbrst ladover,

m‘QHm}J Cancel |
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A|Check |Change the default database to the dropdown list of databases that are connected to

the selected data source is enabled.

B [ Select | A default database Important: The default database should have the same name as

the database ID for the primary server.

C | Click
Next.

A dialog box opens for language information.

4. Do the following.

Cragte b New Diats Sourde i SOL Sareer él‘
W, Chiarsge: the Esnguags of SOL S enves spstem messages bo
£00L Server.
Use sirorg sncepplon bon dats
AJ ¥ Pesfiorm translation for chasacher data
Ulge reguonal pettingy viher oulpuliing cumency, numbers, dales and times
Save boreg nunreng quenes o Hre log fle
Long query time (miliseconds|
Log ODBC defver stalintics 4o e kog fle
¢Back B Y Finish Cancel FHelp
A| Check Perform translation for character da-
ta.
B | Click Finish.

An ODBC Microsoft SQL Server Setup screen displays the details of your configuration.

5. Click Test Data Source.

The data source connection and settings are tested.
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6. Click OK if the specifications are correct.

Miciosolt SOL Sesver Mative Chent Version 11.00.3000
Running connectiity tests.,,

TESTS COMPLETED SUCCESSFULLY!

The SQL Server data source (e.g. SECONDARY SQL SERVER) is created and displays in the Data Source
list on the System DSN tab.

[;]mmm&m_- =

[User DSN | SystemDSN | File DSN | Diivens | Tracing | Connection Pooling | About |

System D ata Sources:

Mame Disives Add..

CIMPLICITY Logging - ALARIMS  S0L Server Mative Clent 11
CIMPLICITY Logging - POINTS  SOL Server Native Chert 11

CIMPLICITY Logging - SPC SOL Server Native Chent 11
CIMPLICITY Logging - TRACKER  SOL Serves Native Cient 10
SECONDARY SOLSERVER  SOL Server Native Chent 11

v

-f| n =

% AnODBC System data sowrce stores information about how to connect to
o) the ndicated data peovider, A Spstem data source it visible to all urers
on thes machine, including NT services.

ok [ concel J[ coot [ Heo ]
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Step 2. Identify the Database Logger Data Source in a CIMPLICITY Project

Step 2. Identify the Database Logger Data Source in a CIMPLICITY Project

1. Click Project on the Workbench menu bar.
2. Select Properties.
The Project Properties dialog box opens.

3. Select the Settings tab.
4. Select Database Logger.
5. Click Settings.

The Logging Properties dialog box opens:
6. Select the Point Connection - Primary tab.

7. Fill'in the fields in the Logging Properties dialog box as follows.

— I
» ODBC Data Source Adminstrator =

User DN | SystemDSN | Fis DSM | Dijvets | Tescing | Connection Pooing | About

System Data Sowces:
M e Dierves Add..
CIMPLICITY Loggng - ALARMS  S0OL Sesver Matve Chant 11 e
CIMPLICITY Loggmng - POINTS  S0L Sesver Natve Chant 11 [—]
CIMPLICITY Loggng - SPC SOL Seaver Matrve Chent 11 Conhgure,.
Alaom Connechon - Seconday ] _ Poant Connechion - Secordary
Paameters | Alam Connection - Prindy Peart Connection - Primany
Connection information \ &
ODBC datasowrce: | CIMPLICITY Logging - POINTS - |
T |
Patzwond sEaREEES ‘_I
Recornect wat perod. 30 m ': [ Help
Store and forsand
| Enable shode and fonend
@ Ho it
M rambeest of slosed reconds
o Cancel | “opw Help

Field |Description
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ODBC | The data source for the server from the drop down list of available data sources. Tip:
data |Click the ODBC Data Source button to the right of the ODBC data source field to open the
sourcgd ODBC Data Source Administrator dialog box. You can then see the drivers configured for
each data source and make any necessary changes or additions.
Data- | (Required if you are connecting to a SQL Server) user who has the privilege to connect to
base |the selected database driver.
user
Pass- | (Required if you are connecting to a SQL Server) needed to connect to the selected data-
word | base driver.
Re- | Amount of time the Database Logger waits between reconnect attempts when the con-
con- | nection to the database is lost in the. Enter a value between 0 seconds (continuous re-
nect |tries) and 24 hours. The default is 30 seconds.
wait
peri-
od
En- Checked enables Store and Forward. After you enable the feature, check one of the fol-
able |lowing:
Store » Unlimited: Database Logger stores an unlimited number of records while its con-
and nection to the database is down. The number of records actually stored is deter-
For- mined by the amount of time the connection is lost and by the amount of free disk
ward space you have.
> Max number of stored records: Database Logger stores a specified number of
records when its connection to the database is down. Enter a number between 1
and 4,294,967,295.

8. Repeat these steps for the other three tabs so you will have configured all four tabs:

Tab

Server

Point Connection | Primary Primary (Primary)

Point Connection | Secondary | Second (Secondary)

Alarm Connection | Primary Primary

Alarm Connection | Secondary | Second

9. Click OK or select the Parameters tab.
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CIMPLICITY validates your entries. If the Data Logger is unable to connect to the selected database,

validation fails.

! Important:

On each tab, make sure that you select the correct data source for the computer (Primary /

Secondary) that the tab represents.

2.1 (on Configure a Service for Creating Logging Tables Dynamically Triggered by an
page Event.

287)

2.2 (on Guidelines and Notes about Specific Data Sources

page

288)

2.1. Configure a Service for Creating Logging Tables Dynamically Triggered
by an Event

Note:

A script can be run to create logging tables dynamically triggered by an event.

However, for this to work in a redundant environment, a CIMPLICITY service has to be configured to log on

as an account that has access to both the primary and the secondary computer.

CIMPLICITY uses file access calls to determine if the project is running on the secondary.

If a service is not configured this will fail because the test is being done by the CIMPLICITY service.

An error message will indicate Project must be running on secondary computer to use dynamic

configuration. even if the project is running on both servers.

1. Open the Windows Control Panel.

2. Click Administrative Tools> % Services.

The Services dialog box opens.

3. Double-click the CIMPLICITY HMI Service.

The CIMPLICITY Service Properties dialog box opens.

4. Select the Log On tab.
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5. Fill in the fields as follows.

CIMPLICITY HMI Service Properties {(Local Compu 2|

General LogOn | Recovery | Dependencies |

Lag on as:

™ Local System account

=)

*fow can enable o dizable this service for the hardware profiles ksted below:

@m accourt: [ADMINISTRATOR Browse..

Pacswand I ...............

Hatdwate Profle Senace
Profile 1 E nabled
|
| Disable |

0K | Comcel | ooh |

Field

Description

This account

Enabled when checked. CIMPLICITY user ID that can access CIMPLICITY
projects on both servers.

Password

User password to access CIMPLICITY.

Confirm pass-

word

Repeat of password.

6. Click OK.

The CIMPLICITY service can now log on to both computers. Therefore, a script can now be used to

dynamically create logging tables which is triggered by an event.

2.2. Guidelines and Notes about Specific Data Sources

CIMPLICITY SQL Server Logging

A Microsoft SQL Server data source that logs data to an on-node SQL Server database. You must install

SQL Server (sold separately) to use this data source.

If you are connecting to

a SQL Server, you may be prompted for a database name during validation.
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Oracle Database
You may see the ODBC data source that you created for Oracle.

You may be prompted for a Server ID during validation. Enter the Alias Name for the Oracle database in
this field.

Redundancy Object
Redundancy Object

When you activate the server redundancy option in the Workbench, CIMPLICITY automatically installs a

Redundancy object, which is an object of the redundancy class.

The Redundancy object enables you to easily:

« View whether or not the primary and/or secondary server is running,
- Switch the active role from one server to the other when you need to take the current active offline,
- Switch the active back when the original active is brought back on line and

- Configures a set of point to use in your application.

This capability enables you to efficiently switch control back and forth while ensuring that data is not lost.

Note:

The class object and screen are automatically created when Redundancy is enabled.
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(" BrofCIMP.gef - CIMPLICTTY Workbench SHLC
IFh Edt Computer Froject Yiew Tools  Help
e o|(Wm FRARX|ZEWE 1@
[ Project - Object ID Class ID
D e s I biect | : | ™

1

mn

] Poanks
- Aarms o
&0 zrnm =Iof P
B[ Equpmen File View Help 5
- Security
#] st Lo Frimary Computer Secondary Computer
#-) Adhvance:
#-{ Managed ¢
| HMI
| Ready
- sECONDI [
For Help, press Fl s
Section Description
1 Class objects
2 Automatically created Redundancy object.
3 Automatically created GefRedundancy CimView
screen.
Redundancy Object Components
1. GefRedundancy class.
(T ProfCIMP.gef - CIMPLICITY Workbench =
Fh Edt Compuber Project  Wiew Tools  Help
Me S| PSS IRK EEWE R @
=[] Project .
¥ S Screens
P Objects g
t~ Poirts
-8 Alarms
B[ Seripk Engine
-7 Equipment
-7 Security o]
Feady

2. Redundancy object.



Networking | 8 - Server Redundancy | 291

F]' ProfCIMP.gaf - CIMPLICITY Weorkbench
| Fe Edt Computer FProject Wiew Took Help

LY

L. --l

=-[7) Project o |
+ S, Scresns

Object 1D

+ Proinis
+ Alarms

¥ Seript Endgire
- Equipment
¥ ) Securky

Clazs 1D

|Ready

N

3. CIMPLICITY Redundancy object points as follows:

TORE_PRIMARY

(] ProfCIMp.gef - CIMPLICITY Workbench ) ) ]
File Edt Compubter Project Wiew Tooks Help
e s PHEASARHK GEELE B e
=) Project = | Poirk ID Devvice 1D Pont T =
1 E‘: ;:;x = pack301 $GLOBAL T
B Classes P REDUNDANCY PRI_ACTIVE $GELOBAL BOOL
| im P LEDUNDANCY.PRI_MASTER $GLOBAL BOOL
ot ﬁzm | REDUNDANCY.RESTORE_PRIMARY  $GLOBAL BOOL
5[ Ecuipment P RELUNDANCY.SEC_ACTIVE $GLOBAL  BOOL
5[] Securty P REDUNDANCY.SEC_MASTER $GLOBAL  BOOL
[ o) SensLog P REDUNDANCY.SWITCH_TO_SEC  $GLOBAL  BOOL
[ Managed Fles ERED&JND_HLL $ELOBAL INT
£ 3 S::abamw #® LEDUND_TRIGGER $GLOBAL BOOL
= . - | #® ROBOT_MOVEMENT $GLOBAL INT
L_F'.-Hd‘:‘ Stop ]:|'
REDUNDANCY.PRI_- [ Primary computer is active. (i.e. CIMPLICITY is running on the primary
ACTIVE computer.)
REDUNDANCY.RES- | When set to 1(by a button on the Redundancy CimView screen), the ac-

tive is switched to the primary computer.

CY.SWITCH_TO_SEC

REDUNDANCY.SEC_- | Secondary computer is active. (i.e. CIMPLICITY is running on the sec-
ACTIVE ondary computer.)
REDUNDAN- When set to 1(by a button on the Redundancy CimView screen), the ac-

tive is switched to the secondary computer.

4. GefRedundancy CimEdit/CimView screen.
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«» GefRedundancy.cim =10f x|

File Miew Help

Primary Computer

PRIMARY1

Secondary Computer

SECOMDT

For Help, press F1

v

(

N

Note:

You do not have to do any configuration for the redundancy class and object. CIMPLICITY

does it all for you.

.

(

N

Note:

DO NOT use switch button from GefRedundancy.cim screen to simulate Server

Redundancy Failover.

Redundancy Object Use

Redundancy Object Use

The Redundancy object is straightforward to use.

Steps to use the Redundancy object are:

Step

Description

Step 1

(on page
293)

Display the Redundancy CimView screen.

Step 2

(on page
294)

Monitor the servers through the Redundancy screen.
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Step Description
Step 3 Switch the active role between redundant comput-
(on page |ers.
294)

Step 1. Display the Redundancy CimView Screen

1. Make sure the project is running on the local computer.

2. Do the following.

T ProtCIMP.gef - CIMPLICITY Workbench

= |-

File Edt Compuber Project Wiew Tools Help
I & & | S
> 3( 5 v

IR &GEELE R e

Object 1D

=-[0) Project =l |

Clazz ID ™
Chrl#M
Properties AlksEnter
o Delete Delete
“ Duplicate Chrl+Dr
Manage 3
Jj Fiebd Chooser
é‘- Search
v Auto Fll
Copy ChrlC
Paste  Shift+Insert, Clrl+Y¥
G, Quickview
1 Ponk Control Panel
E CuickTrends

A | Select Project>Objects in the Workbench left pane.

pane.

B | Right-click the Redundancy object in the Workbench right

C | Select Quick View from the Popup menu.

The Redundancy CimView screen appears.
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«» GefRedundancy.cim =10 x|

File Miew Help

Primary Computer Secondary Computer
PRIMARY SECOMD

For Help, press F1 S

Step 2. Monitor the Servers through the Redundancy Screen

Once the Redundancy CimView screen displays for the project, you can review which:

« Computers are running.
« Computer is the active.
» Computer is the standby.

+» GefRedundancy.cim 3 -0l x|
File Miew Help
EF'rimar'g.r Computer Secondary Computer
FRIMAR" SECOMDT
1 2 =
For Help,¢ress F1 Mt i

1. PRIMARY1 is the active.
2. SECOND1 is the standby.

Step 3. Switch the Active Role between Redundant Computers

Switch the active role from one computer to the other.

The secondary computer the active and the primary computer is offline.
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1. View the Redundancy CimView screen the secondary computer.

The secondary computer displays as the active; the primary computer displays as offline.

«» GefRedundancy.cim =10 x|

File Miew Help

Primary Computer Secondary Computer
FRIMARY1 SECOMD
For Help, press F1 ,;,i

2. Bring the primary computer back online.
3. Restart the CIMPLICITY project.
4. View the Redundancy object on the primary computer.

The primary computer displays as the standby and online.

+» GefRedundancy.cim =10 x|

File Miew Help

Primary Computer Secondary Computer
FRIMARY1 SECOMD
For Help, press F1 ,;j

5. Switch roles.
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The primary computer is the active; the secondary computer is the standby.

<. GefRedundancy.cim 3 - O] x|

File Wiew Help

Primary Computer Secondary Computer
PRIMARY SECOMD
For Help, press F1 5

Recovery Procedures

Recovery Procedures

» Normal operating procedures.
* Primary Server failure.
- Failure exceptions for automatic Server redundancy.

Normal Operating Procedures
Normal Operating Procedures

Normal operating procedures in server redundancy involve:

* Run and stop redundant CIMPLICITY projects.
- Start a project from the secondary server.

- Configure the project to start at boot.
Start and Stop Redundant CIMPLICITY Projects

When all hardware is working correctly, CIMPLICITY software can be started and shut down using the Run

and Stop tools in the CIMPLICITY Workbench on the primary server.
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Important:
Under most circumstances you should use the Workbench to start redundant projects. This is

because the Workbench:

. Allows you to start up both systems in one coordinated action. (If you use CIMPLICITY Options

to startup on the primary, you need to wait for the primary to finish its startup and then start the

secondary.)

. Will update the standby node configuration as required before starting the project, making sure that

the active and standby nodes are synchronized.

A rare exception to normal startup occurs if, there is a catastrophic event that forces both
computers to shut down, e.g. the power failed. In this situation, the last active server must be the

first restarted to ensure data integrity in the following areas:

o Manual mode data and values.

» Saved point values.

If, the secondary server was the only computer running before shutting down, it should start first,
as the active Data that was collected before the shutdown can then be failed over to the primary

server before it is reinstated as the active.

s ™
O
If one project is running and one is stopped both the Run and Stop buttons on the
o e . . —
Workbench toolbar are active . Click either button to determine which project is
running.
- J

Start a Redundant Project

. Do one of the following:

Method 1

a. Click Project on the Workbench menu bar.
b. Select Run.

Method 2

Click the Run button ﬂ on the Workbench toolbar.

The Redundant project stop dialog box opens when you use either method.
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The buttons are dimmed for servers that are running.

4. Select Run.

The Start Redundant Project dialog box opens.

5. Select one of the following:

=
= Primay & Secondary

" PrmayOnly - SERVERT

™~ Secondary Onk - SERVERZ2

Stan Cancel |

Option Starts the project:

Primary & Secondary | On both the primary and secondary servers

Primary only Only on the primary server

Secondary only Only on the secondary server

6. Click Start to start the project.

Stop a Redundant Project

7. Do one of the following:

Method 1

a. Click Project on the Workbench menu bar.
b. Select Stop.

Method 2

Click the Stop button ﬂ on the Workbench toolbar.
The Stop Redundant Project dialog box opens.

Note: The buttons are disabled for servers that are not running.

8. Select one of the following:
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x4
1+ Primaiy & Secondaty
" Primay Only - SERVER)
" Secondary Onk - SERVERZ

Stop Cancel

Option Stops the project:

Primary & Secondary | On both the primary and secondary servers

Primary only Only on the primary server

Secondary only Only on the secondary server

9. Click Stop to stop the project.

Start the Project from the Secondary Server

1. Open the CIMPLICITY Options dialog box.
2. Select the project file from the project directory on the secondary computer
3. Click Start.

Configure the Project to Start at Boot

The project can be configured to start on both the primary and secondary computers when they power up.

Important:
Make sure that the projects do not start at the same time if they are configured to start on both
the primary and secondary computers when they power up. Failure to ensure this can result in

both computers considering themselves the active server.

To provide a mechanism for dealing with a Power On situation where both computers boot at the same
time you can configure a parameter to delay the secondary computer's startup until the primary is
complete.

To delay the secondary computer's startup until the primary is running, configure the following global
parameter in the project:

STARTUP_STARTUP_TIMOUTI1|< TIME-MINUTES>
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Where

Time-minutes is the amount of time it takes for the project to start on the primary computer plus an

additional minute.
This value you empirically determine by measuring the startup time on the active server.

Note:

It is recommended that you use the Workbench to start redundant projects.

Primary Server Failure

Primary Server Failure

When the server fails in automatic server redundancy, the secondary server automatically takes control.

Review:

- System operation during failover.

» Methods to detect the cause of primary Server failure.
* Reset the primary Server after recovery.

« Re-synchronize (Datamerge) database logging files.

System Operation during Fail Over

When the primary server of a redundant pair fails, the secondary server goes from standby to active mode

to insure that all essential areas in the project continue to operate.

Areas include:

« Device communications and point management.
 Alarm management.
* User logons.

» Runtime interfaces.

Device Communications and Point Management

Device Communications on the secondary server begins actively polling for data and passes point data to
the Point Manager on the secondary server, which now becomes the primary Point Manager. Any viewer
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process that was connected to the original primary Point Manager will automatically switch over to the

new primary Point Manager, which will now assume all supervisory and control functions.

o ™
Note:
Between the time that the primary server is lost and before the secondary server takes over,
users may notice an interruption in system performance. During this time, point values will not be
updated, setpoints and alarm acknowledgments will not complete, and users will not be able to

log on or off.
- J

Alarm Management

The Alarm Manager on the secondary server becomes the primary Alarm Manager. No alarm data is
lost because the Alarm Manager on the primary server continually updated the alarm list for the Alarm
Manager on the secondary server. The new primary Alarm Manager will now process all alarm updates

and provide alarm information to all interested processes.

User Logons

The User Registration process on the secondary server becomes the primary User Registration process.
No user registration data is lost because User Registration on the primary server continually updated
the user list for User Registration on the secondary server. The new primary User Registration will now
process all user logins and logouts and provide information on user views.

Runtime Interfaces

When the primary server fails, all CimView, Alarm Viewer and Point Control Panel sessions running on that
server are lost.

» CIMPLICITY user interface accessed from console on the primary server.

When the primary server fails, this console is no longer usable. The user will have to move to the console

on the secondary server, log in, and access the CIMPLICITY user interface from there.
« CIMPLICITY user interface accessed from a Viewer.
The user interfaces will fail over to the new active.

Methods to Detect the Cause of Primary Server Failure

Server failure may be due to:
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 CIMPLICITY software shutdown on either server
* Network failure between the primary and secondary servers

« Loss of server due to loss of power or equipment failure

Server failure is detected by the IPC Router, which is the communications process that runs on each

server.

1. The Router sets up links to each server in the system and sends messages to each node at a set

interval.

The probe interval is defined in REDUND_PROBE_DELAY that is set to 3000 millisecond by default.

2. If no reply is received from the server for a set number of tries (defined in
REDUND_PROBE_COUNT) the server is then declared to have failed.
3. The Router sends a Partner Dead message to any processes that have outstanding messages to

processes on that server.

Server failure may be detected on a primary server, secondary server or Viewer.

> When a secondary server fails, functionality is not lost, because all functions are also
running on the primary server.

> When a primary server fails, the secondary server initiates procedures to take over
redundant CIMPLICITY functions.

Reset the Primary Server after Recovery

After a primary server has failed and recovered, processes on the secondary server need to be told that
the primary sever is now available. The Redundancy object provides a straightforward way to reset the
primary server. CIMPLICITY automatically displays this object when the redundancy feature is activated.

todo:

To reset the primary server on CIMPLICITY:

1. Make sure that CIMPLICITY software is running on the primary and secondary servers.
2. Start a project's Workbench on the primary server.

3. Select the Objects icon % Obiects in the Workbench left pane.

4. Right-click the Redundancy object.

5. Select Quick View from the popup menu.
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The Redundancy screen appears displaying the primary computer as the standby and the
secondary as the active.

Frimary Computer Secondary Compute

6. Click Switch.

The primary server is reset to be the active.

o M
Note:
The Alarm Manager and User Registration on the primary and secondary servers will
automatically resynchronize themselves to their primary and secondary roles when the primary

server initially comes on line.
- J

The following will occur as part of the reset:

- Device communications modules on the secondary server will stop collecting data and return to
standby mode.

« The Point Manager on the secondary server resumes its secondary role.

« All viewer applications will automatically resynchronize to the primary Point Manager.

The Point Manager on the primary server will resume its primary role, and will initiate device

communications modules on the primary server to start collecting data.

Re-synchronize (Datamerge) Database Logging Files
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« Re-synchronize (Datamerge) overview.
« Datamerge command

- Datamerge command example

- Datamerge process

Re-synchronize (Datamerge) Overview

The Database Logger uses ODBC database tables to store historical data. For Server redundancy, the

same database tables are created on the primary and secondary servers.
Time synchronization works as follows:
One of the redundant servers goes down.

Two ptnr_<timestamp>.log file are generated in the project's \log directory.

* One on the primary server
« One on the secondary server

With <timestamp> as the date and time the file was created the ptnr_<timestamp>.log records on the:

Server Clocked time

Secondary | When one of the servers went down and came back up.

Primary When one of the servers went down and came back up.

(g
Note:
If there is no data with the exact time stamp that is at the exact End time stated in the destination

database, the Datamerge utility will:

- Search for the next latest logged data in the destination and

 Merge to that point.

Datamerge will automatically use the found next latest logged data as the END time even though an End

time was specified at the command line or via the ptnr* files.
These files are then used to synchronize the databases.
Datamerge Command

On the primary server:
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1. Open the project's Workbench.
2. Click Tools>Command Prompt on the Workbench menu bar.

The Command window opens.

3. Continue with the datamerge command as follows.

C:vProjects»ECimpk_ @

A | Note: The command prompt should display the path to the selected project.
a. Type the following.
dat anerge /?

a. Press Enter.

B | A description of the DATAMERGE.EXE command displays in the Command window.

C | Enter the datamerge.exe command with parameters to merge specific times. The command
format is: DATAVERGE. EXE SOURCE DEST TIME1 TI M2 Where

SOURCE Source server [MASTER | SLAVE]

DEST Name of the destination server [SLAVE | MASTER]

TIME1 Start time for merging data [dd- Mm yyyy hh: nm ss]

TIME2 End time (on page 304) for merging data [dd- Mm yyyy hh: nm ss]

! Important:

> The month (only the month) has the first letter capitalized.

o MASTER and SLAVE must be capitalized.

o Use either MASTER or SLAVE (as KEYWORDS) for the SOURCE and DEST servers.
o If no arguments are supplied, no merge occurs.
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@ CAUTION:

Dat aner ge must include command line options for both the primary and secondary servers
if either the primary or the secondary server is restarted without the other.

Examples

> The Primary Only or Secondary Only server is checked on the Start Redundant Project (on
page 297) dialog box and the Start button is clicked.

> The Primary Only or Secondary Only server is checked on the Stop Redundant Project (on
page 298) dialog box and the Stop button is clicked.

o Data is logged to one server and not the other.

TI ME1 and TI ME2 must be exactly the same for both.

Datamerge Command Example

Following are examples of the datamerge.exe command.

dat aner ge PRI MARY SECONDARY 23-Jan- 2007 21:00: 00 25-Jan-2005 14:00: 00

or

dat aner ge SECONDARY PRI MARY 23-Jan- 2007 21:00: 00 25-Jan-2005 14:00: 00
Datamerge Execution Process

Following is how datamerge.exe is executed from the primary to the secondary server.

As it executes, the datamerge.exe utility:

4. Type the following.
dat anerge /?

5. Press Enter.

6. Reads the ptnr_<timestamp>.log files on the primary and secondary servers.

7. Determines from the ptnr_<timestamp>.log files in the primary server's \log directory what data
needs to be merged from the primary server's database to the secondary server's database.

8. Executes the merge from primary to secondary.

9. Determines from the ptnr_<timestamp>.log files in the secondary \log directory what data needs to
be merged from the secondary server's database to the primary server's database

10. Executes the merge from secondary to primary.

A db_merge.log file is generated to report the success or failure of the merge.



Networking | 8 - Server Redundancy | 307

[ Note: }

> The process from the secondary to primary server merges the files from the secondary

server to the primary server first.
> When you run the datamerge.exe utility with specific start and end times, the

ptnr_timestamp.log files on the secondary and primary servers are not used.

Failure Exceptions for Automatic Server Redundancy
Failure Exceptions for Automatic Server Redundancy

There are two categories of failure exceptions that CIMPLICITY automatic Server Redundancy will not

handle:

« Process failures.
» Network failures.

Process Failures

A process failure occurs when a single process on a server fails. If this occurs on a primary server, the

recovery method depends on which process failed.

- If the Alarm Manager or User Registration on the primary server fails, control automatically
passes the corresponding process on the secondary server. If the process on the primary server is
restarted (via cpc), control will automatically pass back to the process on the primary server.

- If a device communications process on the primary server fails, control will not pass to the
corresponding process on the secondary server, and point data will be lost.

- If the Point Manager on the primary server fails, control automatically passes to the Point Manager

on the secondary server.
Recover from process failure in automatic redundancy

1. Click Project on the Workbench menu bar.

2. Select one of the following.

Stop [ Shuts down the project on the primary serv-

er.
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‘ Run | Restarts the project on the primary server.

3. When the project is running, reset the primary server to be the active.
Circumvent limitations of process failure in automatic redundancy

Use either of two manual redundancy functions to anticipate and deal with this possibility.

Network Failures

1. On each secondary server, use Stop to shut down the CIMPLICITY project.
2. Repair the network.
3. After the network is restored, use Start to bring the project on the secondary server back online.

(g
Note:
The above procedure assumes that the CIMPLICITY project is still running on the primary
server. If the project has been shut down, then use the normal startup procedures to

restart the project on both the primary and secondary server.
-

Computer Cabling Redundancy

Computer Cabling Redundancy

You can use CIMPLICITY Computer Cabling Redundancy to create a redundant cabling configuration for

your CIMPLICITY for Windows Servers and Viewers.

Primary Secondary CIMPLICITY
Server Serser iewer

=

Ethernet

In a network with CIMPLICITY Computer Cabling Redundancy, you can have two types of computers;
computers with single IP addresses and computers with dual IP addresses.
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« Computers with dual addresses—can continue to communicate with other computers with dual IP
addresses even if one of the Ethernet network connections is lost.

» A computer with a single IP address— can communicate with a computer with dual IP addresses.
If the Ethernet connection that the computer with the single IP address is using is lost, then all

communication to the dual IP address computer will be lost.

When a CIMPLICITY project detects that it is sending a message to a computer that has Computer
Cabling Redundancy, the project sends duplicate messages to each IP address. CIMPLICITY software on
the receiving computer processes the first message and deletes the second one.

Review:

« Cabling redundancy operation rules.

+ Cabling redundancy limitations.

« Cabling redundancy hardware requirements.

- Cabling redundancy supported network configurations.
« Cabling redundancy configuration procedures.

Cabling Redundancy Operation Rules

The following rules describe the overall operation of a computer with Computer Cabling Redundancy:

» When a loss of a network is detected Ethernet traffic continues on the other network.

» When the network is repaired the computers will re-establish communication automatically, within
45 seconds.

- If both networks are lost then CIMPLICITY software acts as if communication was lost to the
project. CIMPLICITY software will re-establish the connections to the other computer when the

network is repaired.
Cabling Redundancy Limitations

There are some limitations when using computer cabling redundancy that you need to be aware of before

you implement it.

Functionality Limits

The following functionality limitations apply for Computer Cabling Redundancy:
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- If you are viewing logged data remotely with the Trend Control and the Ethernet cable that ODBC is
currently using is lost then the Trend Control will stop updating the logged data.

- If you are logging to a remote database and the Ethernet cable that ODBC is currently using is lost
then some data may not be logged.

* Non-CIMPLICITY applications might experience interruptions as they fail over to the remaining
Ethernet cable.

- It is not possible to have two Ethernet cards installed and only use one of them for CIMPLICITY

software.

Failure Recovery Limitations

CIMPLICITY Computer Cabling Redundancy will not cover the following failures:

» Loss of both network connections.
- Rapid, alternating loss of both network connections, where the time period is less than 45 seconds.

Cabling Redundancy Hardware Requirements

CIMPLICITY Computer Cabling Redundancy supports two network interface cards (NIC) in each

computer.

Each card must be configured for a different

« IP network and
* Physical Network

Different IP Networks for Cabling Redundancy

There are three different classes of IP Networks.

-A'
« Band
. C

If you configure one card for an A class IP network and the other for a C class, by default they will be

connected to different IP networks.

You can configure each card to the same class IP network. However, you have to make sure that they are,

in fact, different IP networks.

Example
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You have a Class C IP address 192.68.1.135.

Where

192.68.1 specifies the network that is a Class C status.
135 is a host (specific PC) in the network.

You can configure the second card with a Class C IP address by simply changing the number that is

unique to the address.

The Class C IP address may now be 192.68.2.243.

Where

192.68.2 specifies a second network that is a Class C status.
243 is a host (specific PC) in the second network.

You now have two distinct IP networks.

(L ™
Note:
You can use any subnet mask for two IP addresses. However, you cannot use a single subnet
mask to differentiate the networks. You have to use a different IP network number for each IP

address, disregarding the subnet mask.
N J

Different Physical Networks for Cabling Redundancy

Each of two network interface cards must be connected to its own physical network. This is needed to

provide for a backup network in the case that one of the networks is lost.
Cabling Redundancy Supported Network Configurations

The supported network configurations are:

« Non-redundant server to non-redundant viewer.
» Redundant server to non-redundant viewer.

» Non-redundant server to redundant viewer.

- Redundant server to redundant viewer.

» Non-redundant server to non-redundant server.
» Redundant server to redundant server.
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Cabling Redundancy Configuration Procedures

(0
Note:
Make entries on the Hosts tab and Network tab in the CIMPLICITY Options dialog box. Entries on
the Hosts tab are written to the CimHosts.txt file. When CimHosts.txt is edited through the Hosts

tab, comments that have been written:

« In the body of the file or at the end are deleted.
« At the beginning of the file are not deleted.

Time-out on Initial Socket Connection

To prevent the Windows Firewall from creating a failure mode you can enable a time-out on initial socket
connection. Add SOCKET_CONNECT_TIMEOUT to cimhosts.txt file. The optimal value may differ from
system to system. However, the recommended range of values is >=2 seconds and <=5 seconds. The

format for this parameters is:
#SOCKET_CONNECT_TIMEOUT <seconds>

Example: #SOCKET_CONNECT_TIMEOUT 3

Failover Rate for Cabling Redundancy

The default value for detecting that a network connection has been lost is 20 seconds. Due to the
seamless nature of CIMPLICITY Computer Cabling Redundancy, this should be a reasonable default.
It can be modified, depending on the needs of the application. The loss detection rate should never be

modified to less than 3 seconds.

The failover period is defined as:

PING_INTERVAL * (PING_COUNT + 1)

The two parameters, PING_INTERVAL and PING_COUNT are defined in the cimhosts.txt file.
The formats for these parameters are:

#PING_INTERVAL < seconds>

#PING_COUNT < count>

where
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<seconds> is the number of seconds between probe attempts and <count> is the number of probes to

make.

Example

Sample entries for these parameters would be:
#PING_INTERVAL 2

#PING_COUNT 10

A related parameter is CONNECT_TIMEOUT. This is the number of seconds to wait after forming the TCP/
IP connection for the initial data to arrive from the other computers. The default value is 10 seconds.

There should be no reason to change this value.

Diagnostic Output for Cabling Redundancy

The CIMPLICITY Computer Cabling Redundancy option can generate diagnostic output that you can use
to track down problems with the functioning of the cabling redundancy system. To generate diagnostic
output, enter a valid value for the DEBUG parameter in the cimhosts.txt file.

The format for this parameter is:

#DEBUG < flags>

where

< flags> is a value used to control what types of diagnostic output to generate.

You can add any of the following values together to form the <flags> value:

Val-
Output
ue
1 Print errors
2 Print infrequent calls
4 Print all Winsock calls
8 Print all transactions
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TCP/IP Port for Cabling Redundancy

To support CIMPLICITY Computer Cabling Redundancy, you need to use a set of TCP/IP ports in the
range 5000 to 6000. Depending on other communication software you are running you might have to alter
this range. This is controlled by the START_PORT_RANGE and NUMBER_OF_PORTS parameters in the

cimhosts.txt file.

The formats for these parameters are:

#START_PORT_RANGE < port>

#NUMBER_OF_PORTS < count>

where

< port> is the TCP/IP port to start with and <count> is the number of ports to use.
Example

Sample entries for these parameters would be:

#START_PORT_RANGE 5000

#NUMBER_OF_PORTS 1000

Monitoring Network and Socket Status

Computer Cabling Redundancy Monitoring

The Computer Cabling Redundancy Monitoring API allows you to determine how the network connections
at your site will be monitored. You can write BASIC scripts or C programs that can set points, generate
alarms or pop up dialogs to inform the operator that a network connection has been lost. The following
APIs are available:

» The IP Status API can be used to monitor when a connection to an IP address has been lost or
formed.
 The Socket Status API provides more detail about each of the connections in use by CIMPLICITY.

Review:

« |P Status API.
« |P Status API functions.
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The APIs are callable from any programming language that can call exported C functions from a DLL. This
includes the CIMPLICITY BASIC Control Engine.

The functions reside in the redwinsock.dll DLL.

In the api\redundant_api directory under the CIMPLICITY root directory are two samples programs that
demonstrate the APlIs.

 The BASIC script ip_status.bcl generates and resets alarms as IP connections are lost or formed.
- The C program sock_status.cpp will print out the status information for all the sockets currently in

use.

In addition, a compiled version of the sock_status.cpp program is in the exe directory.

Review:

» Socket Status API.
» Socket Status API Functions.

IP Status API

Use the Computer Cabling Redundancy IP Status API to monitor the state of connections to IP addresses.

The following BASIC script generates or clears an alarm depending upon the state of the connection to an
IP address.

Decl are Function |nitSocketChange CDecl Lib "redw nsock.dl " _
() As Long
Decl are Function Wit Socket Change CDecl Lib "redw nsock.dl " _
(ByVal data As Long, ByVal tinmeout As Long) As Long
Decl are Function C oseSocket Change CDecl Lib “redw nsock.dll" _
(ByVal data As Long) As Bool ean
Decl are Function Cet Next Socket Change CDecl Lib "redw nsock.dll" _
(ByVal data As Long, ByVal node As String, ByRef ipAddress As Long, _
ByRef state As Long) As Long
Decl are Function Cvtl| PAddress(x As Long) As String
Sub Mai n()
Dim data As Long
imnode As String

Di m i pAddress As Long
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Dim state As Long

Di m n256 As Long

n256 = 256

data = | nit Socket Change()

If data <> 0 Then

Wile 1

= Wi t Socket Change(data, 5000)
If i =1 Then

ode = Space(256)

Wi | e Get Next Socket Change(data, node, ipAddress, state)
ipStr$ = Cvtl PAddress(i pAddress)
message$ = "IP address " & ipStr$
refld$ = i pAddress
If state = 2 Then
Al arnUpdate "", "I PALARM', "$SYSTEM', AM RESET_M
nmessage$, "", refld$
El se
Al arnCenerate "", "I PALARM', "$SYSTEM', nessage$,
", refld$, True
End If
node = Space(256)
Wend
End |f
Wend
i = Cl oseSocket Change(dat a)
End If
End Sub
Function CvtlPAddress(x As Long) As String
modl = i pAddress Mbd n256
If mdl < 0 Then nodl = 256 + npdl
nod2 = i pAddress / n256 Mbd n256
f mod2 < 0 Then npd2 = 256 + nod2
nmod3 = i pAddress / (n256 * n256) Md n256
If nobd3 < 0 Then nod3 = 256 + nod3
nmod4 = ipaddress / (n256 * n256 * n256) Md n256

If md4 < 0 Then nod4 = 256 + npd4
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Cvt| PAddress = nodl & "." & npd2 & "." & nod3 & "." & nod4

End Function

IP Status API Functions

IP Status API Functions

The IP Status API supports the following functions.

IP Status API functions include:

« InitSocketChange

- WaitSocketChange

- CloseSocketChange

« GetNextSocketChange

InitSocketChange

Function Description

Syntax | void *InitSocketChange();

Descrip- | This function initializes the API to provide changes in IP statuses.

tion
Com- This function returns a pointer used in other functions to identify this request, or NULL if the
ments initialization failed.

Dim data As Long

data = | nitSocket Change()

WaitSocketChange

Func- L
. Description
tion

Syn- | DWORD WaitSocketChange (void *arg, DIWORD timeout );

tax
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Func-
tion Description

De- This function waits for the next change in an IP status to occur.

scrip-

tion

Com- | The arg pointer is the pointer returned by the InitSocketChange function. The timeout parame-

ments | ter is the length of time in milliseconds to wait for a change to occur. If the value is -1 then the
function will wait forever. This function returns a 1 if a status has changed or 0 if the function
timed out.

Dim data As Long

i = Wit Socket Change(data, 5000)

CloseSocketChange

Function Description

Syntax

void CloseSocketChange (void *arg);

Descrip- | This function does a cleanup of the state change notification.

tion
Com- The arg pointer is the pointer returned by the InitSocketChange function. This function does
ments | not have a return status.

Dim data As Long

i = Cl oseSocket Change(dat a)

GetNextSocketChange

Func-

. Description
tion

Syn- | DWORD GetNextSocketChange (void *arg, = TCHAR *node,  DWORD *ipAddress,
tax DWORD *state);

De- This function gets the information about the next IP status change.

scrip-

tion
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Func-
. Description
tion
Com- | The arg pointer is the pointer returned by the InitSocketChange function. The node buffer is
ments | used to hold the name of the node for this IP address. It should be 255 characters or larger. The

ipAddress is the IP address that has had a status change. The state is the new state of the IP

address. The states are:

Value State
0 Not connecting
1 Connecting
2 Connected
3 Deleted
4 Unknown

This function returns 1 if it is successful, or 0 if there are no more changes.

Dim data As Long

Di m node As String

Di m i pAddress As Long

Dimstate As Long

Node = Space(256)

Wi | e Cet Next Socket Change (dat a, node, i pAddr ess, st at e)

wend

Socket Status API

You can use the Computer Cabling Redundancy Socket Status API to monitor the state of all the sockets

currently in use by CIMPLICITY Computer Cabling Redundancy.

The following C program prints out the status of each of the sockets.

#i ncl ude <string. h>

#i ncl ude <inc_path/cor. h>

#i ncl ude <i nc_pat h/redw nsock. h>

voi d print_sockaddr_in(struct sockaddr_in *addr);

TCHAR *socket Use[] =
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{
_T("None"),
_T("Listen"),
_T(" Connect "),
T(" Accept "),
i

TCHAR *socket State[] =

{
_T("None"),
_T("Connecting"),
_T(" Connect ed"),

i

int main()

{

HANDLE dwChangeHandl e;
dwChangeHandl e = Fi ndFi r st Socket ChangeNot i fi cation();
i f (dwChangeHandl e == | NVALI D_HANDLE_VALUE)
return O;
HANDLE obj ect Array[ 1] ;
WORD obj ect Count = 1;
obj ect Array[ 0] = dwChangeHandl e;
DWORD dwMéi t Status = WAl T_OBJECT 0;
whi | e(1)
{
tinme_t Itime = tinme(NULL);
printf(*\n%", ctine(&tine));
SwW t ch( dwMai t St at us)
{
case WAl T_OBJECT_O:
struct Socket Fi ndDat a fi ndSocket Dat a;
i f (Fi ndFi r st Socket (dwChangeHandl e, &f i ndSocket Dat a))
{

do

i f(findSocket Dat a. opened)

{

printf("%10s ", findSocket Data. prcNane);
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printf("%10s ", findSocket Data.i nmageNane);
printf(“%6s ", findSocketData.opened ? “Opened"

"Cl osed");
printf("%7s ", socketUse[findSocketData.socket Use]);
rintf("%9s ", findSocketData.isRedundant ? "Redundant"

oy
printf("%9s ", findSocketData.connecti onConpleted ?
"Conpl eted" : "");
printf("%10s ", findSocketData.host Nane);

printf("\n");

unsigned int i;
for(i = 0; i < findSocketData.connectionCount; i++)
{
i f(findSocketData. sockets[i].isQOpen)
{
printf("\t%d: % 10s ", i,
socket St at e[ f i ndSocket Dat a. sockets[i].socketState]);
printf("%9s ", findSocketData.sockets[i].hasException
? "Exception" : "");
i f(findSocket Dat a. socket Use == SOCKET_ACCEPT
|| findSocket Dat a. socket Use == SOCKET_CONNECT)
{
print_sockaddr _i n(
&f i ndSocket Dat a. socket s[i]. partner Addr);
}
el se if(findSocket Data. socket Use == SOCKET_LI| STEN)
{
print_sockaddr _i n(
&f i ndSocket Dat a. socket s[i] .| ocal Addr);
}

printf(*\n");

}
} whi | e( Fi ndNext Socket (dwChangeHandl e, &f i ndSocket Data));

printf("\n");
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Fi ndCl oseSocket (dwChangeHand! e) ;

br eak;
defaul t:
Fi ndCl oseSocket ChangeNot i fi cat i on(dwChangeHandl e) ;
return O;
}
dwWai t St at us = Wait For Mul ti pl eObj ect s(obj ect Count,
obj ect Array,
FALSE,
I NFI NI TE) ;
i f (Fi ndNext Socket ChangeNot i fi cati on(dwChangeHandl e) == FALSE)
{
Fi ndCl oseSocket ChangeNot i fi cati on(dwChangeHandl e) ;

return O;

}

return O;

}

voi d print_sockaddr_in(struct sockaddr_in *addr)
{
printf(_T(" %l %l %. % % "),
addr - >si n_addr. s_net,
addr - >si n_addr . s_host,
addr->si n_addr.s_| h,
addr - >si n_addr. s_i npno,

nt ohs(addr->sin_port));

Socket Status API Functions

Socket Status API Functions

The Socket Status API supports the following functions.

Socket Status API functions include:
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» FindFirstSocketChangeNotification
- FindNextSocketChangeNotification
- FindCloseSocketChangeNotification
« FindFirstSocket

« FindNextSocket

« FindCloseSocket

FindFirstSocketChangeNotification

Func-
. Syntax
tion

Syntax | HANDLE FindFirstSocketChangeNotification();

De- This function initializes notification that the socket data has changed.
scrip-
tion

Com- [ There are no input or output arguments. This function returns the handle used in the find sock-
ments | et routines, or INVALID_HANDLE_VALUE on failure.

HANDLE dwChangeHandl e;
dwChangeHandl e = Fi ndFi r st Socket ChangeNot i fication();
i f (dwChangeHandl e == | NVALI D_HANDLE_VALUE)

return O;

FindNextSocketChangeNotification

Func- L.
. Description
tion

Syn- | BOOL FindNextSocketChangeNotification ( HANDLE changeHandle);

tax

De- This function prepares to receive the next socket change notification.
scrip-

tion

Com- | The changeHandle input argument is the handle returned by the FindFirstSocketChangeNoti-
ments | fication function. There are no output arguments. This function returns TRUE if successful, or
FALSE on failure.
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HANDLE dwChangeHandl e;

i f (Fi ndNext Socket ChangeNot i fi cati on( dwChangeHand| e) ==FALSE)

{

Fi ndCl oseSocket ChangeNot i fi cati on(dwChangeHandl e) ;

return O;

FindCloseSocketChangeNotification

Func- L
. Description

tion
Syn- | BOOL FindCloseSocketChangeNotification ( HANDLE changeHandle);
tax
De- This function closes the socket change notification.
scrip-
tion
Com- | The changeHandle input argument is the handle returned by the FindFirstSocketChangeNoti-
ments | fication function. There are no output arguments. This function returns TRUE if successful, or

FALSE on failure.

HANDLE dwChangeHandl e;

Fi ndCl oseSocket ChangeNot i fi cati on(dwChangeHandl e) ;

FindFirstSocket

Func-

. Description
tion

Syn- | BOOL FindFirstSocket ( HANDLE changeHandle,  Struct SocketFindData *findSocketDa-
tax ta);

De- This function finds the first socket data.

scrip-

tion

Com- | The changeHandle input argument is the handle returned by the FindFirstSocketChangeNoti-
ments | fication function. The findSocketData output argument contains all the information about the
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Func- A
. Description
tion

found socket. This structure is defined in <inc_path/toolkit.h>. This function returns TRUE if a

socket is found, or FALSE if there are no more sockets.

HANDLE dwChangeHandl e;
struct Socket Fi ndData fi ndSocket Dat a;

i f (Fi ndFi r st Socket (dwChangeHandl e, &f i ndSocket Dat a))

FindNextSocket

Func- L
. Description
tion

Syn- | BOOL FindNextSocket ( HANDLE changeHandle, Struct SocketFindData *findSocketData);

tax

De- This function finds the succeeding socket data.
scrip-
tion

Com- | The changeHandle input argument is the handle returned by the FindFirstSocketChangeNoti-
ments | fication function. The SocketFindData output argument contains all the information about the
found socket. This structure is defined in <inc_path/toolkit.h>. This function returns TRUE if a
socket is found, or FALSE if there are no more sockets.

HANDLE dwChangeHandl e;

struct Socket Fi ndData fi ndSocket Dat a;
do

{

} whi | e( Fi ndNext Socket (dwChangeHandl e, &f i ndSocketData));

FindCloseSocket
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Func- A
. Description
tion

Syn- | BOOL FindCloseSocket ( HANDLE changeHandle);,

tax

De- This function finishes looking for socket data.
scrip-

tion

Com- | The changeHandle input argument is the handle returned by the FindFirstSocketChangeNotifi-
ments | cation function. This function returns TRUE if successful, or FALSE if an error occurred.

HANDLE dwChangeHandl e;

Fi ndCl oseSocket (dwChangeHandl e) ;

Supported Communication Interfaces

Supported Communication Interfaces

This appendix documents the redundant communication interfaces supported by Server Redundancy.

The supported redundant communication interfaces are:

« CCM2

* Genius

» SNPX

« Allen-Bradley Communications

- DDE Client

» Modbus RTU

* Modbus TCP/IP

 OPC Client

« Point Bridge

« Series 90 TCP/IP Triplex Device Communications

In addition, CIMPLICITY supports the development of Server Redundant Device Communication Toolkit
drivers. Use the heartbeat function in the enabler to determine if the secondary server can communicate

with its configured devices.

CCM2 Communications
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Server redundant computer configurations that use the CCM2 Communications option must be
configured as in the following diagram:
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Frimary|F & Secondary|® C
ir i
Server s Server é.:rﬂ
| |
£l
Programmable =
Controller
Chibd
card

The primary and secondary servers must have independent cable paths to the PLC. The PLC must have

two serial ports available for CCM2 communications. Both of the PLC's serial ports must be configured
with the same CPU ID.

The recommended configuration is to use the CMM module in CCM2 mode. Both ports on the CMM
module can be configured for CCM2 communications.

Genius Communications

Server redundant computer configurations that use the Genius Communications option must be
configured as in the following diagram:
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The primary and secondary servers must have different PCIM addresses. Unsolicited datagrams sent
from the PLC must be sent to both the primary and secondary servers.
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SNPX Communications

Server redundant computer configurations that use the SNPX Communications option must be configured
as in the following diagram:
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The primary and secondary servers must have independent cable paths to the PLC. The PLC must have
two serial ports available for SNPX communications. Both of the PLC's serial ports must be configured
with the same CPU ID.

Allen-Bradley Communications

Server redundant computer configurations that use the Allen-Bradley Communications option must be
configured as in the following diagram:
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Communications can be done over an Ethernet network or over a Data Highway Plus network using
Allen-Bradley 1784 KTX cards. Unsolicited data sent from the PLC must be sent to both the primary and
secondary servers.
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DDE Client Communications

Server redundant computer configurations that use the DDE Client Communications option must be

configured in one of the following ways:

- The NetDDE Server must be installed and configured identically on both the primary and secondary
servers.
» The NetDDE Server must be installed and configured on a computer other than the primary and

secondary servers.
Modbus RTU Communications

Server redundant computer configurations that use the Modbus RTU Communications option must be

configured as in the following diagram:
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The programmable controller needs to respond through both of its serial cards at the same standby
address at the same time. However, the standby node is only heart beating. It is not reading the full data

set. The active node reads the full data set.

! Important:
Because both RTU cards have the same ID they have to be in separate networks.

Modbus TCP/IP

Server redundant computer configurations that use the Modbus TCP/IP Communications option must be

configured as in the following diagram:Communications
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The primary and secondary servers are on the same Ethernet LAN connected to a single Ethernet card in
the programmable controller.

OPC Client

If your OPC Server is configured to support server redundant configurations, OPC Client will also support
server redundant configurations.

Point Bridge
Point Bridge communications is fully supported in server redundant computer configurations.
Series 90 TCP/IP Triplex Device Communications

Series 90 TCP/IP Triplex Device communications is fully supported in server redundant computer
configurations.

Server Redundancy Configuration Parameters

Server redundancy configuration parameters include:

Parameter Description
REDUND_LINK_- Wait time before the Router creates a link to the standby node.
SLEEP
REDUND_PROBE._- Number of missed probes before a failover.

COUNT
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Parameter Description

REDUND_PROBE_DE- | Gap between sending probes.
LAY

REDUND_PROBE_- TCP/IP port number to implement the probe mechanism.
PORT

SECONDARY_START- | Starting time delay for the secondary server project, when both the project on
UP_TIMEOUT both the primary and secondary start at boot.

Computer Cabling Redundancy Status Log Error Messages

Computer Cabling Redundancy Status Error Messages

The following is a list of errors you may encounter in the CIMPLICITY Status Log relating to Computer

Cabling Redundancy.

Error messages cover:

- Binding failures (on page 337).
« Connection failures (on page 331).
« Socket failures (on page 332).

« Missed communications (on page 332).
Binding Failures

This error should only occur if a non-CIMPLICITY communication program is using IP ports in the same

range as the Computer Cabling Redundancy option.
Failed to bind to port

CIMPLICITY attempts to use the same IP port on both network interface cards (NIC). If this error occurs

try changing the range of IP ports that Computer Cabling Redundancy is using.
Connection Failures

These errors occur when the Computer Cabling Redundancy option starts a connection with another

computer:

Failed to receive connection ID: invalid ID
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Failed to complete connection: <IP Address>
Failed to receive connection ID: invalid ID
Failed to receive connection ID: timeout
Failed to receive connection ID: exception
Failed to receive connection ID: recv failed

When the option starts a connection with another computer it exchanges some identifying information. If

this information is not received, the connection will fail.

This is typically caused by an incorrect configuration. If the local computer believes that the remote
computer is supporting Computer Cabling Redundancy but the remote computer is not configured for
Computer Cabling Redundancy, then this error will occur. This error can also occur if the network is broken
during the connection setup time.

Socket Failures

This error occurs when the local socket is waiting for data:
Error performing select on socket

This error should never occur.

Missed Communications

This error occurs when network traffic is not being received from the remote computer:
Missed hearing from partner: < IP Address>

If this error occurs and the network is functioning you should check the PING_INTERVAL and
PING_COUNT parameters in the cimhosts.txt file. You may need to increase them depending on the load

on your computers or network.
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