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Overview of the Hazards Analysis Module

Hazards Analysis is the process of identifying hazardous processes in a facility, assessing the
risks, and providing ways to mitigate them.

Using the Hazards Analysis module, you can:

Examine the processes that are performed by one or more assets.

Identify existing and potential hazards that are associated with those processes.
Identify and assess risks. How probable is it that the risk will have a negative safety or
environmental impact? How would the team rate the severity of this safety or
environmental impact?

Define the characteristics of the scenarios, including the risks that they include.

Identify ways to prevent the risk in each scenario from occurring.

Make recommendations for actions that can be taken within the facility to prevent the
risks in each scenario from occurring or to mitigate the risks in some way (e.g., lower the
severity of the safety or environmental impact).

Hazards Analysis

Suppose that in your facility, you have two tanks that are connected with a
pipe or a piping system, where hazardous chemicals in one tank are
transferred to the other tank through the pipe or the piping system. The
continual process of monitoring the liquid level in each tank, increasing or
decreasing it as needed, and transporting the chemicals from the source
tank to the target tank is a potentially hazardous process that involves risk.
During this process, for example, if the level control malfunctions, the
pressure in the pipe or the source tank could increase too rapidly and cause
the chemicals in the source tank to leak out, causing damage to the
environment or personnel.

After you identify the hazardous scenarios associated with a process, you
can use Hazards Analysis to:

+ Define the characteristics of the scenarios, including the risks that they
include.

« Assess the likelihood of the risks in each scenario actually occurring.

« Identify ways to prevent the risk in each scenario from occurring.

+ Make recommendations for actions that can be taken within the facility
to prevent the risks in each scenario from occurring or to mitigate the
risks in some way (e.g., lower the severity of the safety or environmental
impact).

Suppose that, for the preceding process (transporting hazardous chemicals
between two tanks), you identify a risk that the pressure monitor will stop
working and a chemical spill will occur. Through a risk assessment, you also
determine that the chemical spill is very likely to cause a negative impact to
both human safety and the environment. Based on this assessment, you
might determine that the only way to prevent the risk is to be alerted when
the pressure in the tank is increasing too quickly. In this case, you may
recommend that a high pressure alarm be put in place to alert someone if
the pressure in the tank is rising too quickly. You may recommend to test
the alarm on a periodic basis to ensure the availability of the alarm.




Access the Hazards Analysis Overview Page for All
Hierarchy Levels

Before You Begin

You can access the Hazards Analysis Overview page only if you are a member of the
following Security Groups:

o MI HA Administrator

o MIHA Owner

o MI HA Facilitator

o MIHA Member

You can perform the various tasks on this page based on the privileges granted to these
Security Groups.

About This Task

This topic describes how to access the Hazards Analysis Overview page, which displays
Hazards Analysis information for all hierarchy levels. You can also access the Hazards
Analysis Overview page for a particular hierarchy level.

Procedure

In the module navigation menu, select Integrity > Hazards Analysis.

The Hazards Analysis Overview page appears, displaying the following information that is
related to all the hierarchy levels:

The Hazards Analysis Risk Overview graph: Plots the unmitigated and mitigated risk
ranks for each System/Node in all the Hazards Analyses.

The Hazop tab: Displays a list of HAZOP Analyses. You can create a new HAZOP Analysis,
or access or modify an existing one. The number on the tab indicates the number of
HAZOP Analyses.

The What If tab: Displays a list of What If Analyses. You can create a new What If Analysis,
or access or modify an existing one. The number on the tab indicates the number of What
If Analyses.

The PHA Re-Validation Schedule tab: Displays a list of Hazards Analyses that are overdue
or must be re-validated in the next 30 days. The number on the tab indicates the number
of Hazards Analyses that are listed.
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By default, the hierarchy level is set to Home and the information that appears on the
Hazards Analysis Overview page is related to all Hierarchy Levels, including records that are
not associated with any Asset. You can filter the information that appears on the page based

R
on a specific Asset by selecting U in the upper-left corner of the page.

Access the Hazards Analysis Overview Page for a Hierarchy
Level

Before You Begin

You can access the Hazards Analysis Overview page only if you are a member of the
following Security Groups:

o MI HA Administrator

o MI HA Owner

o MI HA Facilitator

o MIHA Member

You can perform the various tasks on this page based on the privileges granted to these
Security Groups.

About This Task

This topic describes how to select a hierarchy level, and then access the Hazards Analysis
Overview page for that hierarchy level. You can also access the Hazards Analysis Overview
page for all the hierarchy levels.

Procedure

1.

In the top navigation bar, select = .

The Asset Hierarchy page appears.
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2. In the left pane, navigate to the hierarchy level for which you want to access the Hazards
Analysis Overview page.

A list of types of analyses performed on the selected hierarchy level appears in the
workspace, in the Health section.

3. In the workspace, select the Integrity tab.

The Integrity section appears.
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4. In the section, in the Hazards Analysis row, select the link.

The Hazards Analysis Overview page appears, displaying the following information
related to the selected hierarchy level:

o The Hazards Analysis Risk Overview graph: Plots the unmitigated and mitigated risk
ranks for each System/Node in all the Hazards Analyses conducted on the selected
hierarchy level.



* The Hazop tab: Displays a list of HAZOP Analyses conducted on the selected hierarchy
level. You can create or a new HAZOP Analysis, or access or modify an existing one.

* The What If tab: Displays a list of What If Analyses conducted on the selected
hierarchy level. You can create a new What If Analysis, or access or modify an existing
one.

+ The PHA Re-Validation Schedule tab: Displays a list of Hazards Analyses (conducted
on the selected hierarchy level) that are overdue or must be re-validated in the next 30
days. The number on the tab indicates the number of Hazards Analyses that are listed.

Hazards Analysis Overview

Asset: Home
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You can filter the hierarchy level by selecting | in the upper-left corner of the page.

HAZOP Analysis Workflow

This workflow provides the basic, high-level steps for using this module. The steps and links
in this workflow do not necessarily reference every possible procedure.

Using the Hazards Analysis module, you can conduct the following types of Hazards
Analyses:

Hazards and Operability (HAZOP) Analysis: Lets you document the known hazardous
scenarios associated with a process, assess the likelihood of the risks in those scenarios
occurring, and determine the best way to mitigate the risk in those scenarios.

What-If Analysis: Lets you hypothesize about the possible hazardous scenarios,
determine the risk associated with them, and determine the best way to mitigate those
risks.

Conducting a HAZOP analysis includes completing the following steps:

1.

2.
3.

Create a Hazards Analysis, which stores the details of the HAZOP analysis that you want
to perform, including the start and end dates for the analysis.

Identify the Systems/Nodes in which the hazardous scenario originates.
Define components, which includes identifying the following items:

e The system in which the hazardous scenario originates.

e The condition under which the scenario may appear.

+ What causes the condition to occur.

* The risks associated with that scenario.

* The safeguards that are currently in place to mitigate the risk in that scenario.

e The probability and severity of the safety, operational (commercial), and environmental
impact of the risk associated with the scenario if a safeguard is in place.
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Assess the unmitigated and mitigated risks.

Link a LOPA to a Consequence.

Link Assets to each System/Node in the HAZOP Analysis.

Define the Hazards Analysis team, who will conduct the analysis.

Tip: For details about working with teams and the Team Members section, refer to the
Teams section of the documentation.

Link the Hazards Analysis to a Reference Document, which contains the reference material
relevant to the analysis.

Tip: For more information, refer to the Reference Documents section of the
documentation.

Propose a Recommendation for actions that should be taken to mitigate the risk in that
scenario.

What If Analysis Workflow

This workflow provides the basic, high-level steps for using this module. The steps and links
in this workflow do not necessarily reference every possible procedure.

Using the Hazards Analysis module, you can conduct the following types of Hazards
Analyses:

Hazards and Operability (HAZOP) Analysis: Lets you document the known hazardous
scenarios associated with a process, assess the likelihood of the risks in those scenarios
occurring, and determine the best way to mitigate the risk in those scenarios.

What If Analysis: Lets you hypothesize about the possible hazardous scenarios,
determine the risk associated with them, and determine the best way to mitigate those
risks.

Conducting a What If Analysis includes completing the following steps:

1.

2.
3.

N oo

Create a Hazards Analysis, which stores the details of the What If Analysis that you want
to perform, including the start and end dates for the analysis.

Identify the Systems/Nodes in which the hazardous scenario originates.
Define components, which includes identifying the following items:

* The system in which the hazardous scenario originates.

« The condition under which the scenario may occur.

+ What causes the condition to occur.

e The risks associated with that scenario.

e The safeguards that are currently in place to mitigate the risk in that scenario.

* The probability and severity of the safety, operational (commercial), and environmental
impact of the risk associated with the scenario if a safeguard is in place.

Assess the unmitigated and mitigated risks.

Link a LOPA to a Consequence.

Link Assets to each System/Node in the What If Analysis.

Define the Hazards Analysis team, who will conduct the analysis.

Tip: For details about working with teams and the Team Members section, refer to the
Teams section of the documentation.

Link the Hazards Analysis to a Reference Document, which contains the reference material
relevant to the analysis.



Tip: For more information, refer to the Reference Documents section of the
documentation.

9. Propose a Recommendation for actions that should be taken to mitigate the risk in that
scenario.
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HAZOP Analysis Workflow

Hazards Analysis: HAZOP Analysis

This workflow describes the process for conducting a Hazards and Operability (HAZOP)
analysis by:
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Defining the deviations, causes, consequences, and safeguards in the analysis.
Assessing the unmitigated and mitigated risks.

Blue text in a shape indicates that a description is provided for that step in the following
sections. For more information, refer to the topic Interpreting the Workflow Diagram.
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1. Create Hazards Analysis on page 11
2. Form Hazards Analysis Team on page 14
3. Define System/Node and Link Assets(s) on page 14
4. Define Deviation on page 11
5. Define Cause and Link Asset on page 14
6. Assess Mitigated Risk on page 15
7. Define Safeguard (or Layer of Protection) on page 15
8. Assess Unmitigated Risk on page 14

9.

Define Consequence on page 14
10.Create Recommendation on page 15
11. Asset Strategy Management on page 15
12.Create New or Link Existing LOPA on page 15
13.LOPA on page 15




Create Hazards Analysis
Persona: Analyst

Create a Hazards Analysis (of the type HAZOP) to record the details of the Hazards and
Operability (HAZOP) analysis. This will analyze the known causes of a hazard.

Form Hazards Analysis Team
Persona: Analyst

Form a multi-disciplinary team that will perform the Hazards Analysis. Assign the Facilitator
role to one of the team members, and the Owner role to another.

Define System/Node and Link Assets(s)
Persona: Analyst

Identify the system or node for which you want to perform the HAZOP analysis. Create a
System/Node and define it. You can link a System/Node to assets ( i.e., Equipment and
Functional Locations). APM creates an Asset Group for all the assets that are linked to a
System/Node and to the Causes and Safeguards in the System/Node.

Define Deviation
Persona: Analyst

Create a Deviation to record the details of a process that has deviated from normal
conditions, which could result in a hazard.

Define Cause and Link Asset
Persona: Analyst

Create a Cause record to store the details of each cause that resulted in or may result in a
hazardous condition. You can link a Cause to assets ( i.e., Equipment and Functional
Locations). APM creates an Asset Group for all the assets that are linked to a System/Node
and to the Causes and Safeguards in the System/Node.

Define Consequence
Persona: Analyst

Create a Consequence record to store the details of the impact of the hazard.

Assess Unmitigated Risk
Persona: Analyst

Before a safeguard is defined, assess the severity and frequency of the consequence for
each aspect defined in a risk matrix. By default, these aspects are Safety, Health,
Environment, and Financial. Depending on the Risk Matrix associated with the site, these
aspects may vary. You can refer to the failure rate data of the piece of equipment or trip
reports to assess the unmitigated risk.

1



Create Recommendation
Persona: Analyst

Create a Strategic Recommendation to provide suggestions about how to mitigate the risk.
You can also promote the Recommendation to Asset Strategy Management (ASM).

Asset Strategy Management
Persona: Analyst

Asset Strategy Management defines the health monitoring requirements for an asset, or
asset class, based on understanding the underlying failure modes and effects, in combination
with the criticality of the asset. This process identifies candidate failure modes where health
monitoring offers a significant reduction in risk. This workflow assumes that the Strategy has
been approved, an Action has been created for each Risk where a health indicator is the
identified mitigation, and the Actions are not yet implemented.

Go to the Asset Strategy Management workflow.

Define Safeguard (or Layer of Protection)

Persona: Analyst

Create a Safeguard record to store the details of the safeguard that will mitigate the risk, and
specify if the safeguard is an Independent Protection Layer. If the Safeguard is a safety
instrumented function (SIS), you must link the Instrumented Function to the Safeguard. The
protective instrument loops installed on the instrumented function can mitigate the risk. The
SIS Management module allows you to assess the SIL value for the instrumented function.
You can link a Safeguard to assets (i.e., Equipment and Functional Locations). APM creates an
Asset Group for all the assets that are linked to a System/Node and to the Causes and
Safeguards in the System/Node.

Create New or Link Existing LOPA

Persona: Analyst

You can create a LOPA to access the Safety Integrity Level (SIL) for a scenario. When you
create a LOPA from a Consequence in a Hazards Analysis, the LOPA is automatically linked
with the Consequence. You can also link an existing LOPA to a Consequence in the Hazards
Analysis. The Safeguards defined in the Hazards Analysis will appear in the LOPA. Similarly,
the Safeguards defined in the LOPA will appear in the Hazards Analysis. Changes made to the
Safeguards will be reflected in both the LOPA and the Hazards Analysis.

Assess Mitigated Risk

Persona: Analyst

After a safeguard is put into use, assess the severity and frequency of the consequence for
each aspect defined in a risk matrix. By default, these aspects are Safety, Health,
Environment, and Financial. Depending on the Risk Matrix associated with the site, these
aspects may vary.

LOPA

Persona: Analyst

12



Go to the LOPA workflow.

What If Analysis Workflow
Hazards Analysis: What-If Analysis

This workflow describes the process for conducting a What-If analysis by:

« Defining the what ifs, causes, consequences, and safeguards in the analysis.
« Assessing the unmitigated and mitigated risks

Blue text in a shape indicates that a description is provided for that step in the following
sections. For more information, refer to the topic Interpreting the Workflow Diagram.
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Create What-If Analysis on page 14

Form Hazards Analysis Team on page 14

Define System/Node and Link Assets(s) on page 14
Define What-If on page 14

Define Cause and Link Asset on page 14

Assess Mitigated Risk on page 15

Define Safeguard (or Layer of Protection) on page 15
Assess Unmitigated Risk on page 14

9. Define Consequence on page 14

10.Create Recommendation on page 15

11. Asset Strategy Management on page 15

12.Create New or Link Existing LOPA on page 15
13.LOPA on page 15
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Create What-If Analysis

Persona: Analyst

Create a Hazards Analysis (of type What-If) to record the details of the What-If analysis. This
is to analyze the potential causes of a hazard.

Form Hazards Analysis Team
Persona: Analyst

Form a multi-disciplinary team that will perform the Hazards Analysis. Assign the Facilitator
role to one of the team members, and the Owner role to another.

Define System/Node and Link Assets(s)
Persona: Analyst

Identify the system or node for which you want to perform the HAZOP analysis. Create a
System/Node and define it. You can link a System/Node to assets ( i.e., Equipment and
Functional Locations). APM creates an Asset Group for all the assets that are linked to a
System/Node and to the Causes and Safeguards in the System/Node.

Define What-If

Persona: Analyst

Create a What-If record to store the details of a process that can potentially deviate from
normal conditions, which could result in a hazard.

Define Cause and Link Asset
Persona: Analyst

Create a Cause record to store the details of each cause that resulted in or may result in a
hazardous condition. You can link a Cause to assets ( i.e., Equipment and Functional
Locations). APM creates an Asset Group for all the assets that are linked to a System/Node
and to the Causes and Safeguards in the System/Node.

Define Consequence
Persona: Analyst

Create a Consequence record to store the details of the impact of the hazard.

Assess Unmitigated Risk
Persona: Analyst

Before a safeguard is defined, assess the severity and frequency of the consequence for
each aspect defined in a risk matrix. By default, these aspects are Safety, Health,
Environment, and Financial. Depending on the Risk Matrix associated with the site, these
aspects may vary. You can refer to the failure rate data of the piece of equipment or trip
reports to assess the unmitigated risk.

14



Create Recommendation
Persona: Analyst

Create a Strategic Recommendation to provide suggestions about how to mitigate the risk.
You can also promote the Recommendation to Asset Strategy Management (ASM).

Asset Strategy Management
Persona: Analyst

Asset Strategy Management defines the health monitoring requirements for an asset, or
asset class, based on understanding the underlying failure modes and effects, in combination
with the criticality of the asset. This process identifies candidate failure modes where health
monitoring offers a significant reduction in risk. This workflow assumes that the Strategy has
been approved, an Action has been created for each Risk where a health indicator is the
identified mitigation, and the Actions are not yet implemented.

Go to the Asset Strategy Management workflow.

Define Safeguard (or Layer of Protection)
Persona: Analyst

Create a Safeguard record to store the details of the safeguard that will mitigate the risk, and
specify if the safeguard is an Independent Protection Layer. If the Safeguard is a safety
instrumented function (SIS), you must link the Instrumented Function to the Safeguard. The
protective instrument loops installed on the instrumented function can mitigate the risk. The
SIS Management module allows you to assess the SIL value for the instrumented function.
You can link a Safeguard to assets (i.e., Equipment and Functional Locations). APM creates an
Asset Group for all the assets that are linked to a System/Node and to the Causes and
Safeguards in the System/Node.

Create New or Link Existing LOPA

Persona: Analyst

You can create a LOPA to access the Safety Integrity Level (SIL) for a scenario. When you
create a LOPA from a Consequence in a Hazards Analysis, the LOPA is automatically linked
with the Consequence. You can also link an existing LOPA to a Consequence in the Hazards
Analysis. The Safeguards defined in the Hazards Analysis will appear in the LOPA. Similarly,
the Safeguards defined in the LOPA will appear in the Hazards Analysis. Changes made to the
Safeguards will be reflected in both the LOPA and the Hazards Analysis.

Assess Mitigated Risk

Persona: Analyst

After a safeguard is put into use, assess the severity and frequency of the consequence for
each aspect defined in a risk matrix. By default, these aspects are Safety, Health,
Environment, and Financial. Depending on the Risk Matrix associated with the site, these
aspects may vary.

LOPA

Persona: Analyst

15



16

Go to the LOPA workflow.
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About the Hazards Analysis Team

The hazards analysis team is a group of individuals who will complete the hazards analysis.
You can add APM users and non-APM users to the hazards analysis team.

* APM users will have an existing APM Security User and an associated Human Resource
record that was created automatically when the Security User was created.

* Non-APM users will not have a APM Security User or a Human Resource record. To add a
non-APM user to the SIL analysis team, you will need to create a Human Resource record
for that user. You can do so via the SIL Analysis Team Members page or using APM Tools.

Note: A APM Security User record is required for logging in to the APM application and using
Hazards Analysis. Hazards analysis team members who do not have a Security User account
may participate in and contribute to the analysis but will not be able to use APM .

Team Member Roles

Hazards analysis team member roles is used to as a reference to understand which team
member is responsible for a given task related to the analysis. Any member of the team can
be assigned a role. The following roles are available for a hazards analysis:

e Owner: The team member who is responsible for completing the hazards analysis. After
you assign a team member the role of Owner, the name of that team member will appear
in the Owner field in the Hazards Analysis.

« Facilitator: The team member who is in charge of conducting the analysis and organizing
the team.

There can be only one Owner and one Facilitator per analysis.

About Revision History

18

You can use the revision history in a hazards analysis to manage the revisions made for an
entire analysis (i.e., HAZOP or What If). When you create an analysis, you link records in
multiple families to the Hazards Analysis. When you complete an analysis (i.e., it has been
approved), you will change the state of the Hazards Analysis to Complete. When you do so, a
snapshot is taken of the Hazards Analysis and each record linked to it.

When the state of a Hazards Analysis is changed to Complete, one record in each of the
following families will be created:

o Hazards Analysis Revision

o Hazards Analysis System/Node Revision

e HAZOP Deviation Revision (for HAZOP Analyses)

+ What If Revision (for What If Analyses)

e Hazards Analysis Cause Revision

e Hazards Analysis Consequence Revision

e Hazards Analysis Safeguard Revision

o |PL Checklist Revision

In other words, after the record state for the Hazards Analysis is changed to Complete, one
Revision record is created for each record that is linked to the Hazards Analysis (with the
exception of the Human Resource, Risk Assessment Recommendation, and Risk Assessment



families). Each Revision record stores a snapshot of the source record as it appeared when
the state of the Hazards Analysis was changed.

If you re-evaluate the Hazards Analysis, the state of the Hazards Analysis will change to
Complete. A second set of Revision records will be created, and so on.

Create a Hazards Analysis

Procedure
1. Access the Hazards Analysis Overview page.

Tip: You can also access the Hazards Analysis Overview page for a particular hierarchy
level.

2. In the workspace heading:

« If you are conducting a HAZOP Analysis, select the Hazop tab.
o If you are conducting a What If Analysis, select the What If tab.

The selected section appears, displaying a list of Hazards Analyses of the selected type.

Hazards Analysis Overview

Asset: Home
il 16 il
Hazop What If PHA Re-Validation Schedule
+ &

Roanoke, VA  BR-1001 Steam Beiler Hazards and Operability Analysis Planning
Roanoke, VA  BR-1001 Steam Boiler Hazards and Operability Analysis Complete
Roanoke, VA Planning
Roanoke, VA Planning
Roanoke, VA  Analysis Description Active
Roanoke, VA Planning
Roanoke, VA BR-1001 Steam Boiler Hazards and Operability Analysis Planning
Roanoke, VA Planning
Roanoke, VA Planning
Roanoke, VA Planning
Roanoke, VA Planning
Roanoke, VA Planning
Roanoke, VA Planning
Roanoke, VA BR-1001 Steam Boiler Hazards and Operability Analysis Planning

500 1-310f31Results 1

3. In the upper-left corner of the workspace, select +.

A blank datasheet for the Hazards Analysis appears.



Create a new HAZOP Analysis

Datasheet ID:

Site:
l Hazards Analysis v iV Roanoke, VA

Analysis ID:

Text input

This field is required

Revision Numbar: Revision Data:

| 0 l 11/12/2019 19:01:58 7

Reevaluation Interval: Next Reevaluation Date:

D

| Numeric input - ‘

Analysis Description:

Text input I

Unit 1D:

Text input |

Summary:

Text area

X

Analysis Purpose:

Text area I

Cancel ‘ Save

4. As needed, enter values in the available fields.
5. In the lower-right corner of the datasheet, select Save.

The Hazards Analysis is created.

Next Steps

o Create a System/Node
e Add Team Members to the Hazards Analysis



Access a Hazards Analysis

Procedure
1. Access the Hazards Analysis Overview page.

Tip: You can also access the Hazards Analysis Overview page for a particular hierarchy
level.

2. In the workspace heading:

o If you want to access a HAZOP Analysis, select the Hazop tab.
o If you want to access a What If Analysis, select the What If tab.

The selected section appears, displaying a list of Hazards Analyses of the selected type.

Hazards Analysis Overview

Asset: Home

31 16 il

Hazop What If PHA Re-Validation Schedule
+ &
Hazop-01 Roanoke, VA  BR-1001 Steam Boiler Hazards and Operability Analysis Planning
alysis Roanoke, VA  BR-1001 Steam Boiler Hazards and Operability Analysis Complete

Roanoke, VA Planning
Roanoke, VA Planning
Roanoke, VA  Analysis Description Active

todelsaf Roanoke, VA Planning

Hazop-13 - Completed-Analysis- Roanoke, VA BR-1001 Steam Boiler Hazards and Operability Analysis Planning
Roanoke, VA Planning
Roanoke, VA Planning
Roanoke, VA Planning
Roanoke, VA Planning
Roanoke, VA Planning
Roanoke, VA Planning
Roanoke, VA BR-1001 Steam Boiler Hazards and Operability Analysis Planning

500 1-31of31Results 1

3. Select the Hazards Analysis that you want to access.

The Analysis Overview section appears, displaying the Risk Assessment graph.



A
E = £ BODO7-0..nalysis E Q ? @&
Analysis Summary = BO0O07-009 Steam Boiler Analysis A... Planning P —— iow | e
Last modified by Administrator, Meridium on Frida_ Deng, Jos H :
I & Analysis Overview Definition 3 Team Members O Reference Documents 2 Linked Assets
———————
Boiler Gas Feed m = ¢35 Highest Unmitigated R -
Boiler Prima..Water Supply B Unmitigated Risk
Mitigated Risk :
Forced Draft Air Supply Very High
Steam Drum
=
=
High | ____ = 260
Hadium € s
Boiler Gas Feed Boiler Prima.Water Supply Foreed Draft Air Supply Steam Drum
4. In the workspace, select the Definition tab.
The datasheet for the Hazards Analysis appears.
Iy
| 2 A B0007-0...nalysls El Q 7?7 @
BO007-009 Steam Boiler Planning: Low @
P 7 3Revision(s} | o o
Ana IVSIS Summary Last modified by Administrater, Me... Dema; Jos - i
8 Analysis Overview Definition 3 Team Members 0 Reference Documents 2 Linked Assets
_—
Datasheet ID:
Boiler Gas Feed [ = Siter i ® s
| Hazards Analysis e ©  Roanoke, VA "
Boiler Prima..Water Supply
Analysis 1D:
B0007-009 Steam Boiler Analysis |
Forced Draft Air Supply vs
Revigion Number: Revision Date:
Steam Drum - B
3 | 11/04{2013 13:45:22 )
Reevaluation Interval: Next Reevaluation Date:
2 [Years) ) 11/04/2015 13:45:22 B

Analysis Description:

B0007-009 Steam Boiler Hazards and Operability Analysis |

unitiD:

Plant Utilities |

Summary:

A Hazards and Operability Study (HAZOP) was conducted on BODD7-009 Steam Boiler per company and OSHA guidelines. All
related P&ID's, operation and maintenance practices were reviewed prior to conducting this study.

5. If needed, modify values in the available fields.
Tip: You can modify a Hazards Analysis only if it is in the Planning state.
6. In the upper-right corner of the datasheet, select Eﬂ

The changes made to the Hazards Analysis are saved.



Results

A list of Systems/Nodes for the Hazards Analysis appears in the left pane.

Access a List of Assets Linked to an Analysis

About This Task

This topic describes how to access a list of Assets (Equipment and Functional Locations) that
are linked to each System/Node, Cause, and Safeguard in a Hazards Analysis.

Procedure

1.

Access the Hazards Analysis Overview page.

Tip: You can also access the Hazards Analysis Overview page for a particular hierarchy
level.

. In the workspace:

« If you want to access the Assets linked to a HAZOP Analysis, select the Hazop tab.
o If you want to access the Assets linked to a What If Analysis, select the What If tab.

The selected section appears, displaying a list of Hazards Analyses of the selected type.

. Select the Hazards Analysis for which you want to access a list of linked Assets.

The Analysis Overview section appears, displaying the Risk Assessment graph.
EII é. BO007-0...nalysis E Q ? &

Analysis Summary [ BO007-009 Steam Boiler Analysis A...

# 3Revision(s)
Last medified by Administrator, Meridium on Frida_. i

E
Dema, loe

Analysis Overview Definition 3 Team Members 0 Reference Documents 2 Linked Assets

Boiler Gas Feed m o= Highest Unmitigated R

Boiler Prima..Water Supply I unmitigated Risk
imitigated Ri
Mitigated Risk:
Forced Draft Air Supply

Steam Drum

B =l —

4. In the workspace, select the Linked Assets tab.

The Linked Assets section appears, displaying a list of Assets linked to the Systems/
Nodes, Causes, and Safeguards in the Hazards Analysis.
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A - ~ - n
E = Hazards..verview BO0O07-0...nalysis | .) TS

BO007-009 .. B i e (#) 3 Revision(s) & e
Last modified by ... emo, Joe

Analysis Summary

Reference

Analysis Overview Definition 3 Team Members 2 Linked Assets
Documents
N

Boiler Gas Feed Equipment Technical Number Equipment Short Description Functional ID
Boiler Prima..Water Supply FLODO5-009 ~

000000000001005915 ~ FUEL GAS

L FUEL GAS TO BOILER B-7 MRD-ROA-REFN-RF009-FLODOS-009
Forced Draft Air Supply Instrument ~ INS MIS MIS.

MRD-ROA-REFN-RFO09-FLO0OOS5-009 - FUEL
GAS TO BOILERB-7

Steam Drum

Access the Recommended Actions Pane

About This Task

The Recommendations that appear on the Recommended Actions pane are filtered based on
your selection.

o If you access a Hazards Analysis, the Recommended Actions pane displays a list of Risk
Assessment Recommendations linked to all the Consequences in the Hazards Analysis.

o If you access a System/Node, Deviation, What If, or a Cause, the Recommended Actions
pane displays a list of Risk Assessment Recommendations linked to all the Consequences
in the System/Node.

» If you access a Consequence, the Recommended Actions pane displays a list of Risk
Assessment Recommendations linked to the Consequence.

Important: You can create a Recommendation only for a Consequence.

Procedure

1. Access the Hazards Analysis, System/Node, or the Consequence that is linked to the
Recommendation.

2. In the upper-right corner of the page, select G

The Recommended Actions pane appears, displaying a list of Recommendations linked to
the Hazards Analysis, System/Node, or the Consequence.

1 Recommended Actions < Action Management

Add new SIF to further mitigate Flame Out due t...
Updated by: Jane Smith On Tuesday, May 02, 2017

Tip: For information about additional options available when working with the
Recommendation records, refer to the Action Management section of the documentation.

Tip: If you want to create a Recommendation, you must first select the Consequence, and
then access the Recommended Actions pane.
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Create a Recommendation

Procedure

1. Access the Consequence for which you want to create a Risk Assessment
Recommendation.

2. In the upper-right corner of the page, select q

The Recommended Actions pane appears, displaying a list of Risk Assessment
Recommendations linked to the Consequence.

1 Recommended Actions < Action Management

Add new SIF to further mitigate Flame Out due t...
Updated by: Jane Smith On Tuesday, May 02, 2017

3. In the upper-left corner of the pane, select +.

A blank datasheet for Risk Assessment Recommendation appears.

¢ New Recommendation: Draft <

Identification

Recommendation

Datasheet ID:
Site:
Roanoke, VA

7

Risk Assessmi

General

Information Alert

Recommendation ID:

REC-147027

Recommendation Headline:

Recommendation Description:

25



4. As needed, enter values in the available fields, and then in the upper-right corner of the

P

datasheet, select I
The Recommendation is created.

Tip: For information about additional options available when working with the
Recommendation records, refer to the Action Management section of the documentation.

Results

* The Risk Assessment Recommendation that you have created is listed in the
Recommended Actions pane for the related Hazards Analysis, System/Node, Deviation or
What If, and the Cause that are linked to the Consequence.

Access the PHA Re-Validation Schedule

About This Task

The Hazards Analysis module allows you to view a list of analyses for which revalidation (also
called reevaluation) is overdue or must be completed in the next 30 days.

The PHA Re-Validation Schedule section on the Hazards Analysis Overview page displays a
list of Hazards Analyses that satisfy any of the following conditions:

» The value in the Next Reevaluation Date field falls within the next 30 days.

« The value in the Next Reevaluation Date field is a past date.

Procedure
1. Access the Hazards Analysis Overview page.

Tip: You can also access the Hazards Analysis Overview page for a particular hierarchy
level.

2. Select the PHA Re-Validation Schedule tab.

The PHA Re-Validation Schedule section appears, displaying a list of Hazards Analyses
for which revalidation is overdue or due within the next 30 days. The following columns
appear in the section:

« Analysis ID: Contains a link, which you can select to view the details of the Hazards
Analysis.

* Revision: Contains a value indicating the number of revisions performed on the
Hazards Analysis.

+ Revision Date: Contains the value in the Revision Date field of the Hazards Analysis.

¢ Next Reevaluation Date: Contains the value in the Next Reevaluation Date field of the
Hazards Analysis.
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Hazards Analysis Overview

Asset: Home

31 16 1

Hazop What If PHA Re-Validation Schedule

0 08/26/2019 19:59:46 08/26/2019 19:59:46

0 [100] 200 500 1-10f1Results 1

By default, the hierarchy level on the Hazards Analysis Overview page is set to Home and
the information that appears in the PHA Re-Validation Schedule section is related to all
Hierarchy Levels, including records that are not associated with any asset. You can filter

the information that appears on the page based on a specific asset by selecting U inthe
upper-left corner of the page.

Access the Hazards Analysis Team Members Section

About This Task

This topic describes how to access the Team Members section of a Hazards Analysis, from
where you can access the list of team members in the analysis, add new ones, assign roles to
team members, or modify or delete them.

Procedure

1. Access the Hazards Analysis whose Team Members you want to access.
2. In the workspace, select the Team Members tab.

The Team Members section appears, displaying a list of Team Members in the analysis.
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) ~ -
E =Y Hazards..verview B00O07-0...nalysis El Q 7 =

Analysis Summary [l B00O7-00.. v ) 3 Revision(s) woom e
Last modified ... Demo, Joe
+ wn Reference
- Analysis Overview Definition 3 Team Members O 2 Linked Assets
Documents
I
Boiler Gas Feed
..... & &£
Boiler Prima..Water Supply
Photo Member Email Role
Forced Draft Air Supply
Analyst
Steam Drum
Reviewer
Joe Demo mdaniel@meridium.co.. | Facilitator

Tip: For details about working with teams and the Team Members section, refer to the
Teams section of the documentation.

Access the Reference Documents Section in Hazards
Analysis

28

About This Task

This topic describes how to access the Reference Documents section in Hazards Analysis,
from where you can access a list of Reference Documents linked to a Hazards Analysis,
create a new one, or modify or delete an existing one.

Procedure

1. Access the Hazards Analysis whose Reference Documents you want to access.
2. In the workspace, select the Reference Documents tab.

The Reference Documents section appears, displaying a list of Reference Documents
linked to the Hazards Analysis.



[ =)

Analysis Summary

Boiler Gas Feed

Hazards..verview BOOOT7-0...nalysis

Boiler Prima..Water Supply

[ B0O07-009 Steam Boiler A...
Last modified by Administrator, Meridi..
Analysis Overvie Definition
{ + &
D D

Operating Procedure D..

Forced Draft Air Supply

Steam Drum

1-1of1Results

o

7, 3 Revision(s)

Demo, Joe
Reference
3 Team Members 2 Linked Assets
Documents
ESCRIPTION LAST UPDATED BY LAST UPDATED DATE
Operating Procedure D..  Administrator, Meridiu..  11/12/2019
Page 1of1

Tip: For more information, refer to the Reference Documents section of the

documentation.

Access the Revision History of a Hazards Analysis

About This Task

This topic describes how to access the revision history of a Hazards Analysis for each
revision of the analysis.

Procedure

1. Access the Hazards Analysis for which you want to access the revision history.
2. In the upper-right corner of the page, select Revisions.

The Revision History page appears, displaying a list of revisions for the analysis.

[ -
=
—

Revision History

Hazards..verview BO0O7-0...nalysis

No Revision Name

v} BR-1001 Steam Boiler Analysis

3 B0007-009 Steam Boiler Analysis
2 BO0O7-009 Steam Boiler Analysis

3. Select the revision that you want to access.

BO007-0...nalysis

Last Modified

9Feb 2011

24 Feb 2014

4 Mar 2016

The datasheet of the Hazards Analysis for the selected revision appears. The left pane
displays a hierarchical structure of the Systems/Nodes and their elements.
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A P
E = Hazards..verview BO007-0, nalysis BOO0OT-0...nalysis E Q ? o3
BO007-009 Steam Boiler Analysis R... Show Changes
Datasheet ID:
| & s
Hazards Analysis Revision 4 iV Roancke, VA

BO007-009 Steam Boiler Analysis

Analysis 1D
Boiler Gas Feed BOO0OT-008 Steam Boiler Analysis

Boiler Primary Feed Water Supply Ml By

B0OO7-009 Steam Boiler Hazards and Operability Analysis

Forced Draft Air Supply

Analysis End Date

Steam Drum

Analysis Objective

1. Identify potential hazardous conditions including fires and explosions that result in injury to employees, property damage, environmental and
production impact
2. Identify operability problems in order to increase reliability, on-stream time and production.

Analysis Qwner

Demo, Joe

Revision Number

1

Process Description

Natural gas fired 90,000 Ib/hr low pressure steam boiler.

. If you want to view the changes that have been made for a particular record in that

revision, select the record in the left pane, and then, in the upper-right corner of the page,
select Show Changes.

The Changes For Selected Datasheet window appears, displaying a list of old values (i.e.,
values in the preceding revision) and new values (i.e., values in the selected revision) for
all the fields that were modified in the selected revision for the selected record.



Changes For Selected Datasheet

No Field Old Value

Analysis ID BR-1001 Steam Boiler Analysis

Anazlysis

Description Operability Analysis

A Hazards and Operability Study

[HAZOP) was conducted on BR-1001
Steam Boiler per company and OSHA

Summary

guidelines. All related P&ID's, operation

and maintenance practices were

reviewed prior to conducting this study.

Reevaluation

Interval

BR-1001 Steam Boiler Hazards and

New Value
B0O007-0089 Steam Boiler Analysis

B0O007-009 Steam Boiler Hazards and
Operability Analysis

A Hazards and Operability Study
(HAZOP) was conducted on BOOO7-009
Steam Boiler per company and OSHA
guidelines. All related P&ID's, operation
and maintenance practices were

reviewed prior to conducting this study.

Accessing the Revision of a Hazards Analysis

Suppose that a Hazards Analysis has been re-evaluated (i.e., cycled
through the states, Planning to Complete) twice. Therefore, this creates

two revisions of the analysis.

If you want to view Revision 1 of the analysis, then:

1. Access the Hazards Analysis.

2. In the upper-right corner of the page, select 2 Revisions.
The Revision History page appears, displaying the two revisions.

Hazards..verview B0007-0...nalysis

i -
=
R

Revision History

No Revision Name

0 BR-1001 Steam Boiler Analysis

1 B0007-009 Steam Boiler Analysis
2 BO0O7-009 Steam Boiler Analysis

3. Select the hyperlink that corresponds to Revision 1.

The Analysis Summary workspace for Revision 1 of the analysis
appears. The left pane displays a hierarchical structure of the Systems/

Nodes and their elements.

E Q 7 &

BO007-0...nalysis

Last Modified
9 Feb 2011
24Feb 2014

4 Mar 2016
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m | A

¢ B0007-009 Steam Boiler Analysis R...

B0007-009 Steam Boiler Analysis

Hazards..verview BO0O7-0.nalysis B0007-0...nalysis E Q ? &
Show Changes
Datasheet ID:
I 5 e
Hazards Analysis Revision v V' Roanoke, VA
Analysis D

Boller Gas Feed

Boiler Primary Feed Water Supply

Forced Draft Air Supply

Steam Drum

BO007-009 Steam Boiler Analysis

Analysis Description

B0OOT-009 Steam Boiler Hazards and Operability Analysis

Analysis End Date

Analysis Objective

1. identify potential hazardous conditions including fires and explosions that result in injury to employeas, property damage, environmental and
production impact.
2. Identify operability problems in order to increase reliability, on-stream time and production ¥

Analysis Owner

Demo, Joe

Revision Number

Process Description

Natural gas fired 90,000 Ib/hr low pressure steam boiler.

4. If you want to view the changes that have been made for a System/
Node in Revision 1, then select the System/Node, and then, in the upper-
right corner of the page, select Show Changes.

The Changes for Selected Datasheet window appears, displaying a list
of old and new values for each field that was modified in Revision 1
compared to Revision 0.

Changes For Selected Datasheet

No Field

1 Analysis ID
Analysis

5 Y

Description

3 Summary

Reevaluation

Interval

Old Value New Value
BR-1001 Steam Boiler Analysis BO0O7-009 Steam Boiler Analysis

BO0OO7-009 Steam Boiler Hazards and
Operability Analysis

BR-1001 Steam Boiler Hazards and
Operability Analysis

A Hazards and Operability Study A Hazards and Operability Study

(HAZOP) was conducted on BR-1001
Steam Boiler per company and OSHA
guidelines. All related P&ID's, operation
and maintenance practices were
reviewed prior to conducting this study.

(HAZOP) was conducted on BO007-009
Steam Boiler per company and OSHA
guidelines. All related P&ID's, operation
and maintenance practices were
reviewed prior to conducting this study.




Change the State of a Hazards Analysis

About This Task

This topic describes how to change the state of a Hazards Analysis, while assigning the state
to a user.

Important: You can modify a Hazards Analysis in a particular state only if you are an
administrator or the assignee for that state.

Procedure

1. Access the Hazards Analysis for which you want to change the state.

2. In the upper-right corner of the workspace, select the button that indicates the current
state of the analysis. For example, if the current state of the analysis is Planning, select
the Planning button.

A menu appears, displaying a list of operations that you can perform on the analysis to
change its state.

Smith. Jane 7 3 Revision(s)

Manage State

Assignments

3. Select Manage State Assignments.

The State Assignments window appears.
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State Assignments

State Assignments History
State Assignee
Active Smith, Jane | Jsmith v
Complete Srith, Jane | JSmith r
Smith, Jane | JSmith v |,

Fending Approval

‘ Cancel ‘

4. If not already done, assign the next state of the analysis to the appropriate user, and then
select Done.
The State Assignments window closes.

5. In the workspace heading, select the button that indicates the current state of the
analysis. For example, if the current state of the analysis is Planning, select the Planning
button.

A menu appears, displaying the operation that you can perform to change the state of the
project.

6. Select the necessary operation that will change the state of the analysis, and then select
Done. For example, if you want to change the state of the analysis from Planning to Active,
select Begin, and then select Done.

The state of the analysis is changed.

Generate the Report of a Hazards Analysis

Procedure
1. Access the Hazards Analysis whose report you want to generate.
2. In the upper-right corner of the page, select ﬁ_h

The Hazards Analysis report is generated. You can print, save, or export the report, or
attach it to an email.
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Delete a Hazards Analysis

About This Task
Note: You can delete a Hazards Analysis only if it is in the Planning state.

Important: Deleting a Hazards Analysis deletes the following associated records: System/
Nodes, Deviations or What Ifs, Causes, Consequences, and Safeguards. If the Consequence
is linked to a LOPA, the related Safeguards are not deleted. The LOPA records associated
with the Consequences and the Risk Assessments and Recommendations associated with
the System/Nodes are not deleted.

Procedure

1. Access the Hazards Analysis that you want to delete.
2. In the workspace, select the Definition tab.

The Definition section appears, displaying the datasheet for the Hazards Analysis.

A =0 - N
E = BOOOT-0...nalysis S 4 ws
lysi BO007-009 Steam Boiler ... N O @
Analysis Summary Last modified by Administrator, Me... Demo, Joe N
Analysis Overview Definition 3 Team Members 0 Reference Documents 2 Linked Assets
_—
= Datasheet ID
Boiler Gas Feed - site: ™
Hazards Analysls ~ 7 Roanoke, VA
Boiler Prima. Water Supply
Analysis ID:
L BO007-009 Steam Boiler Analysis
Forced Draft Air Supply
Revision Number: Revision Date:
Steam Drum
i 11/04/2013 13:45:22
I Next R
2 (Years) = 11/04/2015 13:45:22

Analysis Description:

BO00O7-009 Steam Boiler Hazards and Operability Analysis

UnitiD:

Plant Utilities

Summary:

A Hazards and Operability Study (HAZOP] was conducted on BOOO7-009 Steam Boiler per company and OSHA guidelines. all
related P&ID's, operation and maintenance practices were reviewed prior to conducting this study.

AT
, and then select !l Delete.

[=fu]u]

3. In the upper-right corner of the datasheet, select

The Confirm Delete dialog box appears, asking if you really want to delete the Hazards
Analysis and all the related records.

4. Select Yes.

The Hazards Analysis is deleted.
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Chapter

Components in a Hazards Analysis

Topics:

36

About Components in a
Hazards Analysis

About Defining Components

for a HAZOP Analysis

About Defining Components

for a What If Analysis
About Assessing Risks

About Independent Layers
of Protection

About Defining the
Mitigated Risk Rank

About Asset Groups in
Hazards Analysis

About Integration with SIS
Management

Create a System/Node
Access a System/Node
Copy a System/Node

Link Assets to a System/
Node

Unlink Assets from a
System/Node

Delete a System/Node
Access a Component
Create a Component

Create a LOPA From a
Consequence

Copy a Component

Assess the Unmitigated
Risk

Assess the Mitigated Risk
Link an Asset to a Cause or
a Safeguard




Link a LOPA to a
Consequence

Unlink a LOPA From a
Consequence

Delete a Component
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About Components in a Hazards Analysis

A Hazards Analysis is made up of records and links as defined by the Hazards Analysis data
model. Groups of records and links make up the main elements of the analysis.

A Hazards Analysis consists of the following components:

e Process: A series of actions that are performed by multiple pieces of equipment or
locations in a single system.

« Risk: An event that might occur that threatens safety, either human or environmental.

e Scenario: For a given process, the combination of a risk and its risk assessment and the
negative outcome associated with that event (e.g., human injury). You can define multiple
scenarios for a single process.

While at a high level a scenario is a combination of a risk and its risk assessment, each
scenario can be broken down into the following more granular parts:

o Deviation: A condition that deviates from the normal behavior of the process and
directly leads to a risk.
o What If: A condition that can potentially deviate from the normal behavior of the
process and directly leads to a risk.
o Cause: The event that results from the deviation and leads to a negative safety or
environmental outcome.
o Consequence: The negative safety or environmental outcome that results from the
cause. Together, the cause and the consequence define the risk.
« Risk Assessment: Identifies the probability that the risk will have a negative safety or
environmental impact and the severity of that negative safety or environmental impact.
« Safeguard: A system or device that prevents the risk from occurring or lowers the
probability or severity identified by the risk assessment.

About Defining Components for a HAZOP Analysis

38

To define components for a HAZOP Analysis, the HAZOP Analysis team will:

* Review the hazardous processes that take place in a facility.

« ldentify the steps in those processes that cause abnormal or unsafe results.

« Create records to represent the various scenarios for each process. These scenarios are
the components of the analysis.

As part of defining the components, the HAZOP analysis team will:

o Assess the risk associated with the components.
+ Determine actions that should be taken to mitigate the risk associated with the component
and create records to represent those actions.

For example, assume the HAZOP Analysis team has discussed a process that is controlled by
System 1A. During the discussion, the team describes the following scenario for System 1A:

When the pressure monitor stops working, the pressure switch is not triggered to open or
close appropriately, causing hazardous chemicals to leak out of the connector, which may
result in human injury. To prevent this condition, a toxicity detector is in place, which sounds
an alarm when the toxicity levels in the facility reach a high-risk level.

To define this scenario within a hazards analysis, the team creates one record in each family
described in the following table. The third column contains an item from the previous example



and serves as a reference for the type of information that record represents in the HAZOP
Analysis.

A record in this family... Stores... In this example, this record
represents...
Hazards Analysis System/Node Details on the asset, asset group, or | System 1A

functional location that is used to
perform the process.

HAZOP Deviation Details about the condition that Pressure switch is not triggered to
deviates from the normal behavior of | open or close appropriately.
that process and directly leads to a
risk. This condition is referred to as a
deviation or guideword. A Deviation
is linked to a Cause.

Hazards Analysis Cause Details on what has caused the Chemicals leak
deviation, including how frequently it
may occur, and the asset that is
associated with it. Causes can
include human error, equipment
failure, or other factors.

Hazards Analysis Consequence Details on the negative outcome that | Multiple fatalities
results from the event that is defined
in the Cause.

Hazards Analysis Safeguard Details on the safety precautions Toxicity detector

that are currently in place to prevent
or lessen the impact of the negative
outcome that is defined in the
Consequence.Additional details
about a safeguard defined in a
Safeguard that is considered to be
an independent layer of protection.
Not all safeguards are independent
layers of protection.

Note: If the safeguard is an instrumented function that exists within a safety system and is
represented by an Instrumented Function in the APM database, you can link that
Instrumented Function to the Safeguard. For more details on instrumented functions and
safety systems, refer to the SIS Management section of this Help system.

In addition to the records described in the table, the HAZOP Analysis team creates two Risk
Assessments, where:

+ One is linked to the Consequence to store the unmitigated risk value associated with the
scenario without a safeguard in place. In other words, the team will define the risk value
that is associated with that scenario without the toxicity detector.

e One is linked to the Safeguard to store the mitigated risk rank value of the scenario with
that safeguard in place. In other words, the team will define the risk value associated with
a scenario when the toxicity detector is in place.

Once all the safeguards that are available have been applied, the team determines if
additional risk mitigation is required to meet tolerable level of risk. If the risk is to be mitigated
further, then the team proposes one or more recommendations to reduce the risk to tolerable
limits. A Recommendation created in a Hazards Analysis is called a strategic
recommendation. It can be leveraged within a strategy to define Actions that will mitigate the
risk further.
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About Defining Components for a What If Analysis

40

To define components for a What If Analysis, the What If Analysis team will:

* Hypothesize about the hazardous processes that take place in a facility.

« ldentify steps in those processes that have the potential to cause abnormal or unsafe
results.

» Create records to represent the various scenarios for each process.

As part of defining the components, the What If Analysis team will:

e Assess the risk associated with the components.

« Determine actions that should be taken to mitigate the risk associated with the component
and create records to represent those actions.

For example, assume the What If Analysis team has discussed a process that is controlled by
System 1A. During the discussion, the team defines the following scenario, which is a
scenario that could occur.

When the pressure monitor stops working, the pressure switch is not be triggered to open or
close appropriately, causing hazardous chemicals to leak out of the connector, which may
result in environmental degradation. To prevent this condition, a toxicity detector is in place,
which sounds an alarm when the toxicity levels in the facility reach a high-risk level.

To define this scenario within a hazards analysis, the team creates one record in each family
described in the following table. The third column contains an item from the previous example
and serves as a reference for the type of information that record represents in the What If
Analysis.

A record in this family... Stores... In this example, this record
represents...
Hazards Analysis System/Node Details on the asset, asset group, or | System 1A

functional location that is used to
perform the process.

What If Details about the condition that may | Pressure increases
deviate from the normal behavior of
that process and directly leads to a
risk. This condition is referred to as a
what if. A What If is linked to a
Cause.

Hazards Analysis Cause Details on what could cause the Chemicals leak
deviation described in the What If,
including how frequently it may
occur, and the asset that is
associated with it. Causes can
include human error, equipment
failure, or other factors.



A record in this family... Stores... In this example, this record

represents...
Hazards Analysis Consequence Details on the negative outcome that | Multiple fatalities
results from the event that is defined
in the Cause.
Hazards Analysis Safeguard Details on the safety precautions Toxicity detector

that are currently in place to prevent
or lessen the impact of the negative
outcome that is defined in the
Consequence. Additional details
about a safeguard defined in a
Safeguard that is considered to be
an independent layer of protection.
Not all safeguards are independent
layers of protection.

Note: If the safeguard is an instrumented function that exists within a safety system and is
represented by an Instrumented Function in the APM database, you can link that
Instrumented Function to the Safeguard. For more details on instrumented functions and
safety systems, refer to the SIS Management section of this Help system.

In addition to the records described in the table, the What If Analysis team creates two Risk
Assessments, where:

+ One is linked to the Consequence to store the unmitigated risk value associated with the
scenario without a safeguard in place. In other words, the team will define the risk value
that is associated with that scenario without the toxicity detector.

e One is linked to the Safeguard to store the mitigated risk rank value of the scenario with
that safeguard in place. In other words, the team will define the risk value associated with
a scenario when the toxicity detector is in place.

Once all the safeguards that are available have been applied, the team determines if
additional risk mitigation is required to meet tolerable level of risk. If the risk is to be mitigated
further, then the team proposes one or more recommendations to reduce the risk to tolerable
limits. A Recommendation created in a Hazards Analysis is called a strategic
recommendation. It can be leveraged within a strategy to define Actions that will mitigate the
risk further.

About Assessing Risks

When you conduct a Hazards Analysis, you will assess the risk associated with a given
hazardous scenario to help you determine what actions should be taken to prevent or lessen
the consequences of that scenario. Using a risk matrix, you will specify the following risk rank
values for each scenario:

« Unmitigated: The risk level associated with that scenario before any safeguards have
been put in place. Based on this risk level, the analysis team may decide on the
safeguards that would mitigate the risk. To do this, the team conducts a LOPA to
determine if the safeguards that are currently in place reduce the risk to tolerable levels.
For example, the team may create a Risk Assessment Recommendation to recommend
that a safety system be put in place. The unmitigated risk rank is stored in a Risk
Assessment that is linked to the Consequence.

« Mitigated: The risk level associated with that scenario after safeguards have been put in
place. The safeguards lessen the risk of a hazardous scenario or prevent the scenario
from occurring. Based on this risk level, the analysis team may decide that additional
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actions need to be taken to further mitigate the risk. The mitigated risk rank is stored in a
Risk Assessment that is linked to the Safeguard.

To assess the risk associated with a scenario, you will create the following records:

* A Risk Assessment record, which will store the unmitigated risk rank value and is linked to
the Consequence. The unmitigated risk rank value indicates the probability and
consequence of the risk if it occurs.

* A Risk Assessment record, which will store the mitigated risk rank value and is linked to a
Safeguard. The mitigated risk rank value indicates the probability and consequence of the
risk occurring if:

o The safeguard represented by the Hazards Analysis Safeguard is in place to mitigate
the risk.

o The safeguard is also an independent layer of protection (IPL).

When you create the Risk Assessments, if the Hazards Analysis for the current analysis is
associated with a specific site, the Risk Assessment interface will display the Risk Matrix that
is associated with that site. If the analysis is not associated with a specific site, the default
Risk Matrix will be used.

Note: For additional options when working with the Risk Matrix, refer to the Overview of the
Risk Matrix section of the documentation.

About Independent Layers of Protection
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An independent layer of protection is a system, action, or an item that mitigates the risk
associated with a hazardous scenario.

All independent layers of protection are safeguards, but not all safeguards are independent
layers of protection.

By default, the following criteria are required to be true for a safeguard to be considered as
an independent protection layer:

e The safeguard must be independent of the initiating event such that a failure associated
with the risk will not cause the safeguard to fail.

o The safeguard must be testable and verifiable using an industry standard (e.g., a risk
based inspection).

o The safeguard must be specific in detecting a potential hazard and taking action to
prevent the hazard from occurring.

* The safeguard must be capable and available at least 90 percent of the time.

e The safeguard must increase the Risk Reduction Factor (RRF) of the LOPA to a value
greater than or equal to 10.

These criteria can be modified in the administrative settings for the LOPA administrative
settings for LOPA. In HAZOP Analyses and What If Analyses, Safeguards that are independent
layers of protection will store additional information about the risk reduction provided by the
safeguard. For additional information about Safeguards and IPLs, refer to the LOPA section of
the documentation.

Independent Layer of Protection in a Hazards Analysis

Suppose that in a hazardous scenario a high pressure separator releases
liquid to downstream equipment. If the liquid level in the high pressure
separator decreases to a certain level, pressure could be released to
downstream equipment and cause it to rupture. In this scenario, a controller




monitors the liquid level. If the level gets too low, the controller closes a
valve so that the pressure is not released to downstream equipment.

An independent layer of protection for this scenario would be a low level
alarm because it meets all the following criteria:

o The safeguard is independent because if the first controller fails, the low
level alarm has independent process connections and independent
BPCS hardware from the failed controller.

e The safeguard is auditable because the low level alarm can be routinely
inspected.

* The safeguard is capable because it is available at least 90 percent of
the time.

« The safeguard is specific because the alarm detects potential hazards
by measuring the liquid level and will alert the operator when the
potential failure is detected.

» The safeguard increases the Risk Reduction Factor (RRF) to a value
greater than or equal to 10.

Therefore, the level alarm along with an operator response can reduce the
risk associated with the hazards scenario.

About Defining the Mitigated Risk Rank

When the Risk Assessment that will store the mitigated risk rank is created, the APM system

will populate values in the Risk Assessment interface based on criteria defined in other
records.

The APM system uses the relationship between the Consequence and the Safeguard to:

« Automatically populate the Risk Matrix with the unmitigated risk rank value that you
specified in the Risk Assessment that is linked to the Consequence.

« Disable the cells in the Risk Matrix that represent a risk rank that is higher than the
unmitigated risk.

Before you select a mitigated risk value, the unmitigated and mitigated risk values are the

A
same, and the ® icon and Y icon appear in the same cell. When you select the mitigated

. /_\| . .
risk value, the ““ icon appears in the selected cell.

Mitigated Risk
Assume that you have:

* One Risk Assessment with the unmitigated risk rank value 830 that is
linked to the Consequence, Flame out which could lead to explosion.

e One Hazards Analysis Safeguard High Gas Pressure Indicator and Alarm
that is a Frequency Reducing IPL, which is linked to the Consequence
Flame out which could lead to explosion.

If you create a Risk Mitigation Assessment to link to the Safeguard High Gas
Pressure Indicator and Alarm, the unmitigated risk rank value will be
populated automatically in the Risk Matrix.
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About Asset Groups in Hazards Analysis
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When you create a Cause or a Safeguard, you can link it to an Asset (a piece of Equipment
and a Functional Location). Similarly, when you create a System/Node, you link it to one or
more Assets. In addition to the Assets that you have linked to the System/Node, the APM
system links the System/Node to the Assets linked to each Cause and Safeguard in the
System/Node.

All the Assets linked to a System/Node form an Asset Group. This group is nhamed in the
following format: <ID of the Hazards Analysis>/<ID of the System Node> Asset Group. You
can also access a list of these Assets in the Linked Assets section of a System/Node.

Asset Groups in Hazards Analysis

Assume that you have created a Hazards Analysis, a System/Node,
Deviation, Cause, Consequence, and a Safeguard with the following IDs:
e Hazards Analysis 1

o System/Node 1

« Deviation 1

e Causel

+ Consequence 1

o Safeguard 1

Suppose you have linked Equipment and Functional Locations to System/
Node 1, Cause 1, and Safeguard 1 as shown in the following image.

System/Node Cause Safeguard

System/Mode 1 Cause 1 Safeguard 1

Equipment 3 Equipment 2
Functional Location 1 Functional Location 3

Equipment 1

Equipment 2

Functional Location 1

Functional Location 2

The APM system links Equipment 3 and Functional Location 3 to System/
Node 1, although you have not linked them directly to System/Node 1.




System/Node Cause Safeguard

System/Mode 1 Cause 1 Safeguard 1

Equipment 1

Equipment 3 Equipment 2

Functional Lacation 1

Equipment 2 Functional Location 3
Equipment 3

Functional Location 1

Functional Location 2

Functional Location 3

il

The APM system also creates an Asset Group with the ID Hazards Analysis
1/ System/Node 1 Asset Group. This group contains all the Equipment and
Functional Locations linked to System/Node 1.

About Integration with SIS Management

After you assess risk for a scenario in a hazards analysis, you can use that information in the
SIS Management module as a Safety Integrity Level (SIL) Assessment for an instrumented
function within an SIL Analysis.

Risk assessments from Hazards Analysis that are used in SIS Management in this way cannot
be modified via SIS Management. If you want the changes that you made to a risk
assessment in the Hazards Analysis module to also appear in the SIS Management module,
you must assess the SIL value using the modified PHA Internal Risk Assessment.

Create a System/Node

Before You Begin
o Create a Hazards Analysis.

About This Task

This topic describes how to create a System/Node using a blank datasheet. You can also
copy a System/Node.

Tip: You can create a System/Node only if the corresponding Hazards Analysis is in the
Planning state.

Procedure

1. Access the Hazards Analysis for which you want to create a System/Node.

2. In the left pane, select +, and then select Create New.

A blank datasheet for the System/Node appears.
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Hazards Analysis System/Node

Datasheet |D:
=y Site:

Hazards Analysis System/Node v 7 Roangke, VA

System/Node Number:

3

System/Node ID:

System/Mode Description:

System/Node Comments:

System/Node Process Type:

System/Node Equipment Type:

Cancel Save

3. As needed, enter values in the available fields.
4. Select Save.

The System/Node is created.

Results

e An Asset Group is created for the System/Node.

Next Steps

* Create a Component
e Link Assets to a System/Node

Access a System/Node
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Procedure

1. Access the Hazards Analysis that is linked to the that you want to access.
2. In the left pane, select the System/Node that you want to access.

Tip: You can also filter and search for the System/Node by selecting o,



The datasheet for the selected System/Node appears.

im| A

Analysis Summary

Boiler Gas Feed

Boiler Prima..Water Supply

Hazards..verview BO007-0...nalysis = \r_)\
= Boiler Gas Feed
Maodified by Administrator, Meridiu... Demo, Joe
Definition Linked Assets Hazards Worksheet
Datasheet ID: .
site: | ®|

Forced Draft Air Supply

Hazards Analysis System/Node o i/ Roanoke, VA

System/Node Number:

1

System/Node ID:

Boiler Gas Feed
System/Node Description:

4" Gas feed line. Maintain gas feed between 10,000 te 25,000 esfm during normal operations. Supply gas pressure
is specified at 55 PSIG

System/Node Comments:

Gas supply contracted through local supplier.

Gas/Oil Fired Steam Boiler [Steam Generation)

System/Nade Equipment Type:

Boiler ~

Reference Drawing:

BR-1001 P&ID

3. As needed, modify values in the available fields.
Note: You can modify a System/Node only if the corresponding Hazards Analysis is in the

Planning state

4. In the upper-right corner of the datasheet, select B

The changes made to the System/Node are saved.

Copy a System/Node

About This Task

This topic describes how to copy a System/Node. You can also create a new System/Node.
When you copy a System/Node, the related Deviations or What Ifs, Causes, Consequences,
Safeguards, and Risk Assessments are also copied and associated with the copy of the

System/Node.

Tip: You can copy a System/Node only if the Hazards Analysis into which you want to copy
the System/Node is in the Planning state.

Note: When you copy a System/Node, the linked assets are not copied.
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Procedure
1. Access the Hazards Analysis to which you want to copy the System/Node.
2. In the left pane, select + and then select |—_E|‘3| Copy.

The Search window appears.

Search

Look in - ~

Cancel

3. In the upper-right corner of the window, select A

A list of Systems/Nodes appears.



Search

Look in v v | ST

Boiler Gas Feed

Hazards Analysis System/Node Equipment  Functional Location  Hazards Analysis ~ HAZOP

Deviation ~ Asset Group

Boiler Primary Feed Water Supply
Hazards Analysis System/Node Hazards Analysis ~ HAZOP Deviation

Forced Draft Air Supply

Hazards Analysis System/Node Hazards Analysis ~ HAZOP Deviation

Steam Drum

Hazards Analysis System/Node Hazards Analysis

Gas Fired Combustor

Hazards Analysis System/Node Hazards Analysis ~ What If

Hazards Analysis System/Node Hazards Analysis ~ What If

Combustion Air

Ulomarde & nolacic Coctann Wlada  1loaoede Analbcic VAT ot b

Cancel OK

4. Select the System/Node that you want to copy, and then select OK.

A copy of the System/Node is created and associated with the Hazards Analysis. All
related Deviations or What Ifs, Causes, Consequences, Safeguards, and Risk Assessments
are also copied and associated with the copy of the System/Node.

Next Steps
o Link Assets to a System/Node

Link Assets to a System/Node

About This Task

This topic describes how to link one or more Assets (Equipment and Functional Locations) to
a System/Node.

Tip: You can link Assets to a System/Node only if the corresponding Hazards Analysis is in
the Planning state.

Procedure

1. Access the System/Node that you want to link to Assets.
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2. In the workspace, select the Linked Assets tab.

The Linked Assets section appears, displaying a list of Assets linked to the System/Node
and also to all the Causes and Safeguards in the System/Node.

A -
E = Hazards..verview BOOO7-0...nalysis
Analysis Summary = Boiler Gas Feed

Medified by Administrator, Meridium On Friday, 28 January 2011

Definition Linked Assets

Demo, loe e

Hazards Worksheet

&

Baoiler Gas Feed e

ASSETID
Boiler Prima.Water Supply

FLOO05-009 ~ 000000000001005915 - FUEL GAS TO BOILER B-7 - Miscellaneou...

ForEes Defe Alr SOpEly MRD-ROA-REFN-RF009-FLOODS-009 - FUEL GAS TO BOILER B-7

Steam Drum

Rows per page 50 100 200 500

3. In the upper-left corner of the section, select +.

The Asset Finder window appears.

Asset Finder

Hierarchy Group

Y Filter

* Home

» EXELON-WIND ~ EXELON

» MRD ~ Meridium, Inc.

TTYP FUNCTIONAL LOCATICN T
Equipment MRD-ROA-REFN-RF0O09-FLO0ODS-009

Functional Location

Cancel

4. Navigate to the Assets that you want to link to the System/Node, and then select + next

to the Asset ID.

The selected Assets appears in the right pane of the Asset Finder window.

Note: You can only select assets that belong to the same site as that of the Hazards

Analysis.



Asset Finder

Hierarchy Group

% Filter

¥ MRD ~ Meridium, Inc.

»

MRD-DUB ~ Meridium Dubai

MRD-HOU ~ Meridium Houston

MRD-PER - Meridium Perth

MRD-ROA ~ Meridium Roanoke

-

-

-

MRD-ROA-ABC ~ ABC Unit

MRD-ROA-CHEM ~ Meridium Roanoke
Chemicals

MRD-ROA-ELEC ~ Meriduim Roanoke
Electric

5. Select Done.

000000000010003914 ~ 000000000010003914 - Stator ~ Centrifugal Pump - ROT PUM CEN

C-101 - 000000000010000005 ~ Column for XYZ system ~ Column ~ FIX VES COL

H-101 ~ 000000000010000003 ~ Shell & Tube Heat Exchanger for X¥Z system ~ Shell and Tube

Heat Exchan

1-101 - 000000000010000004 - Pressure Gauge for XYZ system - Pressure Gauge - INS PRE
GAU

M-101 ~ 000000000010000002 ~ Induction Mator for XYZ system - Induction Motor ~ ELE ROT
IND

MRD-ROA-ABC-XYZ - XYZ System

MRD-ROA-ABC-XYZ-AT1001 - AT1001 Location

MRD-ROA-ABC-XYZ-AT1002 ~ AT1002 Location

MRD-ROA-ABC-XYZ-AT1003 ~ AT1003 Location

Cancel Done

The selected Assets are linked to the System/Node.

Results

e The Assets that you have linked to the System/Node are automatically linked to the

corresponding Hazards Analysis.

e The Asset Group that corresponds to the System/Node is updated with the newly added

Assets.

Unlink Assets from a System/Node

About This Task

This topic describes how to unlink one or more Assets (Equipment and Functional Locations)
from a System/Node.

Tip: You can unlink Assets from a System/Node only if the corresponding Hazards Analysis is
in the Planning state.

Note:

You cannot unlink an Asset that is linked to the System/Node through a Cause or a
Safeguard. You can, however, link the Cause or the Safeguard to a different Asset, which will

also:

e Unlink the Asset from the Hazards Analysis.
o Unlink the Asset from the System/Node.
* Remove the Asset from the corresponding Asset Group.
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Procedure

1. Access the System/Node from which you want to unlink Assets.
2. In the workspace, select the Linked Assets tab.
The Linked Assets section appears, displaying a list of Assets linked to the System/Node

(which also includes the Assets linked to all the Causes and Safeguards in the System/
Node).

A -
E 2 Hazards..verview BO0O7-0...nalysis
Analysis Summary 6} Boiler Gas Feed e
Muodified by Administrator, Meridium On Eriday, 28 January 2011 DEmashe
Definition Linked Assets Hazards Worksheet
Boiler Gas Feed =+ i)

ASSETID ASSETTYP FUNCTIONAL LOCATIGN +
Boiler Prima, Water Supply

FLO005-008 — 000000000001005915 - FUEL GAS TO BOILER B-7 - Miscellaneou..  Equipment MRD-ROA-REFN-RF009-FLOODS-009
Forced DS AIrSOPRY MRD-ROA-REFN-RFO09-FLO00S-009 ~ FUEL GAS TO BOILER B-7 Funetional Location
Steam Drum
Rows perpage 50 | 100 200 500 1-20f 2 Results 1

3. Select the check boxes that correspond to the Assets that you want to unlink.
A
4. In the upper-right corner of the section, select [,

A dialog box appears, asking if you want to unlink the Assets.
5. Select OK.

The selected Assets are unlinked from the System/Node.

Results

e The Assets that you have unlinked from the System/Node are automatically unlinked from
the corresponding Hazards Analysis and the Asset Group.

Delete a System/Node
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About This Task

Note: You can delete a System/Node only if the corresponding Hazards Analysis is in the
Planning state.

Important: Deleting a System/Node deletes the following associated records: Deviations or
What Ifs, Causes, and Consequences. If the Consequence is linked to a LOPA, the related
Safeguards are not deleted. The LOPA records associated with the Consequences and the
Risk Assessments and Recommendations associated with the System/Nodes are not deleted.

Procedure
1. Access the Hazards Analysis that is linked to the System/Node that you want to delete.

0 AT
2. In the upper-right corner of the datasheet, select : , and then select [l Delete.

A confirmation message appears, asking you if you really want to delete the System/Node
and its components.



3. Select Yes.

The System/Node and its components are deleted.

Results
o All the Assets that are linked to the System/Node are unlinked from the Hazards Analysis.

Access a Component

About This Task

This topic describes how to access the datasheet of the following types of components of a
hazards analysis:

o Deviation (in case of a HAZOP Analysis)

o What If (in case of a What If Analysis)

e Cause

« Consequence

« Safeguard

Procedure

1. Access the System/Node that is linked to the component that you want to access.
2. Select the Hazards Worksheets tab.

The Hazards Worksheets section appears, displaying a hierarchical view of the
components (Deviations or What Ifs, Causes, Consequences, and Safeguards) associated
with the System/Node.

3. Select the component that you want to access, and then, in the upper-left corner of the
workspace, select 5

The datasheet for the selected component appears.

A ) = = =
E = Hazards..verview BODO7-0...nalysis El Q ? g
Analysis Summary [<] Boiler Gas F... - q
Modified by Admi... Demo, Joe
Definition Linked Assets Hazards Worksheet
Boller Gas Feed = ® i
Boiler Prima..Water Supply Datasheet ID: :
P~ site: Ty
HAZOP Node Deviation “ i Roanoke, VA
Forced Draft Air Supply
77777777777777 Deviation/Guideword Number:
Steam Drum | 11
Deviation/Guideword:
More Pressure ~

4. If needed, modify values in the available fields for Deviation, What If, Cause,
Consequence, or Safeguard.
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Tip: You can modify a Component only if the corresponding Hazards Analysis is in the
Planning state.

5. In the upper-right corner of the datasheet, select _\.

The changes made to the component are saved.

Tip: You can select ‘= in the upper-left corner of the workspace to return to close the
datasheet.

Create a Component

54

Before You Begin
« Create a System/Node.

About This Task

This topic describes how to create the following components of a hazards analysis using a
blank datasheet:

e Deviation (in case of a HAZOP Analysis)

o What If (in case of a What If Analysis)

* Cause

« Consequence

« Safeguard

You can also copy a Component.

Procedure

1. Access the System/Node for which you want to create a component.
2. Select the Hazards Worksheets tab.

The Hazards Worksheets section appears, displaying a hierarchical view of the
components (Deviations or What Ifs, Causes, Consequences, and Safeguards) associated
with the System/Node.



| =
=
—

Hazards..verview BO0OT7-0...nalysis El O\ ?
Analysis Summary Boiler Gas... - e
Modified by A.. Demo, Joa
- 0 Definition Linked Assets Hazards Worksheet
I Boiler Gas Feed =] = o
Boiler Prima..Water Supply Deviations I Causes i Consequences 1 Safeguards 0
Forced Draft Air Supply More Pressure Failed Pressure Flame out which could High Gas Pressure
Regulator lead to explosion Indicator and Alarm
Cause Type: Consequence Type : Explosion Safoguard Type : Process Alarm
Stem Dy Less Pressure Cause Frequency : 0.1 Unmitigated Risk : 830 IPL :false

Mitigated Risk :: 55
LOPA:

t Create & Link

Risk Reduction Type :
IPL Credits:
Mitigated Risk :: 210

Mare Flow

Less Flow Flame Scanner

Safeguard Type: SIS
IPL: false

Risk Reduction Type:
IPL Credits :
Mitigated Risk :: 180

High Gas Pressure

Shutdown (SIF-1001)

Safeguard Type : SIS

IPL: false 2t

. In the hierarchical level that corresponds to the component that you want to create, select
+, and then select Create New <type of the component>.
Where <type of component> can be one of the following values:

o Deviation (in case of a HAZOP Analysis)

o What If (in case of a What If Analysis)

* Cause

« Consequence

« Safeguard

For example, if you want to create a new Deviation, then in the Deviations hierarchical

level, select + and then select Create New Deviations.

A blank datasheet for the type of component appears.
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HAZOP Deviation

Datasheet ID: .
= Site: H

HAZOP Node Deviation v \/ Roanoke, VA

Deviation/Guideword Number:

15

Deviation/Guideword:

‘ -~

This field is required

Cancel ’ ‘ Save

4. As needed, enter values in the available fields for Deviation, What If, Cause, Consequence,
or Safeguard.

5. Select Save.

A new component is created and listed in the corresponding hierarchical level. For
example, if you have created a new Deviation, it will be listed in the Deviations hierarchical
level.

Next Steps

« If you have created a Consequence, then assess the unmitigated risk for the
Consequence.

» If you have created a Safeguard, then assess the mitigated risk for the Safeguard.

Create a LOPA From a Consequence
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About This Task
This topic describes how to create a LOPA from a Consequence.

When you create a LOPA from a Cause-Consequence pair in Hazards Analysis, the LOPA that
is created is automatically linked to the Consequence. You can also create a LOPA from the
LOPA module in APM.

Note: You can create, or link a LOPA to a Consequence only if the associated Hazards
Analysis is in the Planning State.



Procedure

1. Access the System/Node that is linked to the Consequence that you want to access.
2. Select the Hazards Worksheets tab.

The Hazards Worksheets section appears, displaying a hierarchical view of the

components (Deviations or What Ifs, Causes, Consequences, and Safeguards) associated
with the System/Node.

A .
E F= Hazards..verview BO0O7-0...nalysis F:E'l Q\ r? @
Analysis Summary Boiler Gas... lanning e
Modified by A... Demo, Joe
&5 Definition Linked Assets Hazards Worksheet

I Boiler Gas Feed

] (]
Boiler Prima..Water Supply Deviations ol Causes s Consequences 1 Safeguards Ji.,
Forced Draft Alr Supply More Pressure Failed Pressure Flame out which could High Gas Pressure
Regulator lead to explosion Indicator and Alarm
Cause Type : Consequence Type : Explosion Safeguard Type : Process Alarm
Steam Drum Less Pressure . : : x
Cause Frequency : 0.1 Unmitigated Risk : 830 IPL:false
Mitigated Risk .- 55 Risk Reduction Type .
! LOPA: IPL Credits :
More Flow  Create & Link Mitigated Risk :: 210
Less Flow Flame Scanner
Safeguard Type: SIS
IPL: false
Risk Reduction Type:
IPL Cradits:

Mitigated Risk :: 180

High Gas Pressure

Shutdown (SIF-1001)

Safeguard Type : SIS

IPL - false b4

3. Select the Consequence for which you want to perform the LOPA.
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A ; ~ - S
m| 2 Hazards..verview BO0O7-0...nalysis e Q 7 =
Analysis Summary [<] Boiler Gas... > e
Modified by A... Demo;.Jog
o Definition Linked Assets Hazards Worksheet
I Boiler Gas Feed =] m|
Boiler Prima..Water Supply Deviations Causes 4 Consequences Safeguards 4.
Forced Draft Air Supply More Pressure Failed Pressure Flame out which could High Gas Pressure
Regulator lead to explosion Indicator and Alarm
Cause Type: Consequence Type : Explosion Safeguard Type : Process Alarm
Steam Drum Less Pressure Cause Frequency: 0.1 Unmitigated Risk: 830 1PL:false
Mitigated Risk:: 55 Risk Reduction Type:
LOPA: IPL Credits :
More Flow + Create & Link Mitigated Risk :: 210
Less Flow Flame Scanner

. In the Consequence that you selected, select Create.

Safeguard Type : 5IS
IPL : false

Risk Reduction Type:
IPL Credits :
Mitigated Risk :: 180

High Gas Pressure
Shutdown (SIF-1001)

Safeguard Type : 515
IPL: false

Note: If a Consequence is already linked to a LOPA, the links Edit and Unlink appear. You
can either select another Consequence, or unlink the LOPA from the Consequence, and

then create a new LOPA for the Consequence.

A blank datasheet for LOPA appears, displaying the Definition section.

Note: The Initiating Event field and the Frequency of Initiating Event field in the LOPA
record are populated with the values in the CCPS Cause Type field and Cause Frequency
(per year) field in the Hazards Analysis Cause record associated with the Consequence.



A
E 2 £\ Hazards..verview < | A BO00T7-0..nalysis @ LOPA y = O\
LOPA Summary [<] New LOPA
Conditional Modifiers Definition Summary
Safeguards and IPLs Datasheet ID: . .
i Sites | [_11
LOPA v 7 Roancke,va |
Details
LOPA ID: Title
Text input ‘ I Textinput ‘
This field is required
Description
. Text area
E]

Functional Location ID

MRD-ROA-REFN-RFO09-FLO005-009 ~ FUEL GASTO BOILER B-7

Equipment 1D

FLOOOS5-009 ~ 000000000001005915 ~ FUEL GAS TO BOILER B-7 ~ Miscellaneous Instrument ~ INS MI ***

Unacceptable Consequence

Text input

Initiating Event Type

|

Risk Category

]

This fiald is required

Risk Severity

v |

v |

Description of Initiating Event

Frequency of Initiating Event

[ Text input

5. As needed, enter values in the LOPA Records.

| | Numeric input

6. In the upper-right corner of the Definition section, select Eﬂ

The LOPA is created.

?

-
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Analysis Summary

I Boiler Gas Feed

Boiler Prima..Water Supply

Hazards...nalysis

[ Boiler Gas
Madified by Ad

Deviations

Forced Draft Air Supply

Steam Drum

More Pressure

Less Pressure

More Flow

Less Flow

BO0OT-0...nalysis

F...

mi...

Definitior

Causes

Failed Pressure
Regulator
CauseType -

Cause Frequency: 0.1

Linked Assets

Consequences

Flame out which could
lead to explosion
Consequence Type : Explosion
Unmitigated Risk : 830
Mitigated Risk :: 55

LOPA 1 1234

& Edit F Unlink

El @ 7 =
1 i
Demo, Joe
Hazards Worksheet
™

Safeguards

High Gas Pressure

Indicator and Alarm

Safeguard Type: Process Alarm
IPL : false

Risk Reduction Type :

IPL Credits:

Mitigated Risk :: 210

Flame Scanner
Safeguard Type: SIS
IFL : false

Fisk Reduction Type :
IPL Credits:
Mitigated Risk :: 180

High Gas Pressure

Shutdown (SIF-1001)
Safeguard Type: SIS

IPL : false

Risk Reduction Type:

IFL Credits

Mitigated Risk :: 55

Note: You can select Edit to modify the LOPA, or Unlink to unlink the LOPA from the

Consequence.

Results

The LOPA is linked to the Consequence and the LOPA ID appears in the Consequence. You
can select the LOPA ID to view the summary of the LOPA.

The LOPA that you created for the Consequence appears in the list of LOPA in the LOPA

Overview page, in the Under Review tab.

The Safeguards that are associated with the LOPA are automatically linked to the
Consequence. They appear in the Hazards Worksheet section of the Hazards Analysis.
Similarly, the Safeguards that are associated with the Consequence are automatically
linked to the LOPA. Hence, you can modify the Safeguard only if the associated LOPA and
the Hazards Analysis are in the Planning state.

Copy a Component

60

About This Task

This topic describes how to copy the datasheet of the following types of components of an
analysis:

Deviation (in case of a HAZOP Analysis)

What If (in case of a What If Analysis)

Cause



« Consequence
« Safeguard

Tip: You can copy a Component only if the Hazards Analysis into which you want to copy the
Component is in the Planning state.

The ID of the copied component is appended with the word Copy at the end. For example, if
the ID of the Cause that you want to copy is Gas Pipe Leakage, the name of the copied
Cause is Gas Pipe Leakage Copy. However, when you copy a Deviation, the ID of the copied
record is the same as that of the original record.

You can also create a component using a blank datasheet.

Procedure

1. Access the System/Node into which you want to copy the component.
2. Select the Hazards Worksheets tab.

The Hazards Worksheets section appears, displaying a hierarchical view of the
components (Deviations or What Ifs, Causes, Consequences, and Safeguards) associated
with the System/Node.

A = : . =3 ) ; o
E = Hazards..verview B0O0O7-0...nalysis =l Q 7 ':':3
Analysis Summary [ Boiler Gas... o e
Modified by A.. bumoy:los
5 Definition Linked Assets Hazards Worksheet

(i
-

I Boiler Gas Feed = =

Boiler Prima..water Supply Deviations 1

Forced Draft Air Supply

Steam Drum

More Pressure

Less Pressure

More Flow

Less Flow

Causes

Failed Pressure

Regulator
Cause Type ©
Cause Frequency : 0.1

} Consequences

Flame out which could

lead to explosion
‘Consequence Type : Explosion
Unmitigated Risk : 830
Mitigated Risk : : 55
LOPA:

+ Create & Link

Safeguards

High Gas Pressure

Indicator and Alarm
Safeguard Type : Process Alarm
IPL - false

Risk Reduction Type .

IPL Credits:

Mitigated Risk :: 210

Flame Scanner
Safeguard Type: SIS
IPL: false

Risk Reduction Type:
IPL Credits :
Mitigated Risk :: 180

High Gas Pressure

Shutdown (SIF-1001)

Safeguard Type : 8IS

IPL: false B

. In the hierarchical level that corresponds to the type of component that you want to copy,

select +, and then select Copy <type of the component>. For example, if you want to

copy a Deviation, then in the Deviations hierarchical level, select +, and then select

Copy Deviations.

The Search window appears.
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Search

Look in e ~

4. In the upper-right corner of the window, select =N

A list of records of the selected component type appears.

Search

More Pressure

HAZOP Deviation Hazards Analysis Cause  Hazards Analysis System/Node

Less Pressure

HAZOP Deviation Hazards Analysis Cause  Hazards Analysis System/Node

More Flow

HAZOP Deviation Hazards Analysis Cause  Hazards Analysis System/Node

Less Flow

HAZOP Deviation Hazards Analysis Cause  Hazards Analysis System/Node

No Flow

HAZOP Deviation Hazards Analysis Cause  Hazards Analysis System/Node

Less Pressure

HAZOP Deviation Hazards Analysis Cause  Hazards Analysis System/Node

Mare Flow

HAZOP Deviation Hazards Analysis Cause  Hazards Analysis System/Node

Cancel OK

5. Select the check box that corresponds to the component that you want to copy, and then
select OK.



The component is added to the System/Node.

Assess the Unmitigated Risk

Before You Begin
+ Create a Consequence.

About This Task

This topic describes how to perform an unmitigated risk assessment for a Consequence in a
hazards analysis.

Note: You can assess the unmitigated risk for a Consequence only if the corresponding
Hazards Analysis is in the Planning state.

Procedure

1. Access the Consequence for which you want to assess the unmitigated risk.

If you have already performed a risk assessment for the Consequence, the overall risk
rank and the risk ranks for each category appear above the datasheet.

A

E = Hazards. verview BO0O7-0...nalysis E :-\'\ ? $
) Boiler Gas Feed .
Analysis Summary [ Madified by Administrator, Meridium .. Demo, Joe
» Definition Linked Assets Hazards Worksheet
I Boiler Gas Feed =
Boiler Prima..Water Supply Total Risk
Driving Risk: Safety Safety  Environment  Operations  Financial
Driving Risk Threshold:
Forced Draft Air Supply
Steam Drum Datasheet ID:
= site: =
Hazards Analysis Consequence |/ Roanoke, VA !
Consequence Number:
1111
Consequence ID:
Flame out which could lead to explosion
Consequence Description:
Possible explosion due to build up of gas
\
Consequence Type:
Explosion e

Consequence Comment:

2. Above the datasheet for the Consequence, select the section that displays the
unmitigated risk rank.
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The Unmitigated Risk Assessment window appears, displaying the risk matrix for each
category.

Unmitigated Risk Assessment

Total Risk
Safety Consequence
500 — :
Proplity 1 10 100 500 1,000
5 5 50 500 2,500 5,000 ‘
1 1 10 100 500 @ 1,000 ‘
I 0.3 0.3 3 30 150 300
0.1 0.1 1 10 50 100
0.05 0.05 0.5 5 25 50
Not Applicable @' Mitigated Risk: @ Unmitigated Risk

Basis for Assessment

HAZOP Analysis, BR-1001 Steam Boiler Analysis - Boiler Gas Feed

Cancel ‘ ‘ Save

3. Specify the unmitigated risk rank for each category as applicable, and then select Save.

The overall unmitigated risk rank and the risk ranks for individual categories are displayed
above the datasheet for the Consequence. Depending on your configuration, the overall
risk rank can be the highest or the sum of all the ranks for all the categories.

Note: For additional options when working with the risk matrix, refer to the Overview of
the Risk Matrix section of the documentation .

Results

Important: If you change the unmitigated risk rank after assessing the mitigated risk rank, the
previously completed mitigated risk assessments for all Safeguards are deleted. You will need
to assess the mitigated risk rank again.

Next Steps

* Assess the Mitigated Risk
e Link an Asset to a Cause or a Safeguard
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Assess the Mitigated Risk

Before You Begin

* Assess the unmitigated risk of the Consequence that is linked to the Safeguard.
« Create a Safeguard.

About This Task

This topic describes how to perform a mitigated risk assessment for a Safeguard in a hazards
analysis.

Note: You can assess the mitigated risk for a Safeguard only if the corresponding Hazards
Analysis is in the Planning state.

Procedure
1. Access the Safeguard for which you want to assess the mitigated risk.

If you have already performed a risk assessment for the Safeguard, the overall risk rank
and the risk ranks for each category are displayed above the datasheet for the Safeguard.
If a risk assessment has not yet been performed for the Safeguard, then only the
unmitigated risk ranks are displayed.

A = Y 9 e

im| A Hazards..verview BOOOT-0...nalysis B Q ? @
Analysis Summary [ Boiler Prima..Water Supply v q

Modified by Administrator, Meridium On Friday, 28 January 2011 Demo, Joe
Definition Linked Assets Hazards Worksheet
Boiler Gas Fead —
Boiler Prima..Water Supply
Driving Risk: Safety Safety Environment  Operations  Financial
Forced Draft Air Supply Driving Risk Threshold
Steam Drum
Definition IPL Checklist

Datasheet 1D
Site:
Hazards Analysis Safeguard iV Roanoke,va

Hazards
Analysis {
L Safegyard :

Safeguard Number:

21111

Safeguard ID:

Drum Low Level Alarm

Safeguard Deseription:

2. Above the datasheet for the Safeguard, select the section that displays the risk rank.

The Mitigated Risk Assessment window appears, displaying the risk matrix for each
category.

65



Mitigated Risk Assessment

Total Risk

Safety Consequence
50
Probability
1 10 100 500 1,000
S 5 50 500 2,500 5,000
1 1 10 100 500 1,000
I 0.3 0.3 3 30 150 300
0.1 0.1 1 10 @ 50 100
0.05 0.05 | 0.5 5 25 50
Not Applicable @ Mitigated Risk : @ Unmitigated Risk
Basls for Assessment
Cancel ‘ ‘ Save

3. Specify the mitigated risk rank for each category as applicable, and then select Save.

The overall mitigated risk rank and risk ranks for individual categories are displayed above
the datasheet for the Safeguard. Depending on your configuration, the overall risk rank
can be the highest or the sum of all the ranks for all the categories.

Note: For additional options when working with the risk matrix, refer to the Overview of
the Risk Matrix section of the documentation .

Next Steps
e Link an Asset to a Cause or a Safeguard.

Link an Asset to a Cause or a Safeguard

About This Task

You can link only one asset (one Equipment and one Functional Location) to a Cause or a
Safeguard. If an asset is already linked to the Cause or the Safeguard and you link another
asset, only the latter one is linked to the Cause or the Safeguard.

Tip: You can link an asset to a Cause or a Safeguard only if the corresponding Hazards
Analysis is in the Planning state.
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Procedure

1. Access the Cause or the Safeguard that you want to link to an Asset.

The datasheet for the selected Cause or Safeguard appears. The following image shows
the datasheet for a Cause.

E = Hazards..verview £ B0007-0...nalysis 2 El C'\ ’? ng
Analysis Summary [« Boiler Ga... Planning e
Modified by A... Demo, Joe
$.& Definition Linked Assets Hazards Worksheet
Boiler Gas Feed — o ="
= =l g
Boiler Prima. Water Supply Datasheet 1D: i
Lo sites [l = .
Hazards Analysis Cause 7 Roancke,va | — :
Forced Draft Air Supply '

Cause Number:

Steam Drum 111

Cause ID:

Failed Pressure Regulator

Cause Description:

Pressure regulator that drops line pressure to 45 PSIG fails.

CCPS Cause Type

Cause Frequency [per year):

0.1

2. If you want to link an Equipment, follow these steps:

a. On the datasheet, in the Equipment ID box, select “°".
The Asset Finder window appears.
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Asset Finder

Hierarchy Group

S Filter
* Home
» EXELON-WIND ~ EXELON o

» MRD - Meridium, Inc.

Cancel

b. Navigate to the Equipment that you want to link to the Cause or Safeguard, and then

select + next to the Equipment ID.
In the right pane of the Asset Finder window, the selected Equipment appears.

Asset Finder

Hierarchy Group 000000000010003914 ~ 000000000010003914 ~ Stator ~ Centrifugal Pump -~ ROT PUM CEN

C-101 ~ 000000000010000005 ~ Column for XYZ system ~ Column ~ FIX VES COL

W Filter
H-101 ~ 000000000010000003 ~ Shell & Tube Heat Exchanger for X¥Z system ~ Shell and Tube "
~ MRD ~ Meridium, Inc. T Heat Exchan
» MRD-DUB ~ Meridium Dubai 1-101 - 000000000010000004 ~ Pressure Gauge for XYZ system - Pressure Gauge - INS PRE v
GAU
» MRD-HOU - Meridium Houston || b et
M-101 ~ 000000000010000002 ~ Induction Maotor for XYZ system - Induction Motor ~ ELE ROT
» MRD-PER - Meridium Perth IND
~ MRD-ROA ~ Meridium Roanoke ¥ MRD-ROA-ABC-XYZ - XYZ System <
» s . 2
MRD-ROA-ABC ~ ABC Unit MRD-ROA-ABC-XYZ-AT1001 - AT1001 Location %
» MRD-ROA-CHEM ~ Meridium Roanoke
Chemicals MRD-ROA-ABC-XYZ-AT1002 ~ AT1002 Location
» MRD-ROA-ELEC ~ Meriduim Roanoke 1 MRD-ROA-ABC-KYZ-AT1003 ~ AT1003 Location X
Electric i "

Cancel Done

c. Select Done.
The Equipment is linked to the Cause or the Safeguard.

Note: When you link an Equipment to the Cause or Safeguard, the Functional Location
to which the Equipment belongs is automatically linked to the Cause or Safeguard, and
appears in the Functional Location ID box on the datasheet.

3. If you want to link a Functional Location, follow these steps:

a. In the Functional Location ID box on the datasheet, select ““".
The Asset Finder window appears.



b. Navigate to the Functional Location that you want to link to the Cause or Safeguard,
and then select + next to the Functional Location ID.

In the right pane of the Asset Finder window, the selected Functional Location appears.

Asset Finder

Hierarchy Group MRD-ROA-REFN-RF009-FLO005-009 ~ FUEL GAS TO BOILER B-7

Y Filter

» MRD-PER ~ Meridium Perth
¥ MRD-ROA ~ Meridium Roanoke
» MRD-ROA-ABC ~ ABC Unit

¥ MRD-ROA-CHEM - Meridium Roanoke
Chemicals

» MRD-ROA-CHEM-CM101 ~ Meridium
Roanoke Chemicals Unit CM101

MRD-ROA-CHEM-CM102 ~ Meridium
Roanoke Chemicals Unit CM102

MRD-ROA-CHEM-CM103 ~ Meridium h

Cancel Done

c. Select Done.
The Functional Location is linked to the Cause or the Safeguard.

Results

e The asset that you have linked to the Cause or the Safeguard is also linked to the
corresponding System/Node and the Hazards Analysis, and thus added to the Asset
Group created for the System/Node.

Next Steps
e Add Team Members to the Hazards Analysis

Link a LOPA to a Consequence

Before You Begin
* Create the LOPA that you want to link with the Consequence.

About This Task
This topic describes how to link a LOPA to a Consequence in Hazards Analysis.

Note: You can create or link a LOPA to a Consequence only if the associated Hazards
Analysis is in the Planning State.

Procedure

1. Access the System/Node that is linked to the Consequence that you want to access.

69



70

2. Select the Hazards Worksheets tab.

The Hazards Worksheets section appears, displaying a hierarchical view of the
components (Deviations or What Ifs, Causes, Consequences, and Safeguards) associated

with the System/Node.
| A
Analysis Summary

T &8

Boiler Prima..Water Supply

Forced Draft Air Supply

Steam Drum

Hazards..verview

Boiler Gas..
Modified by A...

Definition

=]
=

Deviations Iz

More Pressure

Less Pressure

Mare Flow

Less Flow

BO0O7-0...nalysis

Linked Assets

Causes -+

Failed Pressure

Regulator
Cause Type :
Cause Frequency : 0.1

E Q 7

S
Demo, Joe

Hazards Worksheet

3

Consequences e

Flame out which could

lead to explosion
Consequence Type : Explosion
Unmitigated Risk : 830
Mitigated Risk :: 55
LOPA:

 Create & Link

3. Select the Consequence to which you want to link the LOPA.

Safeguards 0

High Gas Pressure
Indicator and Alarm
Safeguard Type : Process Alarm
IPL:false

Risk Reduction Type :

IPL Credits:

Mitigated Risk :; 210

Flame Scanner
Safeguard Type : SIS
IPL: false

Risk Reduction Type:
IPL Cradits :
Mitigated Risk :: 180

High Gas Pressure

Shutdown (SIF-1001)
Safeguard Type: SIS
IPL : false



A .
E é Hazards..verview . B0O007-0...nalysis El C)\ 7
Analysis Summary Boiler Gas... ning
Modified by A... Demo;.Jog
o0 Definition Linked Assets Hazards Worksheet
I Boiler Gas Feed = m|
Boiler Prima..Water Supply Deviations Causes o4 Consequences 1 Safeguards 4
Forced Draft Air Supply More Pressure Failed Pressure Flame out which could High Gas Pressure
...... Regulator lead to explosion Indicator and Alarm
Cause Type: Consequence Type : Explosion Safeguard Type : Process Alarm
Steam Drum Less Pressure Cause Frequency: 0.1 Unmitigated Risk : 830 1PL:false
Mitigated Risk:: 55 Risk Reduction Type:
| LOPA: IPL Credits:
More Flow + Create ¢ Link Mitigated Risk :: 210
Less Flow Flame Scanner
Safeguard Type: SIS
IPL :false

Risk Reduction Type :
IPL Credits :
Mitigated Risk :: 180

High Gas Pressure

Shutdown (SIF-1001)
Safeguard Type : 515
IPL: false

]
4. In the Consequence that you selected, select <" Link.

Note: If a Consequence is already linked to a LOPA, the link Unlink will appear. You can
either select another Consequence, or unlink the LOPA from the Consequence, and then
link to a different LOPA.

The LOPA window appears, displaying a list of LOPA that belong to the same site as that
assigned to the Hazards Analysis.

LOPA
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LOPAID INITIATING EVENTTYPE CONSEQUENCE CAUSING ASSET FUNCTIONAL LOCATION ID

Atmospheric Tank failure LOPA  Atmospheric tank failu...

Cooling Water Failure LOPA Cooling water failure
Crane Load Drop LOPA Crane load drop

1-30f 3Results Page 10f1

Cancel l ‘ Link

5. Select the row containing the LOPA that you want to link to the Consequence.
6. Select Link.



The LOPA is linked to the Consequence.

m =3 Hazards...nalysis B0007-0...nalysis SHER £ {e

Analysis Summary [ Boiler Gas F... g i e
Madified by Admi... Demo, Joe

Definitior Linked Assets Hazards Worksheet

I Boiler Gas Feed =

Boiler Prima..Water Supply Deviations Causes I Consequences | Safeguards

Forced Draft Air Supply More Pressire Failed Pressure Flame out which could High Gas Pressure

Regulator lead to explosion Indicator and Alarm

CauseType : Consequence Type : Explosion Safeguard Type : Process Alarm
Steam Drum
Less Pressure Cause Frequency: 0.1 Unmitigated Risk : 830 IPL : false

Mitigated Risk :: 55 Risk Reduction Type:
LOPA: 1234 IPL Credits:
& Edit & Unlink Mitigated Risk :: 210

More Flow

Less Flow Flame Scanner
Safeguard Type: SIS
IFL : false
Fisk Reduction Type :
IPL Credits:
Mitigated Risk :: 180

High Gas Pressure

Shutdown (SIF-1001)
Safeguard Type: SIS

IPL : false

Risk Reduction Type:

IFL Credits

Mitigated Risk :: 55

Results

e The LOPA ID appears in the Consequence. You can select the LOPA ID to view the
summary of the LOPA, or you can select Edit to modify the LOPA.

e The Safeguards that are associated with the LOPA are automatically linked to the
Consequence. They appear in the Hazards Worksheet section of the Hazards Analysis.
Similarly, the Safeguards that are associated with the Consequence are automatically
linked to the LOPA. You can add or modify a Safeguard only if the associated LOPA and the
Hazards Analysis are in the Planning state.

Unlink a LOPA From a Consequence

Before You Begin

e Link a LOPA to a Consequence.

Procedure

1. Access the System/Node that is linked to the Consequence that you want to access.
2. Select the Consequence from which you want to unlink the LOPA.

Note: You can unlink a LOPA from a Consequence only if the associated Hazards Analysis
is in the Planning State.
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3. In the Consequence that you selected, select 2 Unlink.

The LOPA is unlinked from the Consequence.

Results

+ APM system creates copies of the Safeguards associated with the LOPA, and then links
them to the Consequence. The copied Safeguards appear in the Hazards Worksheet
section of the Hazards Analysis.

Delete a Component

About This Task

This topic describes how to delete the following types of components of a hazards analysis:

o Deviation (in case of a HAZOP Analysis)
e What If (in case of a What If Analysis)

o Cause

« Consequence

o Safeguard

Tip: You can delete a component only if the corresponding Hazards Analysis is in the
Planning state.

Important: Deleting a component deletes all the subordinate records.

Procedure

1. Access the System/Node that is linked to the component that you want to delete.

2. In the hierarchical level that corresponds to the component that you want to delete, select

the component, and then in the upper-right corner of the workspace, select 'l

A confirmation message appears, asking if you really want to delete the component.
3. Select OK.
The component and its subordinate records are deleted.
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o

Admin

Topics:

o Specify Different Search
Queries
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Specify Different Search Queries

About This Task

On the Hazards Analysis Overview page, when you select Hazop or What If, the following
queries are executed:

o HAZOP_ANALYSIS_ASSET_OVERVIEW: Returns a list of HAZOP Analyses. This query is
executed when you select Hazop on the Hazards Analysis Overview page.

o WHATIF_ANALYSIS_ASSET_OVERVIEW: Returns a list of What If Analyses. This query is
executed when you select What If on the Hazards Analysis Overview page.

This topic describes how to specify different search queries for Hazards Analysis, replacing
the default ones.

Procedure

1. In the module navigation menu, select Admin > Application Settings > Hazards Analysis.

The Hazards Administration page appears, displaying the default search queries for
HAZOP Analysis and What If Analysis.

]
1)

-
dob

A —~ "
=9 El WS / X4
m = Hazards...erences = R g N

Hazards Administration

Save

Manage Queries:

Hazards Query

Public\Meridium\Modules\Hazards Analysis\Queries\HAZOP_ANALYSIS_ASSET_OVERVIEW

WhatIf Query

Public\Meridium\Modules\Hazards Analysis\Queries\WHATIF_ANALYSIS_ASSET_OVERVIEW

Select

2. Select the Select button next to the query that you want to replace.

The baseline Catalog folder appears.

Navigate to the folder that contains the query that you want to specify.
Select the query, and then select Open.

Repeat steps 3 - 5 for the other query that you want to replace.

In the upper-right corner of the page, select Save.

o gk w

The default queries are replaced by the ones that you have selected.
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Results

« On the Hazards Analysis Overview page, when you select Hazop or What If, the queries
that you have specified are executed.



Chapter

Data Loader

Topics:

¢ About the Hazards Data
Loader

¢ About the Hazards Data
Loader Requirements

¢ About the Hazards Data
Loader General Loading
Strategy

¢ About the Hazards Data
Loader Load Verification

¢ About the Hazards Data
Loader Data Model

e About the Hazards Data
Loader Workbook Layout
and Use
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About the Hazards Data Loader

Using the Hazards Data Loader, you can implement HAZOP Analysis when you have data in a
legacy system. To import data using the Hazards Data Loader, APM provides an Excel
workbook, Hazards.x1sx, which supports baseline Hazards Analysis in APM. You must

export your legacy system so that the data can be used to populate the workbook. The data
from the workbook will then be imported into APM using the Hazards Data Loader.

Note: The Excel template is referred to throughout this documentation as the data loader
workbook.

The data loader workbook can be used in the following scenario:

« Loading existing legacy HAZOP analysis data into APM so that you can retain visibility into
previous HAZOP analyses, view the risk mitigation graph and re-validation schedules.

After importing the data, the Hazards Data Loader creates the following records in APM:

e Hazards Analysis

e Hazards Analysis System/Node

e Hazards Analysis Deviation

e Hazards Analysis Cause

« Hazards Analysis Consequence

e Hazards Analysis Safeguard

o Independent Layer of Protection

e Risk Assessment

* Risk Assessment Recommendation
¢ Human Resource

Note: This data loader workbook is not backward compatible to earlier versions of APM.

About the Hazards Data Loader Requirements

Before importing data using the data loader workbook, you must have completed the
deployment of the Hazards Analysis module. You must also have populated the Equipment
and Functional Location to establish relationship with the families in Hazards Analysis, and
have entered a valid Equipment entity key and Functional Location entity key into the data
loader workbook. To do this, the Equipment and Functional Locations must exist in the APM
database.

Security Settings

The Security User performing the data load operation must be associated with either the Ml
Data Loader User or MI Data Loader Admin Security Role.

About the Hazards Data Loader General Loading Strategy

The imported data must load in a specific sequence in order to successfully populate fields,
to create records, and to link them to the predecessor and/or successor records.
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Best Practices

When importing data using the data loader workbook, you must use the following best
practices:

« ID fields (Row 2 of each worksheet) must not include special characters (other than
underscores) or spaces.

e Columns (including columns representing custom fields) in the worksheets should be
formatted as Text.

e You should not try to create and update a component in the same data loader workbook.

e You must consider the rules described in the Workbook Layout and Use section of this
document while using the Hazards Data Loader.

Load Sequence
When importing data using the data loader workbook, you must use the following workflow:

Download the data loader workbook provided by APM

Identify the data requirements for exporting the data in to the data loader workbook.
Extract data from legacy applications to populate the data loader workbook.

Import data into APM.

Monitor the status of the data load, and verify the results in the log.

6. Conduct tests in APM to ensure that the imported data loaded accurately.

N

For each row in the data loader workbook, the Hazards Loader creates a new record in APM.
However, if records have already been created and you reimport the data, the existing
records will be updated.

About the Hazards Data Loader Load Verification

About This Task

Following a successful data load, the user is able to navigate to any of the imported
templates, to view the details associated with the template, and to import template content
into an analysis.

Procedure

1. In the data loader worksheet, enter the following values:

Worksheet Field Caption Value
MI_HAZANANA Analysis ID Hazop-DL-Testing-01
Analysis Type HAZOP
Site Reference Name ISO Site
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Worksheet

MI_HAZANNOD

Node_Assets

MI_HAZOPDEV

MI_HAZANSAF

MI_HAZANCAU
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Field Caption

Analysis ID

System/Node ID
System/Node Number
Analysis ID

System/Node ID
System/Node Number
Analysis ID

System/Node ID
System/Node Number
Equipment Technical Number
Analysis ID

System/Node Number
Deviation Sequence Number
Deviation/Guideword
Analysis ID

System/Node Number
Deviation Sequence Number
Deviation/Guideword
Analysis ID

System/Node ID
System/Node Number
Deviation Sequence Number

Cause Sequence Number

Consequence Sequence Number

Safeguard ID

Safeguard Sequence Number
Analysis ID

System/Node Number
Deviation Sequence Number
Cause Sequence Number

Cause ID

Value
Hazop-DL-Testing-01
Node-01

1
Hazop-DL-Testing-01
Node-02

2
Hazop-DL-Testing-01
Node-01

1

A001
Hazop-DL-Testing-01
1

1

More Temperature
Hazop-DL-Testing-01
2

1

Less Flow
Hazop-DL-Testing-01
Node-01

1

1

1

1

Node-01 Safeguard

1
Hazop-DL-Testing-01
1
1
1

Cause-01



Worksheet Field Caption Value
MI_HAZANCON Analysis ID Hazop-DL-Testing-01
System/Node Number 1
Deviation Sequence Number 1
Cause Sequence Number 1
Consequence ID Consequence-01
Consequence Sequence Number 1
MI_IPL_CHEC Safeguard Sequence Number 1
IPL Criteria Is the IPL independent of the
initiating cause of the hazardous
scenario?
IPL Criteria Value FALSE
MI_RISKASSE Analysis ID Hazop-DL-Testing-01
System/Node ID Node-01
System/Node Number 1
Deviation Sequence Number 1
Cause Sequence Number 1
Consequence Sequence Number 1
Safeguard Sequence Number 1
(ENVIRONMENT) Consequence 1
(ENVIRONMENT) Probability 1
(FINANCIAL) Consequence 550
(FINANCIAL) Maintenance Cost 50
(FINANCIAL) Probability 5
(FINANCIAL) Production Loss 500
(OPERATIONS) Consequence 100
(OPERATIONS) Probability 0.1
(SAFETY) Consequence 100
(SAFETY) Probability 0.3

Note: In the MI_RISKASSE worksheet, when you enter values for both Consequence
Sequence Number and Safeguard Sequence Number, the values in the following fields are
considered as Mitigated Risk Values, and when you enter a value for only the
Consequence Sequence Number, the values in these fields are considered as Unmitigated

Risk Values.

o (ENVIRONMENT) Consequence

(ENVIRONMENT) Probability
(ENVIRONMENT) Protection Level
(FINANCIAL) Consequence
(FINANCIAL) Maintenance Cost
(FINANCIAL) Probability
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¢ (FINANCIAL) Production Loss

¢ (FINANCIAL) Protection level

« (OPERATIONS) Consequence

o (OPERATIONS) Probability

« (OPERATIONS) Protection Level
o (SAFETY) Consequence

o (SAFETY) Probability

. Import the data loader worksheet into APM.
. Access the Hazards Analysis Overview page.
. Select the HAZOP tab, and then select Hazop-DL-Testing-01.

The Analysis Summary workspace appears, displaying the risk graph. The two Systems/
Nodes, Node-01 and Node-02, appear in the left pane.

A . = - -
m =2 Hazards..verview Boiler ...nalysis E Q ?
Analysis Summary [<1  Boiler An.. Elanfing @ ORovisions) W B
Lastinodined. . Administrator, Meridium =
o Reference
Analysis Overview Definition O Team Members 0 0 Linked Assets
Documents
—
MNode-01 M = 9 Highest Unmitigated R -~

Node-02
B Unmitigated Risk

s . Mitigated Risk :

Node-01 MNode-02

. In the left pane, select Node-01, and then select the Hazards Worksheet tab.

The Hazards worksheet section appears, displaying the hierarchical structure of the
elements in Node-01.



A : y -
E =2 Hazards..verview Boiler ...nalysis s f\.-\ 7 o3
Analysis Summary [ Node-01 " o
Modified by A. Administrator, Meridium
T
; Definition Linked Assets Hazards Worksheet
Node-01 = o
Node-02 Deviations Causes 1 Consequences L Safeguards
Mare Pressure Cause-01 Consequence-01 Node-01 Safeguard
CauseType : Consequence Type : Safeguard Type :
Cause Frequency: Unmitigated Risk : 30 IPL :false
Mitigated Risk:: 5 Risk Reduction Type :
LOPA: IPL Credits :
+ Create ¢ Link Mitigated Risk :; 5

About the Hazards Data Loader Data Model

The following data model illustrates the records that the Data Loader supports.

Note: Equipment and Functional Location records must exist prior to importing data.
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4
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Has IF

'

Instrumented
Function

About the Hazards Data Loader Workbook Layout and Use

To import Hazards Analysis data, APM provides the data loader workbook (Hazards.x1sx).
This workbook supports baseline Hazards Analysis in APM. You can modify the workbook to
include custom fields used by your organization.

The following table lists the worksheets that are included in the data loader workbook.
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Worksheet

MI_HAZANANA

MI_HAZANNOD

Node_Assets

MI_HAZOPDEV

MI_HAZANCAU

MI_HAZANCON

MI_HAZANSAF

MI_IPL_CHEC

MI_RISKASSE

MI_RSKASREC

MI_Human_Resource

Limitations

Description

This worksheet is used to define the Hazards Analysis
records.

This worksheet is used to define Hazards Analysis
System/Node records.

This worksheet is used to identify Equipment and
Functional Location records.

This worksheet is used to define HAZOP Deviation
records.

This worksheet is used to define Hazards Analysis
Cause records.

This worksheet is used to define Hazards Analysis
Consequence records.

This worksheet is used to define Hazards Analysis
Safeguard records.

This worksheet is used to define IPL Checklist records

This worksheet is used to define Risk Assessment
records.

This worksheet is used to define Risk Assessment
Recommendation records.

This worksheet is used to define Human Resource
records.

The Hazards Data Loader has the following limitations:

e You can import data related to HAZOP Analysis only.

e You must use the data loader workbook. If you modify the format of the values in columns
in any of the worksheets, you will not be able to import data.

¢ The values that you enter in the data loader workbook are case-sensitive.

« If you reimport data, the records that were created by the Hazards Data Loader will be
updated. Therefore, while reimporting data related to a record, if you remove the data for a
field in the data loader workbook, the value for the corresponding field in APM will be

blank.

MI_HAZANANA Worksheet

The MI_HAZANANA worksheet stores the details of the Hazards Analysis records.
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Field Caption

Analysis ID

Site Reference Name

Unit Description

Unit ID

Process Type

Process Description

Summary

Last Modified By

Last Modified Date

State

State Owner

Revision Number

Revision Date

MI_SM_STATE_ENTERED_D

Analysis Purpose

Analysis Scope

Field ID

MI_AN_ANALY_ID_CHR

MI_SITE_NAME

MI_HAZANANA_UNIT_DES
CR.C

MI_HAZANANA_UNIT_ID_C

MI_HAZANANA_PROCE_TY
PE_C

MI_HAZANANA_PROCE_DE
SCR_T

MI_HAZANANA_SUMMA_T

MI_HAZANANA_LAST_MO
DIF_BY_C

MI_HAZANANA_LAST_MO
DIF_DATE_D

MI_SM_STATE_ID_C

MI_SM_STATE_OWNER_ID_
C

MI_HAZANANA_REVIS_NU
MBE_C

MI_HAZANANA_REVIS_DAT
E_D

MI_SM_STATE_ENTERED_D

MI_HAZANANA_ANALY_PU
RPO_T

MI_HAZANANA_ANALY_SC
OPE_T

Data Type (Length)

Character (255)

Character (50)

Character (255)

Character (50)

Character (50)

Text

Text

Character (255)

Date

Character (50)

Character (255)

Character (50)

Date

Date

Text

Text

Comments

A value is required and
must be unique. This value
identifies the Hazards
Analysis.

This field is required and
must match an existing
Site name.

Note: If you want to set the
site reference to be a
Global Site Reference, in
the MI_SITE_NAME column
on the spreadsheet, enter
the constant *Global*.

None

None

None

None

None

None

None

None

None

None

Enter a value in the
following format: YYYY-
MM-DD hh:mm:ss

Enter a value in the
following format: YYYY-
MM-DD hh:mm:ss

None

None



Field Caption

Analysis Objective

Analysis End Date

Analysis Start Date

Process Life Cycle Phase

Analysis Description

Is Deleted

Reevaluation Interval

Analysis Type

Field ID

MI_HAZANANA_ANALY_OB
JEC_T

MI_AN_ANALY_END_DATE_
DT

MI_AN_ANALY_START_DAT
E_DT

MI_HAZANANA_PROCE_LIF
E_CYCLE_C

MI_AN_SHORT_DESCR_CH
R

MI_HAZANANA_IS_DELET_
L

MI_HAZANANA_ANALY_RE
EV_N

MI_AN_ANALY_TYPE_CHR

Data Type (Length)

Text

Date

Date

Character (255)

Character (255)

Boolean

Numeric

Character (59)

Comments

None

Enter a value in the
following format: YYYY-
MM-DD hh:mm:ss

Enter a value in the
following format: YYYY-
MM-DD hh:mm:ss

By default, in APM system,
this field may contain one
of the following System
Code IDs:

« Design and
Development

e Construction and
Startup

e Operate and Maintain

« Decommissioning

The list in this field is
populated by the
MI_HAZARDS_ANALYSIS_LI
FE_CYCLE_PHASE System
Code Table. If the system
code table has been
modified, the valid values
could be different. To
verify which options are
acceptable in your APM
system, via Configuration
Manager, refer to the
MI_HAZARDS_ANALYSIS_LI
FE_CYCLE_PHASE System
Code Table.

None

Enter TRUE or FALSE.

None

By default, in APM system,
this fields may contain one
of the following values:

e HAZOP

e WhatIf
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Field Caption

Next Reevaluation Date

Production Unit Key

State Key TEST

Visual Attributes

Field ID

MI_HAZANANA_NEXT_REE
VA_DATE_D

MI_ANLY_PROD_UNIT_KEY
N

MI_SM_STATE_KEY_N

MI_AN_VISUA_ATTRI_TX

MI_HAZANNOD Worksheet
The MI_HAZANNOD worksheet stores the details of the Hazards Analysis System/Node

records.

Field Caption

Analysis ID

System/Node ID

System/Node Number

Modified By

Modified Date

Reference Drawing

System/Node Description

System/Node Equipment
Type

Field ID

MI_AN_ANALY_ID_CHR

MI_HAZANNOD_NODE_ID_
C

MI_HAZANNOD_NODE_NU
MBE_N

MI_TST_EQUIP_HIST_DATE
C

MI_HAZANNOD_MODIF_BY
C

MI_HAZANNOD_MODIF_DA
TE_D

MI_HAZANNOD_REFER_DR
AWI_C

MI_HAZANNOD_NODE_DE
SCR_T

Data Type (Length)

Date

Numeric

Numeric

Character

Data Type (Length)

Character (255)

Character (255)

Numeric

Character (255)

Date

Character (255)

Text

Character (255)

Comments

Enter a value in the
following format: YYYY-
MM-DD hh:mm:ss

None

None

None

Comments

A value is required and
must match one of the
values that you enter in the
MI_HAZANANA worksheet.
Additionally, all the records
that are linked to one
another must contain the
same Analysis ID.

A value is required and
must be unique.

A value is required and
must follow a sequence.
For example, if there are
three Systems/Nodes in a
Hazards Analysis, then the
values in this column for
the three Systems/Nodes
must be 1, 2, and 3.

None

Enter a value in the
following format: YYYY-
MM-DD hh:mm:ss

None

None

None



Field Caption

System/Node Process
Type

System/Node Comments

Field ID

MI_HAZANNOD_NODE_EQ
UIP_TYPE_C

MI_HAZANNOD_COMME_T

Node_Assets Worksheet

Data Type (Length)

Character (255)

Text

Comments

None

None

The Node_Assets worksheet identifies the Equipment and Functional Location records, and
links them to each Hazards Analysis.

Field Caption

Analysis ID

System/Node ID

System/Node Number

Equipment Technical
Number

Function Location ID

Field ID

MI_AN_ANALY_ID_CHR

MI_HAZANNOD_NODE_ID_
C

MI_HAZANNOD_NODE_NU
MBE_N

MI_EQUIPOOO_EQUIP_TEC
H_NBR_C

MI_FNCLOCOO_INTERNAL_
ID_C

MI_HAZOPDEV Worksheet
The MI_HAZOPDEV worksheet stores the details of the HAZOP Deviation records.

Data Type (Length)

Character (255)

Character (255)

Numeric

Character (255)

Character (255)

Comments

A value is required and
must match one of the
values that you enter in the
MI_HAZANANA worksheet.
Additionally, all the records
that are linked to one
another must contain the
same Analysis ID.

A value is required and
must match the ID of a
System/Node that exists in
APM or one of the values
that you enter in the
MI_HAZANNOD worksheet.

A value is required and
must match the value in
the System/Node Number
field of the System/Node
whose ID you have
provided in the System/
Node ID column.

None

None
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Field Caption

Analysis ID

System/Node Number

Deviation Sequence
Number

Deviation/Guideword

Field ID

MI_AN_ANALY_ID_CHR

Data Type (Length)

Character (255)

MI_HAZANNOD_NODE_NU | Numeric

MBE_N

MI_HAZOPDEV_SEQUE_NU | Numeric

MBE_N

MI_HAZOPDEV_DEVIA_C

MI_HAZANCAU Worksheet
The MI_HAZANCAU worksheet stores details of the Hazards Analysis Cause records.

Field Caption

Analysis ID

System/Node Number

Deviation Sequence
Number

Field ID

MI_AN_ANALY_ID_CHR

Character (255)

Data Type (Length)

Character (255)

MI_HAZANNOD_NODE_NU | Numeric

MBE_N

MI_HAZOPDEV_SEQUE_NU | Numeric

MBE_N

Comments

A value is required and
must match one of the
values that you enter in the
MI_HAZANANA worksheet.
Additionally, all the records
that are linked to one
another must contain the
same Analysis ID.

A value is required and
must match one of the
values that you enter in the
System/Node Number
field, in the MI_HAZANNOD
worksheet.

A value is required and
must follow a sequence.
For example, if there are
three Deviations in a
System/Node, then the
values in this column for
the three Deviations must
be 1, 2,and 3.

None

Comments

A value is required and
must match one of the
values that you enter in the
MI_HAZANANA worksheet.
Additionally, all the records
that are linked to one
another must contain the
same Analysis ID.

A value is required and
must match one of the
values that you enter in the
MI_HAZANNOD worksheet.

A value is required and
must match one of the
values that you enter in the
MI_HAZOPDEV worksheet.



Field Caption

Cause Sequence Number

Cause ID

Functional Location ID

Equipment Technical
Number
Cause Comment

Cause Description

Cause Type

Field ID

MI_HAZANCAU_SEQUE_NU
MBE_N

MI_HAZANCAU_CAUSE_ID_
C

MI_HAZANCAU_FUNCT_LO
CAT_ID_C

MI_EQUIPOOO_EQUIP_TEC
H_NBR_C

MI_HAZANCAU_CAUSE_CO
MME_T

MI_HAZANCAU_CAUSE_DE
SCR_T

MI_HAZANCAU_CAUSE_TY
PE_CHR

MI_HAZANCON Worksheet

The MI_HAZANCON worksheet stores details of the Hazards Analysis Consequence records.

Data Type (Length)

Numeric

Character (255)

Character (255)

Character (255)

Text

Text

Character (100)

Comments

A value is required and
must follow a sequence.
For example, if there are
three Causes for a
Deviation, then the values
in this column for the three
Causes must be 1, 2, and
3.

A value is required.

None

None

None

None

In the baseline APM
system, this cell is the
CCPS Cause Type field and
may contain is populated
by the value in the
Initiating Event ID field of
the Initiating Event
records. The Cause
Frequency (per year) field
is populated with the
default value of frequency
specified in the Initiating
Event record based on
your selection in the CCPS
Cause Type field. For more
information, refer to the
Initiating Events section of
the documentation.
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Field Caption

Analysis ID

System/Node Number

Deviation Sequence
Number

Cause Sequence Number

Consequence ID

Consequence Sequence
Number

Consequence Description

Consequence Comment

Consequence Type

Field ID

MI_AN_ANALY_ID_CHR

MI_HAZANNOD_NODE_NU
MBE_N

MI_HAZOPDEV_SEQUE_NU
MBE_N

MI_HAZANCAU_SEQUE_NU
MBE_N

MI_HAZANCON_CONSE_ID
C

MI_HAZANCON_SEQUE_N
UMBE_N

MI_HAZANCON_CONSE_D
ESCR_T

MI_HAZANCON_CONSE_C
OMME_T

MI_HAZANCON_CONSE_T
YPE_C

MI_HAZANSAF Worksheet
The MI_HAZANSAF worksheet stores details of the Hazards Analysis Safeguard records.

Data Type (Length)

Character (255)

Numeric

Numeric

Numeric

Character (255)

Numeric

Text

Text

Character (100)

Comments

A value is required and
must match one of the
values that you enter in the
MI_HAZANANA worksheet.
Additionally, all the records
that are linked to one
another must contain the
same Analysis ID.

A value is required and
must match one of the
values that you enter in the
MI_HAZANNOD worksheet.

A value is required and
must match one of the
values that you enter in the
MI_HAZOPDEV worksheet.

A value is required and
must match one of the
values that you enter in the
MI_HAZANCAU worksheet.

A value is required.

A value is required and
must follow a sequence.
For example, if there are
three Consequences for a
Cause, then the values in
this column for the three
Consequences must be 1,
2,and 3.

None

None

None



Field Caption

Analysis ID

System/Node Number

Deviation Sequence
Number

Cause Sequence Number

Consequence Sequence
Number

Safeguard ID

Safeguard Sequence
Number

Functional Location ID

Field ID

MI_AN_ANALY_ID_CHR

Data Type (Length)

Character (255)

MI_HAZANNOD_NODE_NU | Numeric

MBE_N

MI_HAZOPDEV_SEQUE_NU | Numeric

MBE_N

MI_HAZANCAU_SEQUE_NU | Numeric

MBE_N

MI_HAZANCON_SEQUE_N
UMBE_N

MI_HAZANSAF_SAFEG_ID_

Cc

Numeric

Character (255)

MI_HAZANSAF_SEQUE_NU | Numeric

MBE_N

MI_HAZANSAF_FUNCT_LO | Character (255)

CAT_ID_C

Comments

A value is required and
must match one of the
values that you enter in the
MI_HAZANANA worksheet.
Additionally, all the records
that are linked to one
another must contain the
same Analysis ID.

A value is required and
must match one of the
values that you enter in the
MI_HAZANNOD worksheet.

A value is required and
must match one of the
values that you enter in the
MI_HAZOPDEV worksheet.

A value is required and
must match one of the
values that you enter in the
MI_HAZANCAU worksheet.

A value is required and
must follow a sequence.
For example, if there are
three Consequences for a
Cause, then the values in
this column for the three
Consequences must be 1,
2,and 3.

A value is required.

A value is required and
must follow a sequence.
For example, if there are
three Safeguards for a
Consequence, then the
values in this column for
the three Safeguards must
be 1, 2, and 3.

Enter a value that matches
the value in the Functional
Location ID field of a
Functional Location that
exists in the database.
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Field Caption

Equipment Technical
Number

Safeguard Comment

Safeguard Type

Safeguard Description

IFID

Is the IPL independent of
the initiating cause of the
hazardous scenario?

Is the IPL specific in that it
has the ability to detect
the hazardous scenario?

Is the IPL auditable with
applicable industry
standard?

Is the IPL capable with
respect to its availability?

Field ID

MI_EQUIPOOO_EQUIP_TEC
H_NBR_C

MI_HAZANSAF_SAFEG_CO
MME_T

MI_HAZANSAF_SAFEG_TY
PE_C

MI_HAZANSAF_SAFEG_DE
SCR_T

MI_HAZANSAF_PIF_ID_C

MI_HAZANSAF_IS_IPL_IND
EP_L

MI_HAZANSAF_IS_IPL_SPC
FC_L

MI_HAZANSAF_IS_IPL_ADT
BL_L

MI_HAZANSAF_IS_IPL_CPB
LL

Data Type (Length)

Character (255)

Character

Character (100)

Text

Character (255)

Boolean

Boolean

Boolean

Boolean

Comments

Enter a value that matches
the value in the Equipment
Technical Number field of
an Equipment that exists in
the database.

None

None

None

You must enter a value that
matches the value in the
PIF ID field of an
Instrumented Function that
exists in the database.

Enter TRUE or FALSE.

Enter TRUE or FALSE.

Enter TRUE or FALSE.

Enter TRUE or FALSE.



Field Caption

IPL Type

IPL Credits

Field ID

Data Type (Length)

MI_HAZANSAF_IPL_TYPE_C | Character (50)

MI_HAZANSAF_IPL_CREDI_
N

Numeric

Comments

In the baseline APM
system, this cell may
contain one of the
following System Code IDs:

« Consequence
Reducing IPL

« Frequency Reducing
IPL

The list in this field is
populated by the
MI_HAZOP_IPL_TYPE
System Code Table. If the
system code table has
been customized, the valid
values could be different.
To verify which options are
acceptable in your APM
system, using
Configuration Manager,
access and verify with the
appropriate System Code
table.

In the baseline APM
system, this cell may
contain a value between 1
and 10.
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Field Caption

Type

Field ID

MI_HAZANSAF_TYPE_C

Data Type (Length)

Character (50)

Comments

This field is stored only if
the values for all the IPL
Criteria associated with
the Safeguard is TRUE.

In the baseline APM
system, this cell may
contain one of the
following System Code IDs:

e« Active IPL
« Passive IPL
¢ Human IPL

The list in this field is
populated by the
MI_IPL_LTYPES_SAFEGUAR
D System Code Table. If
the System Code Table
has been customized, the
valid values could be
different. To verify which
options are acceptable in
your APM system, using
Configuration Manager,
access and verify with the
MI_IPL_LTYPES_SAFEGUAR
D System Code Table.



Field Caption

IPL Sub Type

Field ID

MI_HAZANSAF_IPL_SUB_T
YPE_C

Data Type (Length)

Character (250)

Comments

This field is stored only if
the values for all the IPL
Criteria associated with
the Safeguard is TRUE.

In the baseline APM
system, this cell may
contain System Codes
from one of the following
System Code Tables:

e  MI_ACTIVE_IPL System
Code table if the value
in the IPL Type field is
Active IPL.

e MI_PASSIVE_IPL
System Code table if
the value in the IPL
Type field is Passive
IPL.

¢  MI_HUMAN_IPL System
Code table if the value
in the IPL Type field is
Human IPL.

To verify which options are
acceptable in your APM
system, using
Configuration Manager,
access and verify with the
appropriate System Code
Table.
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Field Caption Field ID Data Type (Length) Comments

PFD MI_HAZANSAF_PFD_N Numeric This field is stored only if

the values for all the IPL
Criteria associated with
the Safeguard is TRUE.

The default value for the
PFD field for each IPL Sub
Type is provided in the
following records:

e Active IPL record if the
value in the IPL Type
field is Active IPL.

* Passive IPL record if
the value in the IPL
Type field is Passive
IPL.

e Human IPL record if the
value in the IPL Type
field is Human IPL.

For more information, refer
to the Layers of Protection
Analysis section of the
documentation.

To verify which value is
acceptable in your APM
system, using Record
Manager, access and verify
with the appropriate
record. For more
information, refer to the
Manage Records section of
the documentation.

MI_IPL_CHEC Worksheet
The MI_IPL_CHEC worksheet stores details of the IPL Checklist records.



Field Caption

Analysis ID

System/Node Number

Deviation Sequence
Number

Cause Sequence Number

Consequence Sequence
Number

Safeguard ID

Safeguard Sequence
Number

Field ID

MI_AN_ANALY_ID_CHR

Data Type (Length)

Character (255)

MI_HAZANNOD_NODE_NU | Numeric

MBE_N

MI_HAZOPDEV_SEQUE_NU | Numeric

MBE_N

MI_HAZANCAU_SEQUE_NU | Numeric

MBE_N

MI_HAZANCON_SEQUE_N
UMBE_N

MI_HAZANSAF_SAFEG_ID_

Cc

Numeric

Character (255)

MI_HAZANSAF_SEQUE_NU | Numeric

MBE_N

Comments

A value is required and
must match one of the
values that you enter in the
MI_HAZANANA worksheet.
Additionally, all the records
that are linked to one
another must contain the
same Analysis ID.

A value is required and
must match one of the
values that you enter in the
MI_HAZANNOD worksheet.

A value is required and
must match one of the
values that you enter in the
MI_HAZOPDEV worksheet.

A value is required and
must match one of the
values that you enter in the
MI_HAZANCAU worksheet.

A value is required and
must follow a sequence.
For example, if there are
three Consequences for a
Cause, then the values in
this column for the three
Consequences must be 1,
2,and 3.

A value is required.

A value is required and
must follow a sequence.
For example, if there are
three Safeguards for a
Consequence, then the
values in this column for
the three Safeguards must
be 1, 2, and 3.
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Field Caption

IPL Criteria

IPL Criteria Value

Field ID

MI_IPL_CHEC_IPL_CRIT_C

Data Type (Length)

Character (250)

MI_IPL_CHEC_IPL_CRIT_VA | Boolean

LU_F

MI_RISKASSE Worksheet
The MI_RISKASSE worksheet stores details of the Risk Assessment records.

Comments

In the baseline APM
system, this cell may
contain one of the
following values:

e Isthe IPL Independent
of the initiating cause
of the hazardous
scenario?

e Is the IPL Auditable
with applicable
industry standard?

¢ s the IPL Specificin
that has the ability to
detect the hazardous
scenario?

e Is the IPL Capable with
respect to its
availability?

* |s the Risk Reduction
Factor (RRF) >= 10?

The list in this field is
populated by the Asset
Safety Preferences
records. If the records
have been customized, the
valid values could be
different. To verify which
options are acceptable
access the administrative
settings for LOPA, to view
the list of criteria
configured in your APM
system.

Enter TRUE or FALSE.



Field Caption

Analysis ID

System/Node Number

Deviation Sequence
Number

Cause Sequence Number

Consequence Sequence
Number

Safeguard Sequence
Number

(ENVIRONMENT)
Consequence

(ENVIRONMENT)
Probability

(ENVIRONMENT)
Protection Level

(FINANCIAL) Consequence

(FINANCIAL) Maintenance
Cost

(FINANCIAL) Probability

(FINANCIAL) Production
Loss

(FINANCIAL) Protection
level

Field ID

MI_AN_ANALY_ID_CHR

MI_HAZANNOD_NODE_NU
MBE_N

MI_HAZOPDEV_SEQUE_NU
MBE_N

MI_HAZANCAU_SEQUE_NU
MBE_N

MI_HAZANCON_SEQUE_N
UMBE_N

MI_HAZANSAF_SEQUE_NU
MBE_N

ENVIRONMENT]|
MI_CONSE_N

ENVIRONMENT]|
MI_PROB_N

ENVIRONMENT]|
MI_PROT_N

FINANCIAL|MI_CONSE_N

FINANCIAL|
MI_RISK_MAIN_COST_N

FINANCIAL|MI_PROB_N

FINANCIAL|
MI_RISK_PROD_LOSS_N

FINANCIAL|MI_PROT_N

Data Type (Length)

Character (255)

Numeric

Numeric

Numeric

Numeric

Character (10)

Numeric

Numeric

Numeric

Numeric

Numeric

Numeric

Numeric

Numeric

Comments

A value is required and
must match one of the
values that you enter in the
MI_HAZANANA worksheet.
Additionally, all the records
that are linked to one
another must contain the
same Analysis ID.

A value is required and
must match one of the
values that you enter in the
MI_HAZANNOD worksheet.

A value is required and
must match one of the
values that you enter in the
MI_HAZOPDEV worksheet.

A value is required and
must match one of the
values that you enter in the
MI_HAZANCAU worksheet.

A value is required and
must match one of the
values that you enter in the
MI_HAZANCON worksheet.

A value is required and
must match one of the
values that you enter in the
MI_HAZANSAF worksheet.
None

None

None

None

None

None

None

None
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Field Caption

(OPERATIONS)
consequence

(OPERATIONS) Probability

(OPERATIONS) Protection
Level

(SAFETY) Consequence

(SAFETY) Probability

Field ID

OPERATIONS|MI_CONSE_N

OPERATIONS|MI_PROB_N

OPERATIONS|MI_PROT_N

SAFETY|MI_CONSE_N

SAFETY|MI_PROB_N

MI_RSKASREC Worksheet

The MI_RSKASREC worksheet stores details of the Risk Assessment Recommendation

records.

Field Caption

Analysis ID

System/Node Number

Deviation Sequence
Number

Cause Sequence Number

Consequence Sequence
Number

Recommendation ID

Target Completion Date

Field ID

MI_AN_ANALY_ID_CHR

MI_HAZANNOD_NODE_NU
MBE_N

MI_HAZOPDEV_SEQUE_NU
MBE_N

MI_HAZANCAU_SEQUE_NU
MBE_N

MI_HAZANCON_SEQUE_N
UMBE_N

MI_REC_ID

MI_REC_TARGE_COMPL_D
ATE_DT

Data Type (Length)

Numeric

Numeric

Numeric

Numeric

Numeric

Data Type (Length)

Character (255)

Numeric

Numeric

Numeric

Numeric

Character (255)

Date

Comments

None

None

Enter TRUE or FALSE.

None

None

Comments

A value is required and
must match one of the
values that you enter in the
MI_HAZANANA worksheet.
Additionally, all the records
that are linked to one
another must contain the
same Analysis ID.

A value is required and
must match one of the
values that you enter in the
MI_HAZANNOD worksheet.

A value is required and
must match one of the
values that you enter in the
MI_HAZOPDEV worksheet.

A value is required and
must match one of the
values that you enter in the
MI_HAZANCAU worksheet.

A value is required and
must match one of the
values that you enter in the
MI_HAZANCON worksheet.

A value is required.

A value is required. Enter
the value in the following
format: YYYY-MM-DD
hh:mm:ss



Field Caption

Status

Equipment Technical
Number

Days Before Due Date to
be Notified

Reevaluate?

Reevaluation Notification
List

Work Request Reference

Work Order Number

Generate Work Request

Meridium Task ID

Reviewer ID

Alert Assignee When Due?

Field ID

MI_REC_STATU_CHR

MI_EQUIPOOO_EQUIP_TEC
H_NBR_C

MI_REC_DAYS_BEF_DUE_D
T_NOT_NBR

MI_REC_REEVAL_FLG

MI_REC_REEVAL_NOTIF_LI
ST_CHR

MI_REC_WK_REQ_REF_CHR

MI_REC_WORK_ORDER_NU
MB_CHR

MI_REC_WO_INTERFACE_F
LAG_F

MI_REC_WO_INTERFACE_F
LAG_F

MI_REC_REVIE_CHR

MI_REC_NOTIFY_RP_FLG

Data Type (Length)

Character (50)

Character (255)

Numeric

Boolean

Character (2000)

Character (50)

Character (50)

Boolean

Date

Character (255)

Boolean

Comments

In the baseline APM
system, this cell may
contain one of the
following System Code IDs:
e APPROVED

e CREATED

e PENDING REVIEW
¢ REVIEWED

e REJECTED

e CANCELLED

e SUPERCEDED

« IN PROGRESS

e IMPLEMENTED

The list in this field is
populated by the
MI_STATUS System Code
Table. If the system code
table has been
customized, the valid
values could be different.
To verify which options are
acceptable in your APM
system, via Configuration
Manager, refer to the
appropriate table.

None

None

Enter TRUE or FALSE.

None

None

None

Enter TRUE or FALSE.

Enter a value in the
following format: YYYY-
MM-DD hh:mm:ss

Enter TRUE or FALSE.

None
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Field Caption

Reevaluation Date

Implementation Alert Text

Required Equipment Status

Business Impact
Published Flag

Final Approver ID

Associated Reference

Generate Meridium Task

Final Approver Name

Reviewer Name

Reevaluation Alert Body
Text

Final State Lock

Completed Date

Recommendation Priority

Recommendation
Description

Recommendation Headline

Frequency of Alert After
Due Date

Recommendation Basis
Author Lock

Author Name

Assigned To Name
Author User ID

State

Field ID

MI_REC_REEVAL_DT

MI_REC_NOTIF_LEMAIL_TEX
T_CHR

MI_REC_REQUI_EQUIP_STA
TU_CHR

MI_REC_IMPAC_CHR
MI_REC_PUB_FLAG_F

MI_REC_FINAL_APPRO_ID_
C

MI_REC_EVNTREF_CHR

MI_REC_GENERATE_MERID
_TASK_F

MI_REC_FINAL_APPROVE_
NAME_C

MI_REC_REVIE_NM_CHR

MI_REC_REEVAL_EMAIL_TX

MI_REC_FINAL_STATE_LOC
K_F

MI_REC_COMPL_DATE_DT

MI_REC_PRIORITY_C

MI_REC_LONG_DESCR_TX

MI_REC_SHORT_DESCR_C
HR

MI_REC_NOTIF_AFTER_DD_
CHR

MI_REC_BASIS
MI_REC_AUTHOR_LOCK_F
MI_REC_AUTHO_NM_CHR
MI_REC_ASSIG_NM_CHR
MI_REC_AUTHO_CHR

MI_SM_STATE_ID_C

Data Type (Length)

Date

Text

Character (50)

Character (100)
Boolean

Character (255)

Character (255)

Boolean

Character (255)

Character

Text

Boolean

Date

Character (50)

Text

Character (255)

Character (50)

Character (255)
Boolean

Character (255)
Character (255)
Character (255)

Character

Comments

Enter a value in the
following format: YYYY-
MM-DD hh:mm:ss

None

None

None
Enter TRUE or FALSE.

None

None

Enter TRUE or FALSE.

None

None

None

Enter TRUE or FALSE.

Enter a value in the
following format: YYYY-
MM-DD hh:mm:ss

None

None

None

None

None
Enter TRUE or FALSE.
None
None
None

None



Field Caption

Mandatory Date

State Owner

State Entered

Analysis ID

Create Work Request?

Work Request Functional
Location

Work Request Equipment
Notification Type
Assigned To User ID
Recommendation Type

Completion Comments

Functional Location Key

Functional Location ID

Recommendation Closure

Date

Last Change Date

Last Changed By

Technical Number

Asset Description

Action Interval Units

Action Interval

State Key

Field ID

MI_SM_STATE_ID_C

MI_SM_STATE_OWNER_ID_

C

MI_SM_STATE_ENTERED_D

MI_REC_ANALY_ID_CHR

MI_REC_CREATE_SAP_NOT

IF_FLG

MI_REC_WR_LOC_C

MI_REC_WR_EQUIP_C
MI_REC_NOTIF_TYPE_C
MI_REC_ASSIG_TO_CHR

MI_REC_TYPE_CHR

MI_REC_CLOSE_COMME_T

X

MI_RSKASREC_FUNCT_LO

CAT_KEY_N
MI_REC_LOC_ID_CHR

MI_REC_CLOSE_DATE_DT

MI_REC_LAST_CHANG_DAT

E_DT

MI_REC_LAST_CHANG_BY_

CHR

MI_REC_TECHNICAL_NUM

c

MI_REC_ASSET_DESCR_C

MI_RSKASREC_INTER_UNIT

SC

MI_RSKASREC_INTER_UNIT

S C

MI_SM_STATE_KEY_N

Data Type (Length)

Date

Character

Date

Character (255)

Boolean

Character (255)

Character (255)
Character (2)

Character (255)
Character (255)

Text

Numeric

Character (2000)

Date

Date

Character (255)

Character (50)

Character (255)

Character (50)

Numeric

Numeric

Comments

Enter a value in the
following format: YYYY-
MM-DD hh:mm:ss

None

Enter a value in the
following format: YYYY-
MM-DD hh:mm:ss

None

Enter TRUE or FALSE.

None

None
None
None
None

None

None

None

Enter a value in the
following format: YYYY-
MM-DD hh:mm:ss

Enter a value in the
following format: YYYY-
MM-DD hh:mm:ss
None

None

None

None

None

None
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MI_Human_Resource Worksheet

The MI_Human_Resource worksheet stores details of the Human Resource records.

Field Caption Field ID Data Type (Length) Comments

Analysis ID MI_AN_ANALY_ID_CHR Character (255) A value is required and
must match one of the
values that you enter in the
MI_HAZANANA worksheet.
Additionally, all the records
that are linked to one
another must contain the
same Analysis ID.

First Name MI_HR_FIRST_NAME_CHR Character (255) A value is required.
Last Name MI_HR_LAST_NAME_CHR Character (255) A value is required.
Resource ID MI_RES_ID_CHR Character (255) A value is required.
Badge Id MI_HR_BADGE_ID Character (20) None
Company Id MI_HR_COMPANY_CHR Character (255) None
Department MI_HR_DEPT_CHR Character (255) None
Address1 MI_HR_ADDRI1_CHR Character (255) None
Address2 MI_HR_ADDR2_CHR Character (255) None
Area of Responsibility MI_HR_AREA_RESPONSIBIL | Character (100) None
ITY_TX
Facility MI_HR_AREA_RESPONSIBIL | Character (50) None
ITY_TX
Business Unit MI_HR_BUSINESS_UNIT_TX | Character (50) None
Domain MI_HR_DOMAIN_TX Character (50) None
Culture MI_HR_CULTURE_ID Character (10) None
City MI_HR_CITY_CHR Character (255) None
State MI_HR_STATE_CHR Character (255) None
Postal Code MI_HR_POSTCODE_CHR Character (100) None
Country MI_HR_COUNTRY_CHR Character (50) None
Phone1 MI_HR_PHONE1_CHR Character (50) None
Phone2 MI_HR_PHONE2_CHR Character (50) None
Fax MI_HR_FAX_CHR Character (50) None
Email Address MI_HR_EMAIL_TX Character (500) None
Comments MI_HR_COMMENTS_TX Text None
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Field Caption Field ID Data Type (Length) Comments
Available? MI_HR_AVAIL_CHR Character (10) None

Site Code MI_SITE_CD_CHR Character (20) None
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Chapter

7

Deployment

Topics:

¢ Deployment and Upgrade
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Deployment and Upgrade

Deployment and Upgrade content for various APM modules has been consolidated into a
single document. For more information, refer to the module-specific information in the APM
Module Deployment and Upgrade document.
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Chapter

Reference

Topics:

o General Reference
« Family Field Descriptions
e (Catalog Items
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General Reference

Hazards Analysis Data Model

The following diagram shows how the families used in a HAZOP Analysis are related to one
another.

Human Resource Reference Document

Has Reference

Analysis Has
- Documents

Human Resource

f Hazards Analysis Has
Hazards Analysis > Assel

Hazards Analysis
Has SystemyNedes

Hazards Analysis N System/Node Has
System/Node = Assets

SystemiNode Has
Deviationsivhat Ifs

DH"D‘:Z?P ot Hazards Analysis Safety Analysis Has Equipment
eviation —DeviafionAdhat if—p] oR J—
or What If Has Catse Cause Has Functional Location
[
Cause Has
Conseguence
Y
Risk Assessment Flas Hazards Analysis Equipment
N [—Fecommendafions— ¥ —Has LOPA. quip
Recommendation Consequence Or
Functional Location
Y
. l4—Has Risk——— ! Consequence LOPA
Risk Assessment Has Safeguard
|g—Has Risk——
4
IPL Checkiist s Independent Hazards Analysis Safety A”ﬁ'”g:as Equipment
ecklls *~ Protection Layer Safeguard s dinmal | aeaion
Has Funclional Location

Ha!s IF

Instrumented
Function

The following diagram shows how the families used in a What If Analysis are related to one
another.
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Equipment And
Functional Location

Hazards Analysis Has
Aszsef

Hazards Analysis

Hazards Analysis
Has SysfemNodes

Analysis Has
Human Resource

Has Reference
Documents

Hazards Analysis
System/Mode

SystemMNode Has
Assels

S_us!emf.l\'ode Has
Devigtionsihat ifs

What If

—Deviation\Ahat IF—|

Human Resource

Reference Document

Equipment And
Functional Location

Hazards Analysis

Risk Assessment
Recommendation

Risk Assessment

IPL Checklist

Has Cause Cause Hag Functlonal Location
I
Cause Has
Consegience
v \
i Equipment
-—.‘?ewm:l':ida‘br?s— Hazards Analysls —Has LOPA d gr
Consequencs Functional Location
[
a5 Fisk
Cansequence LOPA
Has Safeguard
Fiae
S Ry,
is Independent Hazards Analysis Saisty Analysis Has Equioment
oR

BProtection Layer

Safeguard

Has IF

'

Instrumented
Function

Safsty Analysis Has Equipmeant
R —

Has Functional Localion

Note: In the preceding diagrams, boxes represent entity families and arrows represent
relationship families that are configured in the baseline database. You can determine the
direction of the each relationship definition from the direction of the arrow head: the box from
which the arrow originates is the predecessor, and the box to which the arrow head points is

the successor.

All HAZOP Analyses and What If Analyses begin with a Hazards Analysis. Each Hazards
Analysis is linked to:

o Equipment records.



* Functional Location records.
« Human Resource records.

+ Reference Document records.
o System/Node records.

Depending on whether you are conducting a HAZOP Analysis or a What If Analysis, each
System/Node is linked to:

o HAZOP Deviation records (for a HAZOP Analysis).
-or-

o Whatlf records (for a What If Analysis).

o Equipment records.

* Functional Location records.

Note: The record to which the System/Node is linked is the only difference between the
HAZOP Analysis data model and the What If Analysis data model.

Each HAZOP Deviation or What If is linked to one or more Cause records.
Each Cause is linked to:

* One Equipment record.
e One Functional Location record.
+ Hazards Analysis Consequence records.

Each Consequence is linked to:
¢ Risk Assessment Recommendation records.

Note: Risk Assessment Recommendations can be linked to Equipment through the Safety
Analysis Has Equipment relationship. To simplify the data model images, this relationship
is not included in the images.

¢ One Risk Assessment record.
« Hazards Analysis Safeguard records.
e One LOPA record.

Each Safeguard can be linked to:

e One Equipment record.

* One Functional Location record.

* One Risk Assessment record.

¢ One Instrumented Function record.

Note: Instrumented Functions are also used by SIS Management to store details on the
instrumented function for a given safety system.

In addition to the relationships explained previously, families exist that are used by Hazards
Analysis to support Revision History. The family caption for these families matches the source
family name, appended with Revision to indicate that the family is a Revision family.

Hazards Analysis Security Groups

The following table lists the baseline Security Groups available for users within this module,
as well as the baseline Roles to which those Security Groups are assigned.

Important: Assigning a Security User to a Role grants that user the privileges associated with
all of the Security Groups that are assigned to that Role. To avoid granting a Security User
unintended privileges, before assigning a Security User to a Role, be sure to review all of the
privileges associated with the Security Groups assigned to that Role. Also, be aware that
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additional Roles, as well as Security Groups assigned to existing Roles, can be added via
Security Manager.

Security Group

MI HA Administrator

MI HA Facilitator

MI HA Member

MI HA Owner

MI Hazards Viewer

Roles

MI HA Administrator

MI Safety Admin

MI HA Facilitator
MI Safety Admin
MI Safety Power
MI Safety User

MI HA Member
MI Safety Admin
MI Safety Power
MI Safety User

MI HA Owner
MI Safety Admin

MI Safety Power

MI APM Viewer

MI Hazards Viewer

MI Safety Admin
MI Safety Power
MI Safety User

The baseline family-level privileges that exist for these Security Groups are summarized in
the following table.

Note: The baseline family-level privileges available in the LOPA module are also applicable to
Security Groups in Hazards Analysis module.

Family

Entity Families

Alert

Consequence

Equipment

Functional
Location

MIHA
Administrator

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View

View

MI HA Facilitator

View, Update,
Insert, Delete

View

View

View

MI HA Member

None

View

View

View

MI HA Owner

View, Update,
Insert, Delete

View

View

View

Ml Hazards
Viewer

View

View

View

View



Family

Hazards Analysis

Hazards Analysis
Cause

Hazards Analysis
Consequence

Hazards Analysis
Safeguard

Hazards Analysis
System/Node
HAZOP Deviation

Human Resource

Initiating Event

Instrumented
Function
Probability
Protection Level
Reference
Document

Risk Assessment
Risk Assessment
Recommendation
Risk Category
Risk Matrix

Risk Rank

Risk Threshold

Site Reference

What If

MIHA
Administrator

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View

View, Update,
Insert, Delete

MI HA Facilitator

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View

View

View

View, Insert

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View

View

View, Update,
Insert, Delete

MI HA Member

View

View

View

View

View

View

View

View

View

View

View, Insert

View

View

View

View

View

View

View

View

View

MI HA Owner

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View

View

View

View, Insert

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View

View

View, Update,
Insert, Delete

Ml Hazards

Viewer

View

View

View

View

View

View

View

View

View

View

View

View

View

View

View

View

View

View

View

View
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Family

MIHA

Administrator

Relationship Families

Analysis Has
Human Resource

Cause Has
Consequence

Cause Revision
Has
Consequence
Revision

Consequence
Has Safeguard

Consequence
Revision Has
Safeguard
Revision

Deviation\What If
Has Cause

Deviation\What If
Revision Has
Cause Revision

Equipment Has
Equipment

Functional
Location Has
Equipment

Functional
Location Has
Functional
Location

Has Functional
Location

Has Hazards
Analysis Revision

Has HAZOP
Reference

Has IF

Has LOPA

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View

View

View

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

MI HA Facilitator

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View

View

View

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

MI HA Member

View

View

View

View

View

View

View

View

View

View

View

View

View

View

View

MI HA Owner

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View

View

View

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View

Ml Hazards
Viewer

View

View

View

View

View

View

View

View

View

View

View

View

View

View

View



Family

Has
Recommendation
S

Has Reference
Documents

Has Reference
Values

Has Risk

Has Risk
Category

Has Risk Matrix

Has Site
Reference

Hazards Analysis
Has Assets

Hazards Analysis
Revision Has
Systems/Nodes
Revision

Is Independent
Protection Layer

Mitigates Risk

Safety Analysis
Has Equipment

System/Node
Has Deviations/
What Ifs

System/Node
Has Deviations/
What Ifs Revision

MIHA
Administrator

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

Hazards Analysis URLs

MI HA Facilitator

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

MI HA Member

View

View

View

View

View

View

View

View

View

View

View

View

View

View

MI HA Owner

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

View, Update,
Insert, Delete

Ml Hazards
Viewer

View

View

View

View

View

View

View

View

View

View

View

View

View

View

There is one URL route associated with Hazards Analysis: asset-safety/hazards. The
following table describes the various paths that build on the route, and the elements that you
can specify for each.

Tip: For more information, refer to the URLs section of the documentation.
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Element Description Accepted Value(s) Notes
asset-safety/hazards/overview: Displays the Hazards Analysis Overview page.

asset-safety/hazards/<AnalysisType>/<EntityKey>: Displays the Analysis Summary workspace for the analysis
with the specified type and Entity Key.

<AnalysisType> Specifies the type of the hazop None
analysis.
whatlf
<EntityKey> Specifies the analysis that | Any numeric Entity Key Opens the specified
you want to access. that corresponds to an analysis in a new tab.

existing analysis.

URLs

Example URL Destination

asset-safety/hazards/ Hazards Analysis Overview

overview page

asset-safety/hazards/ Analysis Summary

hazop/64251874508 workspace of the Hazards
Analysis of the type HAZOP
with the Entity Key
64251874508

asset-safety/hazards/ Analysis Summary

whatif/64251874509 workspace of the Hazards
Analysis of the type What If
with the Entity Key
64251874509

An Example of a Hazards Analysis
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This topic illustrates how Hazards Analysis is applied to a hazardous process involving
transfer of chemicals from one tank to another.

The following image illustrates the process of transferring hazardous chemicals from Tank E-1
to Tank E-2.
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The liquid level in E-1is maintained by the level control loop that contains the following
elements:

« level sensor (LT-01)
« level controller (LC-01)
¢ level valve (LV-01)

When the level increases above the set point the valve moves in the open direction.
Conversely, when the level is below the set point the valve moves in the close direction.

Failure of any component in the level control loop can cause an excess pressure event in E-1.
The probability of the event is reduced by the presence and proper operation of the following
two safeguards:

« High Pressure Instrumented Functions: Open a vent line to the flare system where excess
pressure can safely be burned off. The set point of the instrumented function is 80% of the
maximum allowable working pressure (MAWP)

* Pressure Safety Valves: Vent out excess pressure to the atmosphere when the pressure
reaches a point of 90% of the MAWP

Note: This example represents a simplified process and is provided to explain the terminology
and concepts that you will need to understand in order to work with the Hazards Analysis
module. Depending on the types of processes in your facility, the complexity of your analyses
will differ. For example, your process might include multiple deviations, or it might include
deviations that are also causes of other deviations.

Scenario 1: Failure of the Level Control in E-1

Suppose that a scenario occurs, where the level control in E-1 fails, leading
to a catastrophic failure of E-1 and ultimately causing multiple fatalities. This
scenario includes the following risk and risk assessment:
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Risk: Hazardous chemicals leak out of the connector, causing multiple
fatalities.

Risk Assessment: The probability of multiple fatalities having a negative
safety impact is very high, and the severity of the impact is also very
high. However, multiple fatalities are not likely to cause a negative
environmental impact.

The specific parts of the scenario are outlined in the following list:

System/Node: The chemical transfer system that consists of E-1 and
E-2, two pressure sensors , pressure switches, and valves.

Deviation: More pressure in E-1.
Cause: Failure of the pressure switch and the valve connected to E-1.

Consequence: Multiple people around the connector at the time of the
leak are Killed.

Risk Assessment: The probability of multiple fatalities having a negative
safety impact is very high, and the consequence of the impact is also
very high. However, multiple fatalities are not likely to cause a negative
environmental impact.

Safeguard: The Pressure Safety Valve (PSV).

Scenario 2: Failure of the Transfer System

Suppose that a scenario occurs, where hazardous chemicals leak out of the
connector causing an environmental degradation. This scenario includes
the following risk and risk assessment:

Risk: Hazardous chemicals leak out of the connector, causing
environmental degradation.

Risk Assessment: The probability of environmental degradation having a
negative safety impact is very low. However, the probability of
environmental degradation having a negative environmental impact if
very high, but the severity of the impact is medium.

The specific parts of the Scenario are outlined in the following list:

System/Node: The chemical transfer system that consists of E-1, E-2,
and valves.

Deviation: More pressure in the piping system between E-1 and E-2.
Cause: Failure of the valve connected to E-1.

Consequence: Environmental degradation.

Risk Assessment: The probability of environmental degradation having a
negative safety impact is very low. However, the probability of
environmental degradation having a negative environmental impact is
very high, but the severity of the impact is medium.

Safeguard: A toxicity detector, which sounds an alarm when the toxicity
levels in the facility reach high-risk levels.

Hazards Analysis System Code Tables
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The following table lists the System Code Tables that are used by Hazards Analysis.




Table ID

Table Description

Function

MI_HAZARDS_ANALYSIS_LIFE_CYCL
E_PHASE

Hazards Analysis Life Cycle Process
Phase

Populates the Process Life Cycle
Phase field in a Hazards Analysis.

MI_HAZOP_CAUSE_TYPE

HAZOP Cause Type

Populates the Cause Type field in a
Cause.

MI_HAZOP_CONSEQUENCE_TYPE

HAZOP Consequence Type

Populates the Consequence Type
field in a Consequence.

MI_HAZOP_DEVIATIONS

HAZOP Deviation

Populates the Deviation/Guideword
field in a Deviation.

MI_HAZOP_IPL_TYPE

IPL Type

Populates the IPL Type field in a
Safeguard.

MI_HAZOP_SAFEGUARD_TYPE

HAZOP Safeguard Type

Populates the Safeguard Type field
in a Safeguard.

About the Risk Assessment Graph

The Risk Assessment graph plots the unmitigated and the mitigated risk ranks for each

System/Node.

Very High

Risk

High
Medium

Boiler Gas Feed

On the Risk Assessment graph:

Boiler Prima.. Water Supply

o The x-axis displays the System/Node ID.
* The y-axis displays the risk rank.
e Therisk thresholds are indicated as dashed lines on the graph.

Forced Draft Air Supply

I unmitigated Risk
Mitigated Risk

Steam Drum

Note: The names for the risk thresholds are based on what the user defined in the risk
matrix. By default, they are very high, high, medium, and low.
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o The ID of the System/Node, the unmitigated and the mitigated risk ranks for each System/
Node are displayed when you pause on or select the corresponding bar on the graph.

You can sort the risk assessment graph by selecting a value in the drop-down box in the
upper-left corner of the graph. The available options are:

« Highest Mitigated Risk: Plots the highest mitigated risk rank among all the safeguards of a
System/Node and the unmitigated risk rank of the corresponding consequence.

+ Highest Unmitigated Risk: Plots the highest unmitigated risk rank of all the consequences
of a System/Node and the lowest mitigated risk among all the safeguards of the
consequence.

+ Lowest Mitigated Risk: Plots the lowest mitigated risk rank among all the safeguards of a
System /Node and the unmitigated risk rank of the corresponding consequence.

+ Lowest Unmitigated Risk: Plots the lowest unmitigated risk rank of all the consequences
of a System/Node and the lowest mitigated risk among all the safeguards of the
consequence.

About State Management in Hazards Analysis
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The following baseline record states are configured for the Hazards Analysis family:

« Planning: Indicates that the analysis is in the Planning state. You can modify or delete a
Hazards Analysis and its related records only if it is in the Planning state. Also, you can
create, or link a LOPA to a Consequence only if the analysis is in the Planning state

o Active: Indicates that the analysis is active.

« Review: Indicates that the analysis has been sent for review.

+ Pending Approval: Indicates that the analysis has been reviewed and is awaiting approval.

 Complete: Indicates that the analysis is complete. After a Hazards Analysis state is
changed to Complete:

o The numeric value in the Revision Number field in the Hazards Analysis is increased by
one.

o A Hazards Analysis Revision is created, which stores a snapshot of the Hazards
Analysis when the state was changed to Complete.

Note: You can change the state of a Hazards Analysis, only if you are a Super User, a member
of the MI HA Owner Security Group, or a member of the MI HA Facilitator Security Group.

lllustration of the Hazards Analysis State Configuration

By default, the following baseline State Configuration exists for the Hazards Analysis family:
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Y
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Hazards Analysis Site Filtering

In Hazards Analysis, a Hazards Analysis is assigned a site on the Definition workspace and
that site assignment is spread to all the related records, such as Hazards Analysis System/
Node records, HAZOP deviation records, What If records, Hazards Analysis Cause records,
Hazards Analysis Consequence records, Hazards Analysis Safeguard records, and
Instrumented Function records. The site assigned to the Hazards Analysis also determines
the Risk Matrix used to assess mitigated and unmitigated risks.
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Tip: For more information, refer to the Site Filtering section of the documentation.

In Hazards Analysis, users will see only Hazards Analyses that are assigned to their site(s) or
that are global records.

Example

Consider an organization that has three sites, Site X, Site Y, and Site Z. The
following Hazards Analysis records exist:

+ Hazards Analysis A: Assigned to Site X
Hazards Analysis B: Assigned to Site Y
Hazards Analysis C: Assigned to Site Z
Hazards Analysis D: No site assigned (global records)

Scenario 1: User assigned to only Site X

This user will see Hazards Analysis A and Hazards Analysis D.
Scenario 2: User assigned to both Site X and Site Y

This user will see Hazards Analysis A, B, and D.

Scenario 3: Super User

This user will see Hazards Analysis A, B, C, and D.

Important: If a multi-site user or a Super User, links child records from
multiple sites to a parent record designated as Global, another user who
does not have access to all sites may only see a portion of the data
associated with that record. In the previous example, even though Hazards
Analysis D has records from Site X and Site Y, the Site X user will be not be
able to see the records from Site Y.

Family Field Descriptions

Hazards Analysis Cause Records

Hazards Analysis Cause records store details on the cause of a particular event or condition
within a process. This topic provides an alphabetical list and description of the fields that
exist for the Hazards Analysis Cause family. These fields appear on the Hazards Analysis
Cause datasheet, unless otherwise specified. The information in this table reflects the
baseline state and behavior of these fields. This list is not comprehensive.

This family is enabled for site filtering, which means that records in this family can be
assigned to a specific site, and will only be accessible to users who are assigned to the same
site and have the appropriate license and family privileges. For more information, refer to the
Sites section of the documentation.

Field Data Type Description Behavior and Usage
Cause Comment Text Comments about the None

cause.
Cause Description Text A detailed description of None

the cause.
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Field

Cause Frequency (per
year)

Cause ID

Cause Number

Cause Type

Data Type

Number

Character

Character

Character

Description

A numeric value that
represents the number of
times per year the cause
may occur.

A brief description of the
cause.

A set of three numeric
values, separated by
decimal points, which
represents the location in
which the Cause appears
in the hierarchical view of
the components in the
Systems/Nodes.

The type of cause.

Behavior and Usage

This field is disabled and
populated with the default
value of frequency
specified in the Initiating
Event record based on
your selection in the CCPS
Cause Type field.

This is a required field.

This field is disabled and
populated with a set of
three numbers, separated
by decimal points (e.g.,
2.1.1).

The first two numbers
correspond to the
value that exists in the
What If Number field in
the What If or the
Deviation/Guideword
Number field in the
Deviation to which the
Cause is linked.

e The third number is the
value that exists in the
Sequence Number field
in the Cause.

This field contains the
description of the System
Codes that exist in the
MI_HAZOP_CAUSE_TYPE
System Code Table. You
can choose from the
following baseline values:
« Equipment Failure

e Human Error

e Process Upset

« Flooding

e Lightning

« Power Loss

e Terrorism
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Field

CCPS Cause Type

Equipment Entity Key

Equipment ID

Functional Location Key

Functional Location ID

Sequence Number

Data Type

Character

Number

Character

Number

Character

Number

Description

The type of cause as
defined by CCPS.

The Entity Key for the
Equipment whose Record
ID appears in the
Equipment ID field.

The ID of the Equipment
that is linked to the Cause
through the Safety
Analysis Has Equipment
Relationship family.

The Entity Key for the
Functional Location whose
ID appears in the
Functional Location ID
field.

The ID of the Functional
Location that is linked to
the Cause through the Has
Functional Location
Relationship family.

A numeric value that
represents the position in
which the Cause appears
in the hierarchical view of
the components in the
System/Node, relative to
the other Causes that are
linked to the same
Deviation or What If.

Hazards Analysis Consequence Records

Hazards Analysis Consequence records store details on the specific risk that is associated
with a given scenario. This topic provides an alphabetical list and description of the fields
that exist for the Hazards Analysis Consequence family. By default, these fields appear on
the Hazards Analysis Consequence datasheet, unless otherwise specified. The information in
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Behavior and Usage

This field is populated by
the value in the Initiating
Event ID field of the
Initiating Event records.

When you create a LOPA
from a cause-consequence
pair in Hazards Analysis
module, the Initiating Event
Type field in the LOPA is
disabled and automatically
populated with the value in
the CCPS Cause Type
field.

This field does not appear
on the datasheet.

This field containsa =~
button, which you can
select to link an Equipment
to the Cause.

This field does not appear
on the datasheet.

This field containsa =~
button, which you can
select to link a Functional
Location to the Cause.

This field does not appear
on the datasheet.



the table reflects the baseline state and behavior of these fields. This list is not

comprehensive.

This family is enabled for site filtering, which means that records in this family can be
assigned to a specific site, and will only be accessible to users who are assigned to the same
site and have the appropriate license and family privileges. For more information, refer to the

Sites section of the documentation.

Field
Consequence Comment

Consequence Description

Consequence ID

Consequence Number

Data Type
Text

Text

Character

Character

Description
Comments about the risk.

A detailed description of
the risk.

A brief description of the
risk.

A set of four numeric
values, separated by a
decimal point, which
represents the location in
which the Consequence
appears in the hierarchical
view of the components in
the System/Node.

Behavior and Usage
None

None

This is a required field.

This field is disabled and
populated with numbers,
separated by decimal
points (e.g., 2.1.1.1).

e The first three numbers
correspond to the
value that exists in the
Cause Number field in
the Cause to which the
Consequence is linked.

e The fourth number is
the value that exists in
the Sequence Number
field in the
Consequence.
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Hazards Analysis Deviation Records
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Field Data Type

Consequence Type Character

Sequence Number Number

Description

The type of risk.

A numeric value that
represents the position in
which the Consequence
appears in the hierarchical
view of the components in
the System/Node, relative
to the other Consequences
that are linked to the same
Cause.

Behavior and Usage

This field contains the
description of the System
Codes that exist in the
MI_HAZOP_CONSEQUENC
E_TYPE System Code
Table. You can choose
from the following baseline
values:

e Fire

* Explosion

+ Single Fatality

« Multiple Fatalities

« Equipment Damage
e Production Loss

This field is used to
populate the Consequence
Number field, and does not
appear on the datasheet
by default.

HAZOP Deviation records store details on the condition within a process that deviates from
the normal behavior during that process, resulting in a risk. This topic provides an
alphabetical list and description of the fields that exist for the HAZOP Deviation family. These
fields appear on the HAZOP Deviation datasheet, unless otherwise specified. The information
in this table reflects the baseline state and behavior of these fields.

This family is enabled for site filtering, which means that records in this family can be
assigned to a specific site, and will only be accessible to users who are assigned to the same
site and have the appropriate license and family privileges. For more information, refer to the

Sites section of the documentation.



Field

Deviation/Guideword

Deviation/Guideword
Number

Sequence Number

Data Type

Character

Character

Number

Hazards Analysis Records

Description

A brief description of the
deviation.

A set of numeric values,
separated by a decimal

point, which represents the

location in which the
Deviation appears in the
hierarchical view of the
components of the
System/Node.

A numeric value that

represents the sequence in

which the Deviation
appears in the hierarchical
view of the components of
the System/Node, relative
to the other Deviations
that are linked to the same
System/Node.

Behavior and Usage

This field contains the
description of the System
Codes that exist in the
MI_HAZOP_DEVIATIONS_T
YPE System Code table.
You can choose from the
following baseline values:

* More Pressure

e Less Pressure

e More Temperature
e Less Temperature
« More Flow

e Less Flow

¢ No Flow

This value appears in the
list of Deviations in the
hierarchical view of the
components of the
System/Node.

This field is disabled and
populated with a set of
numeric values, separated
by a decimal point.

e The first number is the
value that exists in the
System/Node Number
field in the System/
Node record to which
the Deviation is linked.

« The second number is
the value that exists in
the Sequence Number
field in the Deviation.

This field does not appear
on the datasheet by
default. This value in this
field is used to populate
the Deviation/Guideword
Number field.

Hazards Analysis records store details about the hazards analysis that you are conducting.
This topic provides an alphabetical list and description of the fields that exist for the Hazards
Analysis family and appear on the Hazards Analysis datasheet, unless otherwise specified.
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The information in the table reflects the baseline state and behavior of these fields. This list is

not comprehensive.

This family is enabled for site filtering, which means that records in this family can be
assigned to a specific site, and will only be accessible to users who are assigned to the same
site and have the appropriate license and family privileges. For more information, refer to the

Sites section of the documentation.

Field

Analysis Description

Analysis End Date

Analysis ID

Analysis Objective

Analysis Owner

Analysis Purpose

Data Type

Character

Date

Character

Text

Character

Text

Description

A brief description for the
analysis.

The date on which the
analysis will end or has
ended.

The ID for the analysis.

A description of the goals
for the analysis.

The analysis team member
whose name appears in
the Process Owner field.

A description of the
purpose of the analysis.

Behavior and Usage

None

On the datasheet, this field

contains a IZUEI button,
which you can select to
access the Calendar
feature. The date in this
field must be later than the
date in the Analysis Start
Date field, or an error
message will appear.

When you copy a Hazards
Analysis, the value in this
field is not copied.

A value is required and
must be unique.

None

The value for this field is
based on the process
owner that you have
defined in the team. To
change this value, modify
the team members by
assigning a new person as
the process owner.

Tip: For details about
working with teams and
the Team Members
section, refer to the Teams
section of the
documentation.

None



Field

Analysis Scope

Analysis Start Date

Analysis Type

Facilitator

Is Deleted

Last Modified By

Last Modified Date

Data Type

Text

Date

Character

Character

Logical

Character

Date

Description

The scope of the analysis.
This can be (but not limited
to) geographic boundaries
or process-related
boundaries.

The date on which the
analysis will begin or has
already begun.

The type of analysis that
you are conducting
(HAZOP or What If ).

The name of analysis team
member who is specified
as the Facilitator.

Indicates whether the
Hazards Analysis has been
removed from searches
within the Hazards
Analysis module.

The name of the user who
was logged in when the
Hazards Analysis was last
modified.

The date on which the
Hazards Analysis was last
modified.

Behavior and Usage

None

This field contains a Ijtl
button, which you can
select to access the
Calendar feature. This date
must be earlier than the
date in the Analysis End
Date field, or an error
message will appear.

When you copy or create a
Hazards Analysis, this field
is populated with the
current date in the new
record.

This field does not appear
on the datasheet by
default. This field is
disabled and populated
automatically.

This field does not appear
on the datasheet by
default.

This field does not appear
on the datasheet by
default. This check box is
selected automatically
when you flag a Hazards
Analysis as complete. This
value is used by the APM
system, so you should not
modify it manually.

This field is disabled and
populated automatically.
When you copy a Hazards
Analysis, the value in this
field is not copied.

This field is disabled and
populated automatically.
When you copy a Hazards
Analysis, the value in this
field is not copied.

131



132

Field

Next Reevaluation Date

Process Description

Process Life Cycle Phase

Process Owner

Process Type

Reevaluation Interval

Data Type

Date

Text

Character

Character

Character

Number

Description

The date on which the
Hazards Analysis should
be re-evaluated.

A longer description of the
process that you are
studying.

The phase within the life
cycle for the process that
you are analyzing.

The name of the analysis
team member who is
specified as the Process
Owner.

A brief description of the
process that you are
studying.

The number of years
between evaluations of the
Hazards Analysis.

Behavior and Usage

This field is disabled, and
calculated as follows:

Next Reevaluation Date =
Revision Date +
Reevaluation Interval

None

This field contains the
description of all System
Codes in the
MI_HAZARDS_ANALYSIS_LI
FE_CYCLE_PHASE System
Code Table. You can
choose from the following
baseline values:

« Design and
Development

« Construction and
Startup

* Operate and Maintain

« Decommissioning

This field does not appear
on the datasheet by
default and is populated
when you assign the role
of a Process Owner to a
Team Member. This value
is populated in the Analysis
Owner field.

Tip: For details about
working with teams and
the Team Members
section, refer to the Teams
section of the
documentation.

None

Enter the value that is
prescribed by the
applicable governing body.



Field Data Type
Revision Date Date

Revision Number Character
Site Description Character
Site ID Character
Summary Text

Unit Description Character
Unit ID Character

Description

The date and time on
which the revision of the
Hazards Analysis was
created.

A number that represents
the number of times the
Hazards Analysis state has
been changed to
Complete. This field
contains the value 0 by
default.

A description of the site
that is specified in the Site
ID field.

The ID of the site that is
associated with the
Hazards Analysis.

A summary of the analysis
that was conducted.

A description of the unit
that is specified in the Unit
ID field.

The ID for the unit that is
associated with the
processes for which you
are conducting a Hazards
Analysis.

Behavior and Usage

This field is disabled and
populated with the date
and time of the most
recent revision. When you
copy a Hazards Analysis,
this field is populated with
the current date and time
in the new record.

On the datasheet, this field
is disabled and populated.
Each time you cycle the
Hazards Analysis state
from Planning to Complete,
the value in this field is
incremented by 1.

When you copy a Hazards
Analysis, this field is
populated with 0 in the
new record.

This field does not appear
on the datasheet by
default. This value is
populated when you select
a site ID in the Site ID field.

This field contains the
values stored in the Name
field in Site Reference
records. The value that you
select in the list is used to
identify which risk matrix
to display when you create
Risk Assessment records in
Hazards Analysis. If this
field is blank, the default
risk matrix will be used.

None

This field does not appear
on the datasheet by
default.

None
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Hazards Analysis Safeguard Records
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Hazards Analysis Safeguard records store details on safeguards that can be used to mitigate
the risk. If the safeguard is an IPL, then these records alPL Sub Typelso store the details of
the IPL Type and the corresponding PFD value. The Hazards Analysis Safeguard family is also
used in the Layers of Protection Analysis to store details about Safeguards. This topic
provides an alphabetical list and description of the fields that exist for the Hazards Analysis
Safeguard family. These fields appear on the Hazards Analysis Safeguard datasheet and in
the IPL Checklist section of a Safeguard. The information in this table reflects the baseline
state and behavior of these fields. This list is not comprehensive.

This family is enabled for site filtering, which means that records in this family can be
assigned to a specific site, and will only be accessible to users who are assigned to the same
site and have the appropriate license and family privileges. For more information, refer to the
Sites section of the documentation.

Field Data Type Description Behavior and Usage

Equipment ID Character The identification of the You can select an
Equipment that is linked to | Equipment to associate
the Safeguard through the | with the Safeguard.
Safe.ty Analysis Has . When you associate an
Equ!pment Relationship Equipment with the
family. Safeguard, the Functional

Location to which the
Equipment belongs is
automatically associated
with the Safeguard, and
appears in the Functional
Location ID box on the
datasheet.

Equipment Key Numeric The Entity Key of the This field does not appear
Equipment whose ID on the datasheet by
appears in the Equipment default.

ID field.

Functional Location ID Character The identification of the You can select a Functional
Functional Location thatis | | ocation to associate with
linked to the Safeguard the Safeguard.
through the Has Functional
Location Relationship
family.

Functional Location Key Numeric The Entity Key for the This field does not appear
Functional Location whose | on the datasheet by
ID appears in the default.

Functional Location ID
field.
IF ID Character The ID of the Instrumented | You can select an

Function that is linked to
the Safeguard.

Instrumented Function to
associate with the
Safeguard.



Field

IF Key

IPL Credits

IPL Reference Key

IPL Sub Type

Data Type

Numeric

Numeric

Numeric

Character

Description

The Entity Key for the
Instrumented Function
whose ID appears in the IF
ID field.

Indicates the order of
magnitude by which the
independent protection
layer reduces the risk.

The Entity Key for the
Independent Layer of
Protection that is linked to
the Hazards Analysis
Safeguard.

Indicates the classification
of the independent layer of
protection that you
selected in the IPL Type
field in the Safeguard
records.

Behavior and Usage

This field does not appear
on the datasheet by
default.

You can select a value
from 1 through 10 from the
drop-down list box.

This field appears in the
IPL Checklist section of
the Safeguard.

This field does not appear
on the datasheet by
default.

This field is disabled by
default, indicating that the
safeguard is not an
independent layer of
protection. Only if the
safeguard is an
independent layer of
protection, this field is
enabled.

This field is populated
based on your selection in
the IPL Type field of the
Safeguard datasheet:

e If the value in the IPL
Type field is Active IPL,
this field is populated
as defined in the Active
IPL record.

e |If the value in the IPL
Type field is Passive
IPL, this field is
populated as defined in
the Passive IPL record.

e If the value in the IPL
Type field is Human
IPL, this field is
populated as defined in
the Human IPL record.
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Field

PFD

IPL Type

Safeguard Comment

Safeguard Description

Safeguard ID
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Data Type

Numeric

Character

Text

Text

Character

Description

A number representing the
probability that the
independent layer of
protection will fail to
mitigate the risk.

Indicates the type of risk
reduction that is provided
by the independent layer
of protection.

A comment about the
safeguard.

A detailed description of
the safeguard.

The identification of the
safeguard.

Behavior and Usage

By default, this field is
disabled.

Based on you selection in
the IPL Sub Type field, this
field is populated with the
value in the Default Value
field of one of the following
record:

e Active IPL record if the
value in the IPL Type
field is Active IPL.

+ Passive IPL record if
the value in the IPL
Type field is Passive
IPL.

e Human IPL record if the
value in the IPL Type
field is Human IPL.

This field appears in the
IPL Checklist section of
the Safeguard.

For more information, refer
to the Layers of Protection
Analysis section of the
documentation.

You can select one of the
following values in this
field:

« Consequence
Reducing IPL

+ Frequency Reducing
IPL

This field is labeled as Risk
Reduction Type and
appears on the IPL
Checklist section of the
Safeguard.

You can enter a value
manually.

You can enter a value
manually.

You can enter a value
manually.

This field is required.



Field

Safeguard Type

Sequence Number

Type

Data Type

Character

Numeric

Character

Description

The type of the safeguard.

A number that represents
the position in which the
Safeguard appears in the
grid, relative to the other
Safeguards that are linked

to the same Consequence.

If the safeguard is an
independent layer of
protection, this value
indicates the type of risk
the independent layer of
protection mitigates.

Behavior and Usage

This field contains the
description of the System
Codes that exist in the
MI_HAZOP_SAFEGUARD_T
YPE System Code Table.
You can select a value
from the following options:

e Process Design

* Process Control
System

« PSV

e Operations

e Deluge System

e Fire Alarm

e Process Alarm

« SIS

This field is used to
populate the Safeguard
Number field.

This field does not appear
on the datasheet by
default.

By default, this field is
disabled, indicating that
the safeguard is not an
independent layer of
protection.

If the safeguard is an
independent layer of
protection, then this field is
enabled.

This field contains the
description of the System
Codes that exist in the
MI_IPL_TYPES_SAFEGUAR
D System Code Table. You
can select a value from the
following options:

 Active IPL

e Passive IPL

e Human IPL

This field is labeled IPL
Type in the IPL Checklist

section of the Safeguard
datasheet.
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Hazards Analysis System/Node Records

Hazards Analysis System/Node records store details on the group of equipment or functional
locations that perform the process that you are studying. This topic provides an alphabetical
list and description of the fields that exist for the Hazards Analysis System/Node family.
These fields appear on the Hazards Analysis System/Node datasheet, unless otherwise
specified. The information in the table reflects the baseline state and behavior of these fields.

This family is enabled for site filtering, which means that records in this family can be
assigned to a specific site, and will only be accessible to users who are assigned to the same
site and have the appropriate license and family privileges. For more information, refer to the
Sites section of the documentation.

Field Data Type Description Behavior and Usage

Hazards Analysis Key Number A numeric value identifying | This field does not appear
the Hazards Analysis that | on the datasheet.
is linked to the System/

Node.

Modified By Character The name of the user who | This field does not appear
was logged in when the on the datasheet.
System/Node was last
modified.

Modified Date Date The date on which the This field does not appear
System/Node was last on the datasheet.
modified.

Reference Drawing Character A value identifying the This field contains the IDs
reference document. This | of the Reference
value exists in the Name Documents that are linked
field in the corresponding | to the Hazards Analysis
Reference Document. that is linked to the

System/Node.

System/Node Comments Text Comments about the None
System/Node.

System/Node Description | Text Description of the System/ | None
Node.

System/Node Equipment Character The type of equipment that | This field contains the

Type corresponds to the system | System Codes in the MI
that the System/Node Equipment Type System
represents. Code Table.

System/Node ID Character A brief description of the A value is required.
System/Node.
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Field

System/Node Number

System/Node Process

Type

Data Type

Number

Character

Description

A numeric value
representing the sequence
in which the System/Node
record appears.

The type of the process
that you are studying.

Risk Assessment Recommendation Records

Risk Assessment Recommendation records store details about the recommendation that you
have proposed to mitigate the risk. This topic provides an alphabetical list and description of
the fields that exist for the Risk Assessment Recommendation family. These fields appear on
the Risk Assessment Recommendation datasheet, unless otherwise specified. The
information in this table reflects the baseline state and behavior of these fields. This list is not

comprehensive.

Behavior and Usage

This field is disabled and
populated automatically.

This field contains the

following values:

e Gas/Oil Feed Steam
Boiler (Steam
Generation)

« Ethylene Oxide storage
(EO Storage)

e FCCU (Fluid Catalytic
Cracking Unit)

This family is enabled for site filtering, which means that records in this family can be
assigned to a specific site, and will only be accessible to users who are assigned to the same
site and have the appropriate license and family privileges. For more information, refer to the

Sites section of the documentation.

Field

Action Interval

Action Interval Units

Data Type

Number

Character

Description

The interval at which the
Action related to the
Recommendation needs to
be performed. This Action
is created as part of an
Asset Strategy after the
Recommendation is
promoted to ASM.

The units of the interval at
which the Action related to
the Recommendation
needs to be performed.
This Action is created as
part of an Asset Strategy
after the Recommendation
is promoted to ASM.

Behavior and Usage

For example, if the value in
this field is 4, and if the
value in the Interval Units
field is Days, then that
Action must be performed
every four days. This field
appears in the Alert
datasheet.

For example, if the value in
this field is Days, and if the
value in the Interval field is
4, then that Action must be
performed every four days.
This field appears in the
Alert datasheet.
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Field

Alert Assignee When Due?

Assigned To Name

Author Name

Business Impact

Completed Date

Create SAP Notification?

Data Type

Logical

Character

Character

Character

Date

Logical

Description

Indicates whether an email
notification must be sent to
the user selected in the
Assigned To Name field
when the Risk Assessment
Recommendation is due.

The name of the user who
is assigned the Risk
Assessment
Recommendation.

The first and last name of
the Security User who
created the Risk
Assessment
Recommendation.

The impact to the business
if the recommended action
is performed.

The date on which the
recommended action was
performed.

Indicates whether a
notification should be
created in an external EAM
system when this Risk
Assessment
Recommendation is saved.

Behavior and Usage

This field appears in the
Alert section of the
datasheet.

You can select a user from
the list.

This field is populated with
the name of the user who
was logged in while
creating the
Recommendation.

This field contains a list of
System Codes that exist in
the MI BUSINESS IMPACT
System Code Table. You
can choose from the
following baseline values:

« Facility Shutdown
(FACILITY
SHUTDOWN)

« Facility Slowdown
(FACILITY
SLOWDOWN)

e Unit Shutdown (UNIT
SHUTDOWN)

e Unit Slowdown (UNIT
SLOWDOWN)

e System Shutdown
(SYSTEM SHUTDOWN)

e« System Slowdown
(SYSTEM SLOWDOWN)

This field contains a Ijtl
button, which you can
select to access the
Calendar feature.

None



Field

Days Before Due Date to
be Notified

Equipment ID

Final Approver Name

Frequency of Alert After
Due Date

Functional Location ID

Implementation Alert Text

Mandatory Date

Data Type

Number

Character

Character

Number

Character

Character

Date

Description

The number of days before
the Target Completion
Date that an email
notification must be sent to
the user selected in the
Assigned To Name field.

The Equipment that is
associated with the
Consequence for which
you are proposing the Risk
Assessment
Recommendation.

The name of the user who
must grant the final
approval for the Risk
Assessment
Recommendation.

Specifies how often email
messages will be sent after
the completion date has
passed.

The Functional Location
that is associated with the
Consequence for which
you are proposing the Risk
Assessment
Recommendation.

The text that will be
included in the email
notification sent to the
approver.

The date by which the
recommended action must
be completed if it was not
completed by the target
completion date.

Behavior and Usage

This field appears in the
Alert section of the
datasheet. This field is
required when the Alert
Assignee When Due
check box is selected.

This field is disabled and
populated with the value
stored in the Equipment ID
field in the Cause
datasheet.

You can select a user from
the list.

You can choose any of the
following options:

Never
o Daily
o Weekly
« Monthly
e Yearly

This field appears in the
Alert section of the
datasheet. This field is
required when the Alert
Assignee When Due
check box is selected.

This field is disabled and
populated with the value
stored in the Functional
Location ID field in the
Cause datasheet.

This field appears in the
Alert section of the
datasheet.

This field contains a IZHZI
button, which you can
select to access the
Calendar feature.
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Field

Reevaluate?

Reevaluation Alert Body
Text

Reevaluation Date

Reevaluation Notification
List

Recommendation Basis

Recommendation

Description

Recommendation Headline

Recommendation ID

Data Type

Logical

Character

Date

Character

Character

Character

Character

Character

Description

Indicates whether you
want to reevaluate the Risk
Assessment
Recommendation.

The text that will be
included in the
reevaluation email
message.

The date on which a
reevaluation email
message will be sent to the
users selected in the
Reevaluation Notification
List field.

The users to whom the
reevaluation email
message will be sent.

The basis for the Risk
Assessment
Recommendation.

A description of the Risk
Assessment
Recommendation.

A short description of the
Risk Assessment
Recommendation.

The ID for the Risk
Assessment
Recommendation.

Behavior and Usage

This field appears in the
Alert section of the
datasheet.

This field appears in the
Alert section of the
datasheet. This field is
enabled only when the
Reevaluate? check box is
selected.

This field appears in the
Alert section of the
datasheet. This field is
required when the
Reevaluate? check box is
selected.

This field appears in the
Alert section of the
datasheet. This field is
enabled and is required
when the Reevaluate?
check box is selected.

None

None

If you select the Alert
Assignee When Due check
box, the value that you
provide in the
Recommendation Headline
field becomes the subject
of the alert email.

This value must be unique.



Field Data Type

Recommendation Priority Character

Required Equipment Status | Character

Reviewer Name Character

Status Character

Target Completion Date Date

Description

The priority of the
recommended action.

The state in which the
equipment should exist
before performing the
recommended action
against it.

The name of the user who
will review the Risk
Assessment
Recommendation.

The status of the Risk
Assessment
Recommendation.

The date by which the
recommended action
should be completed.

Behavior and Usage

This field contains a list of
System Codes that exist in
the MI PRIORITY System
Code Table. You can
choose from the following
baseline values:

«  High (HIGH)
+« Medium (MEDIUM)
e Low (LOW)

This field contains a list of
System Codes that exist in
the MI STATUS System
Code Table. You can
choose from the following
baseline values:

e On-line (ON-LINE)

o Off-line (OFF-LINE)

« Not Applicable (N/A)

You can select a user from
the list.

This field contains a list of
the following states:
e Created (CREATED)

e Pending Review
(PENDING REVIEW)

e Reviewed (REVIEWED)

e Rejected (REJECTED)

e Cancelled
(CANCELLED)

e Superseded
(SUPERSEDED)

This field contains a IZHE|
button, which you can
select to access the
Calendar feature.
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Field

Work Request Equipment

Work Request Functional
Location

Work Request Reference

What If Records

Data Type

Character

Character

Character

Description

The ID of the external
equipment that is
associated with the
external work request that
was created from this Risk
Assessment
Recommendation (e.g.,
using functionality
provided with the SAP
Interfaces, Oracle EBS
EAM Interfaces, and
Maximo Interfaces).

The ID of the external
location that is associated
with the external work
request that was created
from this Risk Assessment
Recommendation (e.g.,
using functionality
provided with the SAP
Interfaces, Oracle EBS
EAM Interfaces, and
Maximo Interfaces).

The ID of the external work
request that was created
from this Risk Assessment
Recommendation (e.g.,
using functionality
provided with the SAP
Interfaces, Oracle EBS
EAM Interfaces, and
Maximo Interfaces).

Behavior and Usage

This field is disabled and
populated after the
external work request is
created.

This field is disabled and
populated after the
external work request is
created.

This field is disabled and
populated after the SAP
Notification or Oracle EBS
EAM Work Request is
created.

What If records store details about the hypothetical condition that may occur during process
and lead to a risk. This topic provides an alphabetical list and description of the fields that
exist for the What If family. These fields appear on the What If datasheet, unless otherwise
specified. The information in this table reflects the baseline state and behavior of these
fields.

This family is enabled for site filtering, which means that records in this family can be
assigned to a specific site, and will only be accessible to users who are assigned to the same
site and have the appropriate license and family privileges. For more information, refer to the
Sites section of the documentation.
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Field

Sequence Number

What If Description

What If ID

What If Number

Catalog Items

Catalog Items

Data Type

Number

Text

Character

Character

Description

A numeric value that
represents the position in
which the What If appears
in the hierarchical view of
the components of the
System/Node, relative to
the other What Ifs that are
linked to the same System/
Node.

A detailed description of
the specific event or
condition within a scenario
that deviates from the
normal behavior of that
process and directly leads
to a risk.

A brief description of the
event or condition within
the scenario that deviates
from the normal behavior
of the process.

A set of numeric values,
separated by a decimal
point, which represents the
location in which the What
If appears in the
hierarchical view of the
components in the System/
Node.

Behavior and Usage

This field does not appear
on the datasheet by
default. This field is used
to populate the What If
Number field.

None

This value appears in the
What If ID field in the
hierarchical view of the
components of the
System/Node. This field is
required.

This field is disabled and
populated with a set of
numeric values.

The first number is the
value that exists in the
System/Node Number
field in the System/
Node to which the
What If is linked.

e The second number is
the value that exists in
the Sequence Number
field in the What If.

The Hazards Analysis Catalog folders contain queries, graphs, and reports that appear
throughout Hazards Analysis and display information contained in the records that make up a

HAZOP Analysis or a What If Analysis.
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HAZOP Folder

The Catalog folder \\Public\Meridium\Modules\Hazards Analysis\HAZOP contains the

following folders:

¢ Graphs
e Queries
e Reports

Graphs

The Catalog folder \\Public\Meridium\Modules\Hazards Analysis\HAZOP\Graphs

contains the following items:

Item Name

Hazards Analysis Mitigated Risk

Subgraphs

Queries

Behavior and Usage

A graph that displays a prompt for the Entity Key of a
Hazards Analysis whose HAZOP Analysis data you want
to view in the Graph Viewer.

A subfolder that contains the Hazards Analysis
Mitigated Risk graph, which supports the Hazards
Analysis Mitigated Risk graph.

The Catalog folder \\Public\Meridium\Modules\Hazards Analysis\HAZOP\Queries

contains the following queries:

Item Name

All HAZOP Analysis Recommendations

Hazards Analysis Deviation Mitigated Risk Query

Hazards Analysis Mitigated Risk Query
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Behavior and Usage

Displays a list of all the Risk Assessment
Recommendations that are associated with a Hazards
Analysis.

Displays a prompt for the Entity Key of the desired
System/Node, and then displays the unmitigated and
mitigated risk rank values organized by the Deviations
with which they are associated. This query supports the
Hazards Analysis Mitigated Risk graph that is stored in
the following folder: \\Public\Meridium

\Modules\Hazards Analysis\HAZOP
\Graphs

Displays a prompt for the Entity Key of the desired
Hazards Analysis, and then displays the unmitigated and
mitigated risk rank values organized by the Systems/
Nodes with which they are associated. This query
supports the Hazards Analysis Mitigated Risk graph that
is stored in the following folder: \\ Public

\Meridium\Modules\Hazards Analysis
\HAZOP\Graphs



Item Name

Hazards Analysis Query

HAZOP Analysis Recommendations

HAZOP Locations and Equipment

HAZOP Max Risk Rank for Node

Hazop_Reference_Documents_Query

Hazop_Team_Member_Query

Reports

Behavior and Usage

Displays a prompt for the Entity Key of the desired
Hazards Analysis, and then displays various information
about the HAZOP Analysis, including values that appear
in the Hazards Analysis record and IDs of the records
that are linked to the HAZOP Analysis. This query
supports the Hazards Analysis Report that is stored in
the Reports folder.

Displays a prompt for the Entity Key of the desired
Hazards Analysis, and then displays a list of the Risk
Assessment Recommendations that are associated with
the HAZOP Analysis.

Displays a prompt for the Entity Key of the desired
System/Node, and then displays the Entity Keys for the
Equipment and Functional Locations that are associated
with the specified System/Node.

Displays a prompt for the Entity Key of the System/
Node, and then displays the unmitigated risk rank value
for the Consequence that is linked to the specified
System/Node.

Displays a prompt for the Entity Key of the desired
Hazards Analysis, and then displays a list of Reference
Documents and various details from those records that
are linked to the specified System/Node. This query
supports the Hazop_Reference_Document_Report,
which is stored in the following folder: \\Public

\Meridium\Modules\Hazards Analysis
\HAZOP\Reports\Subreports

Displays a prompt for the Entity Key of the desired
Hazards Analysis, and then displays the list of Human
Resource records that are linked to the specified
Hazards Analysis. This query supports the
Hazop_Team_Member_Report, which is stored in the
following folder: \\Public\Meridium\Modules

\Hazards Analysis\HAZOP\Reports
\Subreports

The Catalog folder \\Public\Meridium\Modules\Hazards Analysis\HAZOP\Reports

contains the following items:
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Item Name Behavior and Usage

Hazards Analysis Report A report that displays a prompt for the Entity Key of the
desired Hazards Analysis, and then displays in the
Report Viewer various information about the HAZOP
Analysis, including the field values from the Hazards
Analysis and details on the records that make up that
analysis.

Subreports A folder that contains the reports with the following
names, which support the Hazards Analysis Report:

e Hazop_Analysis_Assets_Report
o Hazop_Reference_Document_Report
¢ Hazop_Team_Member_Report

Queries Folder

The Catalog folder \\Public\Meridium\Modules\Hazards Analysis\Queries contains

the following queries, which are used to display search results for Hazards Analysis records
for HAZOP Analyses and What If Analyses:
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Query Name

HAZOP_Analysis_Search

Whatlf_Analysis_Search

What If Folder

The Catalog folder \\Public\Meridium\Modules\Hazards Analysis\What If contains

the following folders:

Graphs
Queries
Reports

Behavior and Usage

A search that displays the following prompts, and then
displays all the Hazards Analysis records whose
Analysis Type field contains the value HAZOP and meets
the specified criteria:

o State: The record states that have been configured
in the Configuration Manager for the Hazards
Analysis family. By default, this list contains the
following values:

o Al

o Active

o Complete

o Pending Approval
o Planning

o Review

* Hazards Analysis Owner: The names of the users
whose names appear in the Analysis Owner field in a
Hazards Analysis record.

This query appears by default on the HAZOP Analysis
Summary page.

A search that displays the following prompts and then
displays all the Hazards Analysis records whose
Analysis Type field contains the value What If and meets
the specified criteria:

o State: The record states that have been configured
in the Configuration Manager for the Hazards
Analysis family. By default, this list contains the
following values:

o Al

o Active

o Complete

o Pending Approval
o Planning

o Review

« Hazards Analysis Owner: The names of the users
whose names appear in the Analysis Owner field in a
Hazards Analysis record.

This query appears by default on the What If Analysis
Summary page.
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Graphs

The catalog folder \\Public\Meridium\Modules\Hazards Analysis\What If\Graphs
contains the following items:

Item Name Behavior and Usage

What If Analysis Mitigated Risk A graph that displays a prompt for the Entity Key of a
Hazards Analysis whose What If Analysis data you want
to view in the Graph Viewer.

Subgraphs A subfolder that contains the What If Analysis Mitigated
Risk graph, which supports the What If Analysis
Mitigated Risk graph.

Queries

The catalog folder \\Public\Meridium\Modules\Hazards Analysis\What If\Queries
contains the following queries:

Item Name Behavior and Usage

What If Analysis Query Displays a prompt for the Entity Key of the desired
Hazards Analysis, and then displays various information
about the What If Analysis, including values that appear
in the Hazards Analysis and IDs of the records that are
linked to the What If Analysis.

What If Analysis Recommendations Displays a prompt for the Entity Key of the desired
Hazards Analysis, and then displays a list of the Risk
Assessment Recommendations that are associated with
the analysis that is represented by that Hazards
Analysis.

What If Locations and Equipment Displays a prompt for the Entity Key of the desired
System/Node, and then displays the Entity Keys for the
Equipment and Functional Locations that are associated
with the specified System/Node.

What If Max Risk Rank for System Displays a prompt for the Entity Key of the desired
System/Node, and then displays the unmitigated risk
rank value for the Consequence that is linked to the
specified System/Node.

What If Mitigated Risk Query Displays a prompt for the Entity Key of the desired
Hazards Analysis, and then displays unmitigated and
mitigated risk rank values organized by the Systems/
Nodes with which they are associated.
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Item Name

What If Risk Query

HAZOP Max Risk Rank for Node

Reports

Behavior and Usage

Displays a prompt for the Entity Key of the desired
System/Node, and then displays the Entity Keys for the
Equipment and Functional Locations that are associated
with the specified System/Node.

Displays a prompt for the Entity Key of the desired
Hazards Analysis, and then displays the mitigated and
unmitigated risk rank values organized by the Hazards
Analysis with which they are associated.

The catalog folder \\Public\Meridium\Modueles\Hazards Analysis\What If

\Reports contains the following items:

Item Name

What If Analysis Report

Subreports

Behavior and Usage

A report that displays a prompt for the Entity Key of the
desired Hazards Analysis, and then displays in the
Report Viewer various information about the What If
Analysis, including the field values from the Hazards
Analysis and details on the records that make up that
analysis.

A folder that contains the reports with the following
names, which support the Hazards Analysis Report:

e Hazop_Analysis_Assets_Report
» Hazop_Reference_Document_Report
e Hazop_Team_Member_Report
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