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Chapter

Overview

Topics:

Overview of Single Sign-On
+  SSO Workflow
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Overview of Single Sign-On

SSO is a process that allows pre-authenticated users to access APM, without having to re-enter their
credentials.

The APM user logs on initially using a form-based enterprise login screen. SSO is a common procedure in
enterprises, where a user logs in once and gains access to different applications without the need to re-
enter log-in credentials at each application. SSO authentication facilitates seamless network resource
usage. SSO mechanisms vary, depending on application type.

SSO advantages include:

Eliminates credential re-authentication.

Streamlines local and remote application and desktop workflow.
Minimizes phishing.

Improves compliance through a centralized database.

Provides detailed user access reporting.

APM supports the following types of authentication for SSO:

Pass-through authentication

Enables the users to enter their Windows credentials in the APM login page and APM validates the
credentials against Active Directory.

Security Assertion Markup Language (SAML) authentication

Enables the users to navigate to the SSO URL (hosted on the APM Application Server) that redirects
the browser to a preconfigured URL (not hosted on the APM Application Server), which is the Identity
Provider (IDP). If there are multiple databases, and when the user selects a database, the user account
is then authenticated and the IDP provides the web browser a token through a cookie. If the token is
valid, the user can access APM.

SSO Workflow

This workflow provides the basic, high-level steps for using this module. The steps and links provided in
the workflow do not necessarily reference every possible procedure.

Procedure

1. Set up APM SSO by configuring an identity provider.
2. Enable SSO on-site or off-site authentication.
3. Configure the APM server.
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Chapter

Set up APM SSO

Topics:

+  About Setting Up APM SSO

+  Configure Azure Active
Directory as the Identity
Provider (IDP)

+  Configure Identity Provider
(IDP) on Active Directory
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About Setting Up APM SSO

About Setting up APM SSO

To set up APM SSO, perform one of the following tasks:

+ Configure Azure Active Directory as the Identity Provider (IDP)
+ Configure IDP on Active Directory

Configure Azure Active Directory as the Identity Provider (IDP)
Configure Azure Active Directory as the Identity Provider (IDP)

Before You Begin

You must have an Azure Active Directory (Azure AD) instance.

Procedure

1. Signin to the Azure portal and select Azure Active Directory.

« C @& portalazure.com/#home * R o2

i Apps [Bl FASTAGRECHARGE @ Relly $& Gold Team - Dev Cl DL Deployment Validat. Patches Automation AD & Patches - Gold team @ Allocation Coverity » Other bookmarks | [E] Reading |

Welcome to Azure!

Don't have a subscription? Check out the following options

'

P
>

Start with an Azure free trial Manage Azure Active Directory Access student benefits

Get $200 free credit toward Azure products and services,  Manage access, set smart policies, and enhance security  Get free software, Azure credit, or access Azure Dev Tools

plus 12 months of popular free services. with Azure Active Directory. for Teaching after you verify your academic status,

Azure services

- — = = 1
[ @ | D — o (] by N
-+ 3 [ oY o
Create a Azure Active Virtual App Services Storage SQL databases ~ Azure Database  Azure Cosmos Kubernetes More services
resource Directory machines accounts for PostgresQ. DB services

2. Inthe navigation pane, select Enterprise applications.
The Enterprise applications - All applications page appears.
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- Create a resource
A Home
[E Dashboard

All services

FAVORITES

(@ App Services

<%> Function App

& sQl databases
& Azure Cosmos DB
K3 virtual machines
4» Load balancers
[ storage accounts
€ Virtual networks
& Azure Active Directory
= Monitor

@ Advisor

O security Center

@ Cost Management + il

Home > Enterprise applications - All applications

Enterprise applications - All applications

apmtestad - Azure Active Directory

«

= New application £ Columns
Overview -
© Oveview Application Type Applications status Application visibility

Enterprise Applications v Any v Any v Apply m
Manage

0 shown, to search all of your appl

ions, enter a display name or the application ID.
B Al applications

NAME HOMEPAGE URL
Y Application proxy
Asset Performance Managemer
B User settings

Asset Performance Managemer
Security

© Conditional Access Office 365 Exchange Online http://office.microsoft.com/outlook/

Activity Office 365 Management APIs

D sign-ins Office 365 SharePoint Online  http://office. microsoft.com/sharepoint/

e " -
ifl Usage & insights (Preview) onprem-apm-test-NEW
B Auditlogs
Outlook Groups
Access reviews
Same Sign on
Troubleshooting + Support

Skype for Business Online

& Virtual assistant (Preview)

3. Select New application.
The Add an application section appears.

OBJECTID

a5055119-db45-4923-956d-d7570621...

96d803e5-3016-4896-81db-d28a75¢9...

3b0e3709-93cc-4830-a33d-b96defd4...

5008761a-19dd-48ed-b043-4e25bac0...

dd333e69-4b2c-4bda-bdf3-792fb39a...

ebe17¢60-5f38-4724-b8a8-330edb1fs...

7Ta4abd0e-4dc8-4be6-ab99-4d8bdlec...

2f37ea7d-9962-4694-bc77-d4f9d413...

822dcb0d-e9a2-44ff-aa0c-65d94227...

APPLICATION ID

46ed8f77-e062-4bce-bb95s...

2e54f355-2498-4a5a-93¢9...

00000002-0000-0ff1-ce00-...

€5393580-f805-4401-95¢8-...

00000003-0000-0ff1-ce00-...

0OlcTee4f-2f13-4119-b454-8...

925eb0d0-da50-4604-a19f-...

bi12afa8d-6ecb-4fb6-b761-...

00000004-0000-0ff1-ce00-...

« Home > Enterprise applications - All applications > Categories > Add an application
- Create a resource Categories X Add an application
ﬁ Home )
All (3171) Add
our own a
[ Dashboard J 22
_ Business management (400) . L e )
1= All services Application ¥ On-premises Non-gallery
Collaboration (454) youre wy’ application application
FAVORITES developing
- Configure Azure AD Integrate any other
~ Construct 7, i . N .
R App Services onstruction (7) REQ'S_‘E’ an app youre Application Proxy to application that you
o App working on to integrate enable secure remote don't find in the gallery
. Consumer (44) it with Azure AD access
<¥> Function App
. Content management (153)
B saL databases 9
CRM (155)
& Azure Cosmos DB Add from the gallery
g Virtual machines Data services (149)
@ Load balancers Developer services (109) Enter a name
= storage accounts - —
= 9 E-commerce (75) Featured applications
<2 Virtual networks Education (145)
@ Azure Active Directory ERP (92)
> P L
= Monitor
Finance (258)
Q‘ Advisor
Health (63) Box Concur Comerstone O...
U Security Center
Human resources (290)
() Cost Management + Bill...
IT infrastructure (194)
2 Help + support i - 22 ®

4. Select Non-gallery application.
The Add your own application section appears.
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- Create a resource
A Home
[E Dashboard

All services

FAVORITES

All resources
() Resource groups
(& App Services
<% Function App
B SQL databases
& Azure Cosmos DB
KA virtual machines
4 Load balancers
B4 storage accounts
€ Virtual networks
> Azure Active Directory
3 Monitor

@ Advisor

Home > apmtestad > Enterprise applications - All applications > Categories > Add an application > Add your own application

Categories

All (3171)

Business management (400)
Collaboration (454)
Construction (7)

Consumer (44)

Content management (153)
CRM (155)

Data services (149)
Developer services (109)
E-commerce (75)
Education (145)

ERP (92)

Finance (258)

Health (63)

Human resources (290)

X

Add an application

Add your own app

W Application On-premises Non-gallery
Wiy~ you're [ & application application
developing
Configure Azure AD Integrate any other

Register an app you're
working on to integrate

it with Azure AD access

Add from the gallery

Featured applications

bOX Co

Concur

Application Proxy to
enable secure remote

application that you
don't find in the gallery

C

Cornerstone O...

Add your own application 0O X

me for yo

applicatior

Once you decide on a name for your new
application, click the "Add" button below and
we'll walk you through some simple
configuration steps to get the application
working

Supports: @

SAML-based single sign-on
Learn more

Automatic User Provisioning with SCIM
Learn more

Password-based single sign-on
Learn more

5. Inthe Name box, enter a name for the application that you want to configure with Azure AD, and then

select Add.

The page of the added application appears.

6. Inthe navigation pane of the application page, select Single sign-on.
The Select a single sign-on method section appears.

- create a resource
A Home

[E Dashboard

All services
FAVORITES

All resources
) Resource groups
& App Services

<> Function App
B sQL databases
& Azure Cosmos DB
K3 virtual machines
& Load balancers
= storage accounts
© Virtual networks

& Azure Active Directory

7. Select SAML.

Home > apmtestad > Enterprise applications - All applications > Asset Performance Management - Single sign-on

D!
Enterprise Application
Overview

o’ Getting started

8 Deployment Plan

Manage

1! Properties

s Owners

& Users and groups
D single sign-on
@ Provisioning

i Application proxy

€ self-service

Security
O Conditional Access

Permissions

A
O Token encryption (Preview)

Select

Asset Performance Management - Single sign-on

a single sign-on method

O

Disabled
User must manually enter their
username and password.

&

Password-based
Password storage and replay using a
web browser extension or mobile app.

The Set up Single Sign-On with SAML section appears.

«
- Create a resource

A Home

[E pashboard

= All services
FAVORITES
All resources
(@) Resource groups
13 App Services
<% Function App
0 sQL databases
& Azure Cosmos DB
I3 virtual machines
& Load balancers
= storage accounts
€ Virtual networks
& Azure Active Directory
= Monitor

R Advisor

Home > apmtestad > Enterprise

Al

> Asset Performanc:

Asset Performance Management - SAML-based sign-on
nterprise Applicatio

% Overview
@’ Getting started

Deployment Plan

Manage

! Properties

M Owners

& Users and groups
D single sign-on

@ Provisioning

Application proxy

C  self-service

Security
O Conditional Access
A Permissions

© Token encryption (Preview)

«

T Upload metadata file

Setup

Single Sign-On with SAML

D Change single sign-on mode =

Help me decide

SAML

Rich and secure authentication to
applications using the SAML (Security
Assertion Markup Language) protocol.

Linked

Link to an applicatio
Active Directory Access Panel and/or
Office 365 application launcher.

in the Azure

g - Single sign-on > SAML-based sign-on

W Got feedback?

Read the Configuration quids @ for help integrating Asset Performance Management.

o

©

Basic SAML Configuration

Identifier (Entity ID)

Reply URL (Assertion Consumer Service URL)
Sign on URL

Relay State

Logout Url

Required
Required

User Attributes & Claims

Givenname
Sumame
Emailaddress
Name

user.mail

Unique User Identifier

SAML Signing Certificate

user.givenname
user.surname

user.userprincipalname
user.userprincipalname

X
X
K
K4
K -
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8. Inthe Basic SAML Configuration section, select s
The Basic SAML Configuration window appears.

Basic SAML Configuration X

* |dentifier (Entity ID) @

The default identifier will be the audience of the SAML response for IDP-initiated SSO

* Reply URL (Assertion Consumer Service URL) @

The default reply URL will be the destination in the SAML response for [DP-initiated S5O

Signon URL @

cnier a sign on URL

Relay State @

Logout Url @

tnter a logout url

9. Enter the following details.

Identifier (Entity Enter a unique ID.

ID .
) Note: This ID will be used in the sam1 . j son file for the service provider name. Therefore, note the

ID.

Reply URL The application callback URL where the response will be posted.

(Assertion . .

Consumer Service | Enter the URL in the following format: https://<APM Server Name>/

URL) Meridium/api/core/security/ssologinauth, where <APM Server
Name> is the name of the APM server.

Sign on URL The application URL, which initiates the same sign-on.

Enter the URL in the following format: https://<APM Server Name>/
meridium/index.html, where <APM Server Name> is the name of the APM
server.

10.Select Save.

11.In the SAML Signing Certificate section, select Download correspondingto Certificate (Base
64).
12.From the Set up <ldentifier>, section copy the Login URL and Azure AD Identifier.
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Set up sdsso

You'll need to configure the application to link with Azure AD.

Legin URL htps//login.micrescftonline.com,/78ddT6d6-f3b7... [
Azure AD Identifier hitps/fstswindows.net/78dd76d6-f3bT-4b89-9ef.. D
Logout URL https:/floginmicrosoftonline.com/78dd76d6-f3b7... [

Note: The Login URL and Azure AD Identifier will be used in the saml . json file for
SingleSignOnServiceURL and PartnerldentityProviderConfigurations Name, respectively.

13.In the application server, copy the downloaded Certificate (Base 64) toC:\Program
Files\Meridium\ApplicationServer\api.Please refer to section Install the Token Signing
idp.cer Certificate on the Application Server on page 40, steps 5 - 8 for installing the certificate.

14.Modify the saml . json file as follows:

+ LocalServiceProviderConfiguration Name with the value that you entered and noted
for the Identifier (Entity ID) box.

+ PartnerlIdentityProviderConfigurations Name with the Azure AD Identifier.

+ SingleSignOnServiceURL with the Login URL.

+ AssertionConsumerServiceUrl with the URL that you entered in the Reply URL (Assertion
Consumer Service URL) box.

+ PartnerCertificates FileName withthe downloaded certificate name.

"SAML": {
"Sschema": "https://www.componentspace.com/schemas/saml-
config-schema-v1.0.json",
"Configurations": [
{
"LocalServiceProviderConfiguration": {
"Name": "sdsso",
"AssertionConsumerServiceUrl": "https://<APM
Server Name>/Meridium/api/core/security/ssologinauth",
"LocalCertificates": [
{
"FileName": "sp.pfx",
"Password": "password"

]
by
"PartnerIdentityProviderConfigurations": [
{
"Name": "https://sts.windows.net/78dd76d6-
f3b7-4b89-9efc-ef8d5483b7ea/",
"Description": "Azure AD",
"SignAuthnRequest": true,
"WantSamlResponseSigned": false,
"WantAssertionSigned": true,
"WantAssertionEncrypted": false,
"UseEmbeddedCertificate": false,
"SingleSignOnServiceUrl": "https://
login.microsoftonline.com/78dd76d6-£f3b7-4b89-9efc-ef8d5483b7ea/
saml2",
"DigestAlgorithm": "http://www.w3.org/
2001/04/xmlenc#sha256",
"SignatureAlgorithm": "http://www.w3.org/

© 2024 General Electric Company



2001/04/xmldsig-more#rsa-sha256",
"PartnerCertificates": [

{

"FileName": "sdsso.cer"

}

}
15.Add users to the enterprise application by accessing the Users and groups section.

a) Select Users and groups section in the left navigation pane.

b) Click on Add user/group button to add a new user to this enterprise application. Search for the user
in the Users list and then click on Assign.

Users are added to the enterprise application.

Next Steps
+ Enable SSO

Configure Identity Provider (IDP) on Active Directory

About Configuring Identity Provider (IDP) on Active Directory

About This Task

You must configure IDP on Active Directory using the Active Directory Federation System (AD FS)
Management Console.

Note: The strings and the URLs in AD FS are case-sensitive.

To configure IDP on Active Directory, you must perform the following tasks:

Procedure

Add Relying Party Trusts on page 9

Add Claim Rules on page 20

Add Certificates on page 26

Federation Service Identifier from ADFS on page 42

A N DN B

Add Relying Party Trusts

Before You Begin

+ You must have administrative privileges to configure AD FS.
« Ensure that the /adfs/Is endpoint exists for SAML v2.0.

Note: To add adfs/Is endpoint, refer to the AD FS documentation.
+ Ensure that the token encrypting certificates exist.

© 2024 General Electric Company 9



10

Procedure

1. Access Control Panel, then select System and Security, and then select Administrative Tools.

2. Select AD FS Management.
The AD FS window appears.

@ File Action View Window Help

«=| = B

[ ADFS
4 [ Service
1 Endpoints
7] Certificates
[ Claim Descriptions
4 | Trust Relationships
] Claims Provider Trusts
|71 Relying Party Trusts
] Attribute Stores
4[] Authentication Policies
[ ] Per Relying Party Trust

s

Add Relying Party Trust...

Overview

AD F5 provides single-sign-on (S50) access for client computers.
Add Claims Provider Trust...

Leam More Add Attribute Store...
Corfiguring Trust Relationships Edit Federation Service Properties...
Corfiguring Authentication Policies Edit Published Claims
Troubleshooting AD FS Revoke All Proxies
AD FS Help View 4

MNew Window from Here
@ Refresh

Help

3. Inthe Actions section, select Add Relying Party Trust.
The Add Relying Party Trust Wizard appears.

@ Welcome
@ Select Data Source

@ Configure Multifactor
Authertication Now?

@ Choose Issuance
Authorization Rules

Welcome to the Add Relying Party Trust Wizard

This wizard will help you add a new relying party trust to the AD FS configuration database. Helyngpamﬂ
consume claims in security tokens that are issued by this Federation Service to make authentication and
authorization decisions.

The relying party trust that this wizard creates defines how this Federation Service recognizes the relying
party and issues claims to it. You can define issuance transform rules for issuing claims to the relying party
after you complete the wizard.

| <Previous || Sat || Cancel
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4. Select Start.

The Select Data Source page appears.

v

Select Data Source

Steps

@ Welcome

Select Data Source
Specify Display Name
Choose Profile
Configure Cerificate
Configure URL
Configure Identifiers

@ ®@ @ @ @ @ ®©

Configure Multifactor
Authertication Now?

@ Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

Add Relying Party Trust Wizard -

Select an option that this wizard will use to obtain data about this relying party:

() Import data about the relying party published online or on a local network

Use this option to import the necessary data and certificates from a relying party organization that publishes
its federation metadata online or on a local network.

Federation metadata address (host name or URL):

Example: fs.contoso.com or https.//www contoso .com/app

) Import data about the relying party from a file

Use this option to import the necessary data and certificates from a relying party organization that has
exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizard will not
validate the source of the file.

Federation metadata file location:

® Enter data about the relying party manually
Use this option to manually input the necessary data about this relying party organization.

| < Previous || MNext = || Cancel

5. Select Enter data about relying party manually, and then select Next.
The Specify Display Name page appears.

© 2024 General Electric Company
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12

6.

Specify Display Name

Steps

Welcome

Select Data Source
Specify Display Name
Choose Profile
Configure Cerificate
Configure URL
Configure Identifiers

Configure Multifactor
Authertication Now?

Choose lssuance
Authorization Rules

Ready to Add Trust
Finish

Enter the display name and any optional notes for this refying party.

Display name:

|um:componentspace:Mendium

Notes:

In the Display name box, enter urn:componentspace:Meridium, and then select Next.
The Choose Profile page appears.
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Choose Profile

e This wizard uses configuration profiles to aid in creating the relying party trust. Choose the appropriate

Welcome corfiguration profile for this refying party trust.

Select Data Source ® AD ES profile

Specify Display Name This profile supports relying parties that are interoperable with new AD F5 features, such as
Choose Profile

Configure Cerificate () AD FS 1.0and 1.1 profile

Corfigure URL This profile supports relying parties that are interoperable with AD FS 1.0and 1.1.

security token encryption and the SAML 2.0 protocol.

Configure Identifiers

Configure Multifactor
Authertication Now?

Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

7. Select the AD FS profile option, and then select Next.
The Configure Certificate page appears.

© 2024 General Electric Company 13



Configure Certificate

e Specify an optional token encryption certfficate. The token encryption certfficate is used to encrypt the:

Welcome claims that are sent to this relying party. The relying party will use the private key of this cerificate to
decrypt the claims that are sent to it. To specify the certificate, click Browse..

Select Data Source

Specify Display Name
Choose Profile

lssuer:

Subject:
Effective date:
Configure Certificate Expiration date:

Configure URL
Configure Identifiers

Configure Multifactor
Authertication Now?

| Wiew .. || Browse... || Remove

Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

8. Select Next.
The Configure URL page appears.

© 2024 General Electric Company



i Add Relying Party Trust Wizard |

Configure URL

<L AD F5 supports the WS-Trust, WS5-Federation and SAML 2.0 Web 550 protocols for relying parties.
@ Welcome W5-Federstion, SAML, or both are used by the relying party. select the check boxes for them and specify the
URLs to use. Support for the WS-Trust protocol is always enabled for a relying party.
@ Select Data Source
[ Enable support for the WS-Federation Passive protocel
@ Specify Display Name
The WS-Federation Passive protocol URL supports Web-browserbased claims providers using the
@ Choose Profile WS5-Federation Passive protocol.
@ Corfigure Certificate Relying party W 5-Federation Passive protocol URL:
@ Configure URL |
@ Corfigure |dentifiers Example: https: /s contoso.com/adfs/s/
@ Configure Multifactor
Authertication Now? Enable support for the SAML 2.0 WebSSO protocol
@ G"DDS'_B IS_S“E'”CE The SAML 2.0 single-sign-on (550) service URL supports Web-browserbased claims providers using the
Authorization Rules SAML 2.0 WebSS0 protacal.
® Readyto Add Trust Refying party SAML 2.0 550 service URL:
Finigh |l'rrtps:ff:meﬁdiumserver}_:nrganisatiom.comfI'\"Ieridiumf“apif’corefsecurityf’ssnloginamh

Example: https://www contoso com/adfs/ls/

|<Erev1'ou5 || MNext = || Cancel |

9. Select the Enable Support for the SAML 2.0 WebSSO protocol check box.
10.1n the Relying Party SAML 2.0 SSO service URL box, enter https://<APM Server Name>/
Meridium/api/core/security/ssologinauth, and then select Next.

Note: The word Meridium is case-sensitive. Therefore, ensure that the first letter of the word is
capitalized. Also, the URL must be same as the AssertionConsumerServiceUrl in the saml . json file.

The Configure Identifiers page appears.

© 2024 General Electric Company 15
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Configure ldentifiers

Steps
Welcome party trust.
Select Data Source Relying party trust identifier:

Relying parties may be identified by one or more unique identifier stings. Specify the identifiers for this relying

Specify Display Name |

Choose Profile Bxample: https /fs contoso com/adfs/services/trust
Corfigure Certificate Relying party trust identifiers:

Configure URL ] yonentspace: Meridium

Configure Identifiers

Configure Multifactor
Authertication Now?

Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

11.In the Relying party trust identifier box, enter urn: componentspace :Meridium, then select

Add, and then select Next.
The Configure Multi-factor Authentication Now page appears.

© 2024 General Electric Company
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Steps

@ Welcome

Select Data Source
Specify Display Name
Choose Profile
Conrfigure Cerificate
Configure URL
Configure Identifiers

2 ®@ ¢ © @ @ ®

Configure Multifactor
Authertication Now?

Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

e

Add Relying Party Trust Wizard -

Configure multifactor authentication settings for this relying party trust. Muttifactor authentication is required
there is a match for any of the specified requirements.

Multifactor Authentication Global Settings
Requirements Users/Groups Mot configured
Device Mot configured
Location Mot configured

(®) | do not want to configure multifactor authentication settings for this relying party trust at this time.

() Configure muttifactor authentication settings for this relying party trust.

You can also configure multi-factor authentication settings for this relying party trust by navigating to the
Authentication Policies node. For more information, see Configuring Authentication Policies.

| < Previous || MNext = || Cancel

12.Select I do not want to configure multi-factor authentication settings for this relying party
trust at this time, and then select Next.
The Choose Issuance Authorization Rules page appears.

© 2024 General Electric Company
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Steps

@ Welcome

Select Data Source
Specify Display Name
Choose Profile
Conrfigure Cerificate
Configure URL
Configure Identifiers

@ ®@ © @ @ @ ®

Conrfigure Multifactor
Authertication Now?

Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

e

Choose Issuance Authorization Rules

Add Relying Party Trust Wizard -

lssuance authorization rules determine whether a user is pemitted to receive claims for the relying party.
Choose one of the following options for the inttial behavior of this relying party’s issuance authorization rules.
(®) Pemit all users to access this relying party
The issuance authorization rules will be configured to pemit all users to access this refying party. The relying
party service or application may still deny the user access.
() Deny all users access to this relying party

The issuance authorization rules will be configured to deny all users access to this relying party. You must
later add issuance authorization rules to enable any users to access this relying party.

You can change the issuance authorization rules for this relying party trust by selecting the relying party trust
and clicking Edit Claim Rules in the Actions pane.

| < Previous || MNext = || Cancel

13.Select Permit all users to access this relying party, and then select Next.
The Ready to Add Trust page appears.

18
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Ready to Add Trust

e The relying party trust has been configured. Review the following settings, and then click Next to add the
Welcome relying party trust to the AD F5 configuration database.

Select Data Source Encryption | Signature | Accepted Claims | Organization | Endpoirts | Notes | Advanced | <|>

Specify Display MName Specify the encryption certificate for this relying party trust.
Choose Profile

Conrfigure Cerificate

Encryption certificate:

lssuer:
Configure URL Subject:

Corfigure ldentifiers Effective date:

Configure Multifactor Expiration date:
Authertication Now?

Choose lssuance Wiew...
Authorization Rules

@ Readyto Add Trust
@ Finish

14.Select Next.
The Finish page appears.

© 2024 General Electric Company 19



i Add Relying Party Trust Wizard -
Finish

<L The relying party trust was successfully added to the AD FS configuration database.

) Welcome

You can modify this relying party trust by using the Properties dialog box in the AD FS Management snap-n.
@ Select Data Source

» Specify Display Name
@ Choose Profile

Open the Edit Claim Rules dialog for this relying party trust when the wizard closes

s Corfigure Certificate
@ Configurs URL
@ Configure ldentfiers

@ Configure Multifactor
Authertication Now?

@ Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

15.Clear the Open the Edit Claim Rules dialog for this relying party trust when the wizard closes
check box, and then select Close.

Next Steps
+ Add Claim Rules on page 20

Add Claim Rules

Procedure

1. Inthe AD FS window, expand the Trust Relationships folder, and then select Relying Party Trusts.
The Relying Party Trusts page appears.
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§7 File Action View Window Help

&=

[ ADFS
I O Service
a [ Trust Relatienships
|71 Claims Provider Trusts
[ | Relying Party Trusts
7] Attribute Stores
I = Authentication Policies

N (- I

um:componertspace:Meridium Yes

um:componertspace: Meridiumsso Yes
um:componentspace:Merdiumssocr  Yes
um:componertspace:Meridium 7 Yes

um:compeonentspace: MendiumGE fes

W5-T..
WS-T...
W5-T..
WS-T...

Identifisr

um:compa
um:compa
um:compa
um:compa
um:compa

<l

| RelyingParty Trusts =

Add Relying Party Trust...
Add Mon-Claims-Aware Relying Party Trust...

View »
Mew Window from Here
@ Refresh
H Hep
jileuiceiieqisiationseniceatl |

Update from Federation Metadata...
Edit Claim Rules...
Disable

Properties

x Delete
ﬂ Help

2. Select urn:componentspace:Meridium, and then, in the Actions section, select Edit Claim Rules.
The Edit Claim Rules for urn:componentspace:Meridium window appears. Select Issuance

Transform Rules tab.
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Issuance Transform Rules | lssuance Authorization Rules I Delegation Authorization

Rules |

The fallowing transform rules specify the claims that will be sent to the relying party.

Order  Rule Name lssued Claims

Add Rule. .. | | Edit Rule... | | Bemove Rule...

3. Select Add Rule.
The Add Transform Claim Rule Wizard window appears.
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Y Add Transform Claim Rule Wizard -

Select Rule Template

e Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Fule Type details about each claim rule template.
@ Configure Claim Rule Claim rule template:

Send LOAR Attributes as Claims W

Claim rule template description:

Using the Send LDAP Attribute as Claims rule template you can select attributes from an LDAF attribute
store such as Active Directony to send as claims to the relying party. Multiple attributes may be sent as
multiple claims from a single rule using this rule type. For example, you can use this rule template to create
a rule that will extract attribute values for authenticated users from the displayName and telephone Mumber
Active Directory attributes and then send those values as two different outgoing claims. This nule may also
be used to send all of the user's group memberships. i you want to only send individual group
memberships. use the Send Group Membership as a Claim rule template.

<Previous || Nea> || Cancel |

4. Inthe Claim rule template drop-down list box, select Send LDAP Attributes as Claims, and then
select Next.
The Configure Rule page appears.
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Configure Rule

e You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from
@ Choose Rule Type which to extract LDAP attributes. Specify how the attributes will map to the outgeing claim types that will be
issued from the rule.

@ Configure Claim Rule
Claim rule name:

Rule template: Send LDAFP Attrbutes as Claims

Atribite store:

|Select an attribute store...

Mapping of LDAP attributes to outgoing claim types:

:5§r2£?bme e DR QOutgoing Claim Type (Select or type to add mare)

In the Claim rule name box, enter Meridium Claims, and then, in the Attribute store drop-down list

box, select Active Directory.

Perform the following steps:

+ Inthe first drop-down list box in the LDAP Attribute column, select User-Principal-Name, and
then, in the corresponding Outgoing Claim Type drop-down list box, select Name ID.

+ Inthe second drop-down list box in the LDAP Attribute column, select E-mail-Addresses, and
then, in the corresponding Outgoing Claim Type drop-down list box, select E-Mail Address.

The Configure Rule page is populated with the selected values.
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Configure Rule

Steps
@ Choose Rule Type
@ Configure Claim Rule

7. Select Finish.

You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from
which to estract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be

issued from the rule.

Claim rule name:

| Meridium Claims

Rule template: Send LDAFP Attrbutes as Claims

Attribute store:

|Ac:ti\re Directony

Mapping of LDAFP attributes to outgoing claim types:

LDAFP Attribute (Select or type to

add more)

QOutgoing Claim Type (Select or type to add mare)

User-Principal-Mame

Mame 1D

E-Mail-Addresses

[ [E-Mail Address

The Edit Claim Rules for urn:componentspace:Meridium window appears.
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lssuance Transform Rules | lssuance Authorization Rules | Delegation Authorization Rules |

The fallowing transform rules specify the claims that will be sent to the relying party.

Order  Rule Name lssued Claims
Meridium Claims E-Mail Address Given Na...

8. Select OK.
The claim rule is added to the Edit Claim Rules for urn:componentspace:Meridium window.

Next Steps
+ Add Certificates on page 26

Add Certificates

26

About This Task

To add certificates, you must perform the following tasks:

Procedure

1. Install the Service Provider certificate (sp.pfx) on page 27
2. Export the Public Key Certificate on page 31
3. Copy the Certificate to Active Directory on page 38
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4. Install the Token Signing idp.cer Certificate on the Application Server on page 40

Install the Service Provider certificate (sp.pfx)

Procedure

1. Navigate to C:\Program Files\Meridium\ApplicationServer\api, where the service provider certificate
file (sp.pfx) is located.

Note: GE Vernova provides the service provider certificate file (sp.pfx). pfx is personal information
exchange.

2. Right-click sp, and then select Install PFX.
The Certificate Import Wizard appears.

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
() Current User

(®) Local Machine

To continue, dick Next.

3. Select Local Machine, and then select Next.
The User Account Control window appears.
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I Program name:  Windows host process (Rundll32)

Verified publisher. Microsoft Windows

(™) Show details

Change when these notifications appear

4. Select Yes.
The Certificate Import Wizard appears, and the File Name box displays the file path where the
certificate is located.

File to Import
Specify the file you want to import.

— o EEEENES g g
icationServer\api\sp.pH | Browse... I

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (\PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store (.55T)

5. Select Next.
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& ¥ Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

password|
|| Display Password

Import options:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

DMarkhEke*;asexpurtahle.Tﬁswialmyuutnba:kmur transport your
keys at a later time.

Protect private key using virtualized-based security(Non-exportable)

] Indude all extended properties.

MNext Cancel

6. Enter a password password, and then select Next.
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Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

(® Automatically select the certificate store based on the type of certificate
() Place all certificates in the following store

ertificate store:

|_. | Browse. ..

7. Select Automatically select the certificate store based on the type of certificate.
The Completing the Certificate Import Wizard appears.
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Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedified the following settings:

(8= gl et et - aiad  Automatically determined by the wizard
PFX
C:'\Program Files \Meridium\ApplicationServer\apilsp.pfx

8. Select Finish.

Next Steps
+ Export the Public Key Certificate on page 31

Export the Public Key Certificate

Procedure

1. Access Microsoft Management Console.

2. In the main navigation bar, select File, then select Add/Remove Snap-in, and then select
Certificates.
The Add or Remove Snap-ins window appears.
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You can select snap-ins for this console from those available on your computer and configure the selected set

snap-ins, you can configure which extensions are enabled.

Available snap-ins:

Snap-n
=" ActiveX Control

Certificates

Vendor

Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...

. Microsoft Cor...

Microsoft Cor...
Microsoft and...
Microsoft Cor...
Microsoft Cor...

. Microsoft Cor...

Microsoft Cor...
Microsoft Cor...

Microsoft Cor...

Microsoft Cor...

Selected snap-ins:

W.Fﬂ'

[ Console Root

Edit Extensions...

Remove

Maove Up

Maove Down

3. Select Add.
The Certificates snap-in window appears.

This snap-in will always manage certificates for:
() My user account

() Service account

(® Computer account
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4. Select the Computer account option, and then select Next.
The Select Computer window appears.

Select the computer you want this shap-in to manage.
This snap-in will always manage:
(®) Local computer: [the computer this console is running on)

() Another computer: | | | Browse...

[ ] Allow the selected computer to be changed when launching from the command line. This
only applies if you save the console.

5. Select the Local computer option, and then select Finish.
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You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For

extensible snap-ins, you can configure which extensions are enabled.

Available snap-ns: Selected snap-ins:

Snap-in Vendor [ ] Console Root

=1 ActiveX Control Microsoft Cor... i) Certificates (Local Computer)

[T authorization Manager Microsoft Cor...

¥ Certificates Microsoft Cor...

. Component Services  Microsoft Cor... Move Up

& computer Managem... Microsoft Cor...

HDevice Manager Microsoft Cor... : Mave Down

L= Disk Management Microsoft and...

{2 Event Viewer Microsoft Cor...

| Folder Microsoft Cor...

|=[ Group Policy Object ... Microsoft Cor...
Internet Informatio... Microsoft Cor...

gzntunetrnfmmﬁu... Microsoft Cor...

&, IP Security Monitor  Microsoft Cor.., |
8, 1p Securitv Policv M...  Microsoft Cor... ¥

6. Inthe Add or Remove Snap-ins window, select OK.
The certificate appears in the Personal > Certificates folder of the Certificates (Local Computer)
folder.

7. Select Certificates (Local Computer), then select Personal, and then select Certificates.

@ File Action View Favorites Window Help [=]&]x]

e nm & X ?
[] Console Root Issued To = Issued By Expiration Date  Intended Purposes  Friendly Name
4 [l Certificates (Local Computer) Z5]BLRQAVM23.meridium.com BLRQAVMZ3.meridium.com 09-05-2019 Server Authenticati... ssotest
4 [ Personal Tllocalhost localhost 26-08-2021 Server Authenticati... IS Express Develop... 8
[ Certificates Zllocalhost localhost 19-05-2020 Server Authenticati... IS Express Develop... MorcAchons:
b [ Trusted Root Certification || 7.Jwisvc-WIN-ARLOSPKINBQ  WMSvc-WIN-ARLOSPKINBQ 17-04-2026 Server Authenticati.. <None>

b [] Enterprise Trust

www.sp.com CN=www.sp.com

b [ Intermediate Certification More Actions b
b [ Trusted Publishers

b [7] Untrusted Certificates

b [] Third-Party Root Certificat|
b [ Trusted People

b [ Client Authentication Issuy
b [ Remote Desktop

b [ Certificate Enroliment Req
b [] Smart Card Trusted Roots
b [ Trusted Devices

b [5] Web Hosting

< " >l <] m >

8. Right-click the certificate that you have installed, select All Tasks, and then select Export.
The Certificate Export Wizard appears.
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Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Next,

9. Select Next.
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Export Private Key
‘fau can choose to expart the private key with the certificate.

Private kevs are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

() Yes, export the private key

(®) No, do not export the private key

MNote: The associated private key is marked as not exportable, Only the certificate
can be exported,

10.Select the No, do not export the private key option, and then select Next.
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Export File Format
Certificates can be exported in a variety of file formats.

Select the Format you want to use:
(®) DER encoded binary X.509 {.CER)
() Base-64 encoded ¥.509 {.CER)
() Cryptographic Message Svntax Standard - PKCS #7 Certificates (. P7E)

[ Include all certificates in the certification path if possible

() Personal Information Exchange - PKCS #12 {.PFX)
[ JInclude all certificates in the certification path if possible

[ |Delete the private key if the expart is successful
[ |Export all extended properties

() Microsoft Serialized Certificate Store (.SST)

11.Select DER encoded binary X.509 (.CER), and then select Next.
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File to Export
Specify the name of the file you want to export

File name:

Next _| | Cancel

12.Select Browse, and then navigate to the location to which you want to export the certificate.

13.1n the File name box, enter the same name that was mentioned while installing the certificate, and
then, in the Save as type drop-down list box, select DER Encoded Binary X.509 (.cer).

14.Select Next, and then select Finish.

15.Copy the exported certificate to Active Directory and install it. Please refer to section Install the Token
Signing idp.cer Certificate on the Application Server on page 40, steps 5 - 8 for detailed process of
installing the certificate.

Next Steps
+ Copy the Certificate to Active Directory on page 38

Copy the Certificate to Active Directory

Procedure

1. Access Control Panel, then select System and Security, and then select Administrative Tools.

2. Select AD FS Management.
The AD FS window appears.
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g File Action Window  Help ‘= x

sz
Swn I (
Device Registration Service Yes WS-T... umms-drsbimgntad abc.com ;
i i Add Relying Party Trust...

] CIau}ns Provider Trusts e o eaon Mo dd Relying Party Trust.

[ Relying Party Trusts um-componenispace:Meridiumsso Yes WS-T... um:componenispace:Meridiumsso Add Non-Claims-Aware R...

[Z] Attribute Stores um-componentspace Merdumssocr Yes WS-T... um:componentspace:Meridumssocr o .
b (] Authentication Policies

New Window from Here
@ Refresh
Help

Update from Federation ...
Edit Claim Rules...
Disable
Properties
K Delete

Help

Opens a new window rooted at this node.

3. Expand Trust Relationships, and then select Relying Party Trusts.

4. Select urn:componentspace:Meridium, and then, in the Actions section, select Properties.
The urn:componentspace:Meridium Properties window appears.

Organization | Endpoints | Proxy Endpoints | Notes | Advanced
Monitoring | Identifiers | Encryption | Signature | Accepted Claims
Specify the signature verfication certificates for requests from this relying
party.

Subject Issuer Effective Date Expiratic

5. Select the Signature tab, and then select Add.
6. Navigate to the location in which you have saved the certificate, and then select the file.
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Select Yes to ignore the warning about certificate key length.
Select the Advanced tab.

In the Secure hash algorithm drop-down list box, based on the policy of your organization, select
SHA-1 or SHA-256.

urn:componentspace:Meridium Properties -

L Monitoring | |dentifiers | Encryption | Signature I Accepted Claims |
| Organization | Endpaints [ Proxy Endpoints I Notes Advanced

Specify the secure hash algorithm to use for this relying party trust.

Secure hash algorithm: | SHAA v

OK Cancel

10.Select Apply, and then select OK.

Next Steps

Install the Token Signing idp.cer Certificate on the Application Server on page 40

Install the Token Signing idp.cer Certificate on the Application Server

Procedure

1.

DA A

Access the Active Directory.

Export the token signing certificate and save the certificate.
Select Finish.

Copy the certificate to the api folder of the application server.

Right-click the file, and then select Install Certificate.
The Certificate Import wizard appears.
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Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept,

Store Location
() Current User

(®) Local Machine

To continue, dick Next.

6. Select Local Machine, and then select Next.
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Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

(® Automatically select the certificate store based on the type of certificate

() Place all certificates in the following store

Certificate store;

| - | Browse. ..

7. Select Automatically select the certificate store based on the type of certificate.
8. Select Next, and then select Finish.

Federation Service Identifier from ADFS
To get Federation Service Identifier from ADFS.

Procedure

1. Open AD FS management console.

2. Select AD FS from left navigation and select ‘Edit Federation Service Properties’ from Actions pane on
the right.

3. On the Federation Service Properties dialog window, you can find the Federation Service identifier
value.

4. Navigateto C:\Program Files\Meridium\ApplicationServer\api folderand open
saml.json file in a text editor. Update the PartnerIdentityProviderConfigurations Name
value with the Federation Service Identifier.
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Next Steps
+ About Enabling APM SSO on page 45
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Chapter

Enable SSO

Topics:

44

About Enabling APM SSO
About Host Names

Enable SSO On Site
Authentication Using Active
Directory

Enable SSO Off-Site
Authentication Using APM
Server Setup
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About Enabling APM SSO

To enable APM SSO, perform one of the following tasks:

+ Enable SSO On Site Authentication Using Active Directory on page 45
+ Enable SSO Off-Site Authentication Using APM Server Setup on page 45

About Host Names

Using the Host Names feature, you can:

+ Enable Single Sign-On (SSO) off-site authentication and SSO on-site authentication.
+ Filter Data Sources to access the related APM database.
+ Create a unique URL to access APM.

When you use a URL to access APM, you can access the data sources that are mapped to the host name.
For example, if two data sources (data_sourcel and data_source?2) are associated with a APM server, you
can create two different URLs (https://data_sourcel/meridium/index.html and https://data_source2/
meridium/index.html) using the host names that are mapped to the data sources. If you log in to APM with
https://data_sourcel/meridium/index.html or https://data_source2/meridium/index.html, you can access
data_sourcel or data_source?2, respectively.

In the Host Names page, you can add multiple host names. However, only the host name of the URL with
which you have logged in to APM is listed.

Enable SSO On Site Authentication Using Active Directory

Procedure

1. Run the LDAP Synchronization Process Manually or Schedule a LDAP Synchronization Process .
2. Logout of APM.

3. Loginto APM with the Windows user name and password.
You are logged in.

Results
« SSO On-Site Authentication is enabled.

Next Steps
« Configure APM Server on page 49

Enable SSO Off-Site Authentication Using APM Server Setup

About This Task

Note: The settings shown below may vary depending on your system.
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Procedure

1. Inthe module navigation menu, select Admin > Operations Manager > Host Names.
The Host Names page appears.

Host Names [

2. Inthe left pane, select +
The workspace for a new host name appears, displaying default values.

A\ o
{ol 2 S HostNames
=
Host Names
I mGR. . rov . e . wOm
Name
I i L] i v o

IDP URL

Enter PartnerldentityProviderConfigurations -> Name value from sam|json

S50Enabled [

Changing these values could cause SSO to stop working. Please update with caution.

3. Inthe Name box, replace the default text with the APM Server's fully qualified hostname.

Note: This value must match with the server name in the URL used to navigate to APM in the browser.
i.e. https://<Server Name>/Meridium.

4. Inthe IDP URL box, enter the PartnerIdentityProviderConfigurations Name value that
was configured on the C:\Program Files\Meridium\ApplicationServer\api \saml.json file.
5. Select the SSO Enabled check box.

6. Select B
The host name is saved.

7. Logout of APM.
8. Onthe APM Server, in the APM program files, navigate to the folder . . \ApplicationServer\api.

Note:

+ Ifyouinstalled the software in the default location, the folder location willbe C:\Program
Files\Meridium\ApplicationServer\api.

+ The settings in saml,json must be configured to match the environment to which you are
connecting. For example, the URL listed in SingleSignOnServiceUrl should point to the URL
where you want to authorize the users.

9. Modify the assertion and response signing settings to match the signing settings that are specified on
the IDP, and then save and close the file.

10.Reset IIS.
IS is reset.

11.Access APM via a web browser.
The user is logged in, and SSO off-site authentication is enabled.
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Next Steps
+ Configure APM Server on page 49
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Chapter

a4

Configure APM Server

Topics:

Configure APM Server
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Configure APM Server

Before You Begin

+ Ensure that the APM Server is installed and the server is configured to use SSL.
+ Ensure that you can access the APM application in a web browser using HTTPS protocol.
+ Ensure that the GE Vernova data source is configured and you can log in with administrative privileges.

Procedure

1. Using a web browser, log in to APM as an Administrator.

2. Inthe module navigation menu, select Admin, then select Operations Manager, and then select
Data Sources.
The Data Sources page appears.

V4030100_BASE_QA_LAST

Data Source ID Database Server

V4030100_BASE_QA_LAST BLRDEVDBO1\SQL2012

Data Source Description Database Name.

V4030100_BASE_QA_LAST V4030100_BASE_QA_LAST

Data Source Host Database Allias

Database Type Oracle Host

SQL Server v

Database User Name Oracle Port

V4030100_BASE_QA_LAST

Passward Oracle Service

Preload Cache

Datasource Offline

3. Inthe Data Source Host box, enter the name of the APM server, and then select Save.
4. Enable LDAP Integration, configure Domain Record, and then schedule and run LDAP synchronization.

Note: For more information on how to enable LDAP Integration, configure a Domain Record, and
schedule LDAP synchronization, refer to the Lightweight Directory Access Protocol documentation.

The users from Active Directory are now imported to APM and are assigned the appropriate Security
Roles and Groups.

Stop IIS, the Redis service, and all Meridium Windows services.

Navigateto C:\Program Files\Meridium\ApplicationServer\api

Using a json or text editor, access the file saml . json.

O N o wv

Add a new configuration to <PartnerIdentityProviderConfigurations> json array or
update the existing configuration by setting the following attributes:

+ Name: As described in sections Configure Azure Active Directory as the Identity Provider (IDP) on
page 4 and About Configuring Identity Provider (IDP) on Active Directory on page 9.

+  WantSAMLResponseSigned: false
+ WantAssertionSigned: true

« WantAssertionEncrypted: false

+ UseEmbeddedCertificate: false
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+ SingleSignOnServiceUrl: In the case of ADFS, it is of the form: {https version of Federation Service
identifier} + “/adfs/Is”. For example, https://myadfsserver/adfs/Is. This information must be
obtained from the ADFS team. In the case of Azure AD, please refer to section Configure Azure
Active Directory as the Identity Provider (IDP) on page 4.

Note:
For SHA-256, you must add the following two attributes to the sam1 . json file:

o "DigestAlgorithm":"http://www.w3.0rg/2001/04/xmlenc#sha256"
o "SignatureAlgorithm""http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"

The following example shows the configured saml . json file:

{
"SAML": |
"Sschema": "https://www.componentspace.com/schemas/saml-
config-schema-v1.0.json",
"Configurations": [
{
"LocalServiceProviderConfiguration”: {
"Name": "urn:componentspace:Meridium",
"AssertionConsumerServiceUrl": "~/core/security/
ssologinauth",

"LocalCertificates": [
{
"FileName": "sp.pfx",
"Password": "password"
}
]
by
"PartnerIdentityProviderConfigurations": [
{
"Name": "http://fs.xyz.com/adfs/services/
trust",
"Description": "ADFS",
"SignAuthnRequest": true,
"WantSamlResponseSigned": false,
"UseEmbeddedCertificate": true,
"WantAssertionEncrypted": false,
"WantAssertionSigned": true,
"SingleSignOnServiceUrl": "https://
fs.xyz.com/adfs/ls/idpinitiatedsignon.aspx",
"PartnerCertificates": [
{
"FileName": "idp.cer"

}

}

9. Save and close the file sam1 . json.
10.Start IS, the Redis service, and all Meridium Windows Services.
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https://myadfsserver/adfs/ls

Chapter

Troubleshooting

Topics:

Troubleshooting Scenarios
+  Frequently Asked Questions
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Troubleshooting Scenarios

Troubleshooting Scenarios

The following topics can help you troubleshoot issues that you may have with the SSO module:

+ Enable ComponentSpace SAML trace on page 52
Enable ComponentSpace SAML trace

Description

Enable ComponentSpace SAML trace for troubleshooting SSO issues

Cause

None

Solution
Perform the following steps:

1. NavigatetoC:\Program Files\Meridium\ApplicationServer\api

2. AccessNlog.config

3. Inthe <Targets> section, add the following line of code: <target xsi:type="File"
name="spFile" fileName="c:\ProgramData\Meridium\Logs\sp.log" layout="$
{liteLayout}" />

4. Inthe <Rules> section, add the following line of code: <logger name="ComponentSpace.*"
minlevel="Debug" writeTo="spFile" />

As shown below:
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<?xml version="1.0" encoding="ytf-8" 2>

<nlog zmlns="http://www.nlog-project.org/schemas/NLog..
xmlns:xsi="http://www.w3.0rg/2001/XMIL.Schema-inst
autoReload="true"
internallLogLevel="Warn"

1

2

3

4

5

e O internallogFile="internal-pleog.txt">

7

8 <!—— import extensions and liteLayout ——>

S <include file="nleg.Shared.gonfig" />

10

11 <!-— the targets to write to ——>

12 B <targets>

13 <!—-— write logs to file ——>

14 <target xsi:type="File" name="allfile" fileNams=="g
15 <target name="scheduler" type="File" fileName="ea:\
16 <target xsi:type="File" name="mechanicallntegrity"

/>

17 <target xsi:type="File" name="dlFramework" fileNzam
18 <!-— write to the void aka just remove ——>

19 <target xs3i:type="Null" name="blackhole" />
20 <target xsi:type="File" name="spFile" fileName="¢:
21 + </targets>
22
23 <!—-— rules to map from logger name to target —-—->
24 H <rules>
25 <!——Skip Microsoft logs and so log only own logs——
26 <logger name="Microsoft.*" minlevel="Trace" writeT
27 <!——Skip Quartz logs till Info and sc log only own
28 <logger name="Quartz.*" minlevel="Info" maxlevel="
29 <logger name="Mexridium.Core.Scheduling.*" minlevel:
30 <logger name="Mexridium.Mechanicallntegrity.*" minl
31 <logger name="Meridium.Api.Connect.*" minlevel="In
32 <logger name="Mexidium.Integration.*" minlevel="In
33 <logger name="ComponentSpace.*" minlevel="Debug" w
34 <logger name="*" minlevel="Info" writeTo="allfile"
35 | </rules>

36 L</nlog>

b B |

The ComponentSpace SAML trace is enabled.
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IS reset and Redis restart are not required after this change. You must refresh the browser and complete
the SSO workflow. This will create a file, sp.loginthe C: \ProgrambData\Meridium\Logs folder
and write the SAML trace to it.

Note: It is recommended to disable the SAML trace after the troubleshooting is complete as it may
impact performance of the production system.

Frequently Asked Questions

FAQs for SSO

Is Azure AD supported as an Identity Provider in APM?

Yes, Azure AD for SAML SSO can be configured in APM. For more information, refer to Configure Azure
Active Directory as the Identity Provider (IDP) on page 4.

How to enable ComponentSpace SAML trace?

You can enable ComponentSpace SAML trace to generate logs for troubleshooting. For more information,
refer to Enable ComponentSpace SAML trace on page 52.
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