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The Basic APM System Architecture

In its most basic implementation, the APM system consists of the machines shown in the following image.
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The following are critical elements of the APM system:

+ The APM Server

+ APM Database Server

+ Redis Server

+ ElasticSearch Server

+ ActiveMQ Server

» SQL Server Report Server
+  Web Browser

+ Mobile Device

The APM Server

A computer on which the APM Server software is installed. The APM Server machine contains Internet
Information Services (IIS), which serves as the host for communication between the various systems. The
APM Server:

+ Contains and executes the APM business objects implemented using the .NET transaction
management framework.

+ Receives requests from a client, processes those requests, connects to the database to retrieve
information, and returns that information to the client.

» Executes and enforces the business logic and business rules.

+ Processes data.

+ Performs calculations.

Your APM system could include multiple APM Server instances.

« APM Server machines that will receive and process requests from users are referred to as dedicated
APM Servers. You can have one or more dedicated APM Servers in your implementation. The number
of dedicated APM Servers that you need will depend upon the number of users you have.

« APM Server instances that exist to support other APM components are referred to as supporting APM
Servers. We recommend that you install a supporting instance of the APM Server on every APM Server
machine.



Consult the documentation on Redis for information about its incorporation into server configurations.

APM Database Server

The computer on which the database software (Oracle or SQL Server) and the physical APM databases or
schemas reside. Your Database Server may contain multiple APM databases or schemas (e.g., a test
database and a production database). The APM Database Server answers requests for data from APM
Servers. The APM database or schema contains the metadata (information about Entity families, fields,
System Codes, etc.) and the tables containing actual data. The APM system allows for a single, central
database. This approach enables cross-site and cumulative analyses.

SQL Server Report Server

The computer on which the SQL Server Reporting Services is installed. The SQL Server Report Server
stores SQL Server reports. Reports can be developed via APM, and when they are saved to the APM
Catalog, they will be simultaneously uploaded to the SQL Server Report Server. After they exist on the SQL
Server Report Server, they can be easily viewed by other APM users.

In addition to the custom reports that can be created using SQL Server Reporting Services, the APM
database contains baseline SQL Server Reporting Services reports.

Note that, while the SQL Server Report Server is part of the basic APM architecture, it is not considered a
APM Server. Therefore, you are not required to install a supporting instance of the APM Server on the SQL
Server Report Server machine. You will, however, need to install the APM Adapter for SSRS on this
machine.
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APM First-time Deployment

Deploy APM for the First Time

The following table outlines the steps that you must complete to deploy and configure APM for the first
time. After you have completed these steps, you will need to perform additional steps to configure the

modules that you have purchased.

These tasks may be completed by multiple people in your organization. We recommend, however, that the
tasks be completed in the order in which they are listed. All steps are required unless otherwise noted.

Step

1

10

11

12

13

14

Task

Ensure that your system meets the
hardware and software requirements for
the basic APM system architecture.

Review how the operating systems are
configured in the APM testing
environment.

Configure APM Server roles and features.

Install the APM Server and add-ons
software on each computer that will
serve as a APM Server.

Install Redis on the GE Vernova Redis
server (Linux server).

Install Elasticsearch on a dedicated
server.

Install ActiveMQ on a dedicated server.

Deploy the APM Database Server, which
includes creating and configuring your
APM database.

Create an Initial Data Source on page 33

Deploy the APM SQL Server Report
Server.

Configure APM to use SQL Server Report
Server.

Create security user records for
individuals who will need to log in to APM
applications.

Activate Licensed Modules and Products
on page 45

Deploy translations.

Notes

This step is required.

This step is required.

This step is required. It is recommended
that you configure your system to match
the configuration used in the APM testing
environment.

This step is required.

This step is required.

This step is required. You must install
Elasticsearch on a server in your
environment.

This step is required. You must install
ActiveMQ on a server in your
environment.

This step is required.

This step is required.

This step is required.

This step is required.

This step is required.

This step is required.

This step is required only if you want to
use non-English translations in APM.



Step

15

16

17

18

19

Task

Configure the APM server to execute all
the scheduled jobs.

Install the APM mobile application on
your mobile device based on one of the
following operating systems:
«  Android

i0S

Windows

Enable single sign-on for an-site or off-
site authentication.

Configure IIS on page 48

Deploy Modules for the First Time on
page 48

Notes

This step is required only if you have
deployed the APMin a clustered
environment and you want to run all the
scheduled jobs on the server.

This step is required only if you want to
install the APM mobile application on
mobile devices.

This step is required only if you are
enabling single sign-on.

This step is required only if you want to
redirect HTTP client requests to
Meridium.

This step is required.

Operating System Configuration in APM Testing Environment

About the Operating System in the APM Test Environment

The APM test environment uses the 64-bit version of Windows Server 2016 for all instances of the APM
Server (both dedicated and supporting). The operating system is not distributed by APM and must be
obtained from another vendor. Providing instructions on installing the operating system exceeds the
scope of this documentation, but this documentation provides guidelines on how to configure the
operating system in the APM test environment. We recommend that you configure your system to match
the configuration used in the APM test environment.

To configure your system to match the APM test environment, on the computer that will function as the
APM Server, configure APM Server roles and features.

Note: WebDAV must be disabled prior to installing the APM Server and Add-ons software.

What To Do Next

+ About Server Roles and Features on page 6

APM Server Roles and Features

About Server Roles and Features

The following server roles and features are installed in all instances of the APM Server in the APM test
environment for Windows Server 2016.

Tip: Roles and features can be installed via the Add Roles and Features Wizard on a Windows Server.
To install roles and features, in Server Manager, in the Manage menu, select Add Roles and Features to
access the wizard. Select Role-based or feature-based installation, select the APM Server from the
Server Pool, and then select Next >.



Server Roles

In the Server Roles section:
«  Web Server (lIS)
o Web Server

o

Common HTTP Features

o

o

o

o

o

o

Default Document

Directory Browsing

HTTP Errors

Static Content

HTTP Redirection

WebDAV Publishing (clear the WebDAV Publishing check box)

Health and Diagnostics

o

o

o

o

o

o

HTTP Logging

Custom Logging (clear the Custom Logging check box)
Logging Tools

ODBC Logging

Request Monitor

Tracing

Performance

o

o

Static Content Compression
Dynamic Content Compression

Security

o

o

o

o

o

Request Filtering

Basic Authentication

Centralized SSL Certificate Support (clear the Centralized SSL Certificate Support check
box)

Client Certificate Mapping Authentication

Digest Authentication

IS Client Certificate Mapping Authentication

IP and Domain Restrictions

URL Authorization

Windows Authentication

Application Development

[

o

o

.NET Extensibility 3.5 (clear the .NET Extensibility 3.5 check box)
.NET Extensibility 4.6

Application Initialization

ASP

ASP .NET 3.5 (clear the ASP .NET 3.5 check box)

ASP.NET 4.6

CGl (clear the CGI check box)

ISAPI Extensions

ISAPI Filters

Server Side Includes (clear the Server Side Includes check box)
WebSocket Protocol



o Management Tools

o 1IS Management Console
o 1IS 6 Management Compatibility
o [IS Management Scripts and Tools

Features

In the Features section:
« .NET Framework 4.6 Features

Note: All the .NET Framework features are required.

« Remote Server Administration Tools (As needed, select or clear the check boxes next to the Remote
Server Administration Tools)

«  Windows Internal Database

+  Windows PowerShell (clear the Windows PowerShell 2.0 Engine, Windows PowerShell Desired
State Configuration Service, and Windows PowerShell Web Access check boxes)

o Windows PowerShell 5.1
o Windows PowerShell ISE
«  Windows Process Activation Service (clear the .NET Environment 3.5 check box)

o Process Model
o Configuration APIs
- WoW&64 Support

What To Do Next
+ Install the APM Server Software and Add-ons on page 8

APM Server First-time Installation
Install the APM Server Software and Add-ons

Before You Begin

+ Ensure that your computer meets the hardware and software requirements for the APM Server.

« Ensure that you are an administrator with full access to the computer that will serve as the APM
Server.

« Ensure that the WebDAV Publishing service is deactivated.

Important: Before installing the APM Server and Add-ons via lIS Manager, the WebDAV Publishing
service needs to be deactivated. To verify that it is deactivated, in the Server Manager, in the Roles
and Features section of the Local Server workspace, ensure that WebDAV Publishing is not
available in the list.

Note:

« Before the installation begins, the installer resets IIS.

+ If you want to run the APM Server and Add-ons installer in silent mode from the command line, you
must ensure that Microsoft .NET Framework 4.7.2 is installed on the APM Server. If it is not installed,
an error will occur during installation. You can download this program from the official Microsoft
website.



« Ifthe APM Server and Add-ons installer is run according to the procedure in this topic, and if
Microsoft .NET Framework 4.7.2 has not yet been installed on the APM Server, it will be installed
automatically during the installation.

Procedure

1. Onthe APM Server, access the APM distribution package, and then go to the folder Setup
\Meridium APM Server and Add-ons.
2. Openthefile setup.exe.

A message appears, asking if you want to allow the installer to make changes to your computer.

Important: If the required software are not installed, a window appears, displaying a list of missing
software that you must install. Select Install. The installer installs the software, and then the server is
restarted.

3. Select Yes.
The Meridium APM Server and Add-ons installer page appears.
Meridium APM Server and Add-ons - InstallShield Wizard s

Welcome to the InstallShield Wizard for
Meridium APM Server and Add-ons

The InstallShield Wizard will install Mendium APM Server
and Add-ons on your computer. To continue, click MNest.

< Back Cancel

Note: If a list of required programs appears in the installer, select Install. The installer will install the
programs, and then the server will restart.

4. Select Next.

The License Agreement page appears.
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Meridium APM Server and Add-ons - InstaliShield Wizard

License Agreement
Please read the following license agreement carefully.

END-USER LICENSE AGREEMENT FOR MERIDIUM SOFTWARE ~
IMPORTANT - READ CAREFULLY

This program contains material that is proprietary and confidential to Meridium, Inc. and is
protected by copyright law and international treaties. Use of this program is limited and
resticted by the terms of a license agreement with Mendium, Inc. This program may not be
copied or distributed except as specifically permitted in the license agreement. Any
unauthorized use, repraduction or distribution of this program can result in severe civil or
criminal penalties and will be prosecuted to the maximum extent possible. “Y'ou may not

alter, remove or destroy any copynght notice or confidential, propretary, secret or other
similar legends placed on or with Meridium products. v

(®) | accept the terms of the license agreement Print
()1 do not accept the terms of the license agreement

InstallSheld

T e

5. Read the license agreement, and if you agree to the terms, select | accept the terms of the license

agreement, and then select Next.
The Select Installation Location page appears.

Meridium APM Server and Add-ons - InstaliShield Wizard

Select Installation Location

[ Install Meridium APM Server and Add-ons to:
C:\Program Files\Meridium Change. ..

T




Note: By default, the Meridium APM Server and Add-ons software will be saved to C: \Program
Files\Meridium. If you want to change the location, select Change, and then go to the location
where you want to install the software.

. Select Next.
The Select the features you want to install page appears.
Meridium APM Server and Add-ons - InstallShield Wizard X
Select the features you want to install il
T rcum AFM Appicaton Servl e
Help Installs the APM Application

Server including

OT Connect Conductor Service UboradeT ocké,

.5 B6 GB of space required on the C drive
88.23 GB of space available on the C drive

< Back Cancel

Important: You can specify which features you want to install on the APM Server. This procedure
assumes that you want to deploy only the APM Server software and Help files.

Note: Deploying the help files will create a locally stored copy of the files on your APM Server. By
default, APM is configured to point to this copy when Help is accessed; however, the setting is
configurable.

Ensure that the Meridium APM Application Server and Help check boxes are selected.

. Select Next.

Important: If the minimum hardware and software requirements for installing APM are not met, the
Meridium Installer page appears, displaying a list of missing software. As needed, install the
software, and then select Next.

The Select ZIP File Location page appears.

11
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Meridium APM Server and Add-ons - InstaliShield Wizard
Select ZIP File Location

Select the folder where the ZIP file will be installed.

This ZIP file will be used by the Mendium Database Utilities. Select the folder where this file will
be installed. The content of the file will be extracted automatically by the database utilities to
the same location in which it was installed. The size of the extracted file content will vary
depending upon your current database version and can be between 300MB and 3GB.

Destination Folder
C:\Mendium\Dblpg Change...

InstallSheld

<Back |[ Net> |  Cancel

9. Change the default destination folder if needed, and then select Next.
The Websites page appears.

Meridium APM Server and Add-ons - InstaliShield Wizard X
Websiles \

List of websites on this machine.

Setup must create a virtual directory for Meridium. Select a website from the fallowing list for
Meridium's virtual directory,

Default \Web Site ~

nistallShield

< Back Next > . Cancel

10.If needed, change the website for the Meridium virtual directory, and then select Next.

The Complete the Installation page appears.



Meridium APM Server and Add-ons - InstaliShield Wizard

Complete the Installation

Click the Install button to continue.

If you want to review or change any of your installation settings, chck the Back button, Click
the Cancel button to exit the wizard.

¢Back [ Instal | | Cancel

11.Select Install.

The Setup Status page appears, displaying a progress bar. When the installation is complete, the
Installation is Complete page appears.

Meridium APM Server and Add-ons - InstaliShield Wizard

Installation is Complete

Meridium APM Server and Add-ons have been installed
successfully. Click the Finish button to close this window.

< Back Cancel

12.Select Finish.

13



Note: If prompted to restart your computer, select Yes, | want to restart my computer now, and
then select Finish.

The Meridium APM Server and Add-ons installer closes.

Next Steps
+ About Redis on page 18

Install, Repair, or Uninstall

Install, Repair, or Uninstall APM Server Components After the Initial Installation.

About This Task

If you need to install a APM component on a machine after the initial installation is complete, you can run
the APM Server and Add-ons installer in modify mode, which will allow you to make changes to the
current installation on that machine. Note that the same prerequisites are required when you run the
installer in modify mode. You can also run the installer in repair mode to update installed components, or
in remove mode to uninstall APM components.

Note: IIS will be reset automatically by the installer before the installation process begins.

Procedure

1. Onthe APM Server machine, via the Control Panel, access the Programs and Features window.
2. Inthe grid, select the Meridium APM Server and Add-on item, and then select Change.

The Meridium APM Server and Add-ons installer appears, displaying the Preparing Setup screen,
which contains a progress bar. After completion, the Welcome screen appears.

Meridium APM Server and Add-ons - InstallShield Wizard -

Welcome wuh

t odify, repair, or remowve the program. | -

wielzome to the Meridium AP Server and Add-onz Setup Maintenance program. This program
lets wou madify the current installation. Click one of the options below,

(®) Modify
Select new pragram features ta add or zelect currently installed features to
TEMOVE.

() Repair

ﬁ Reinstall all program features inztalled by the previous setup.

Remove all inztalled features.

< Back Meut > | | Cancel

14



The Welcome screen contains the following options:

+ Modify: Runs the installer in modify mode, which allows you to install additional components on
the machine or uninstall specific components. This option is selected by default.

+ Repair: Runs the installer in repair mode, which allows you to update the components that are
installed on the machine.

+ Remove: Runs the installer in remove mode, which uninstalls all the APM components that are
installed on the machine.

3. Select the necessary option, and then select Next.

If you selected the Modify option, then the Select the features you want to install screen appears.

Meridium APM Server and Add-ons - InstallShield Wizard -
Select the features you want to install ‘

‘M

Drescription
Installz the APKM Application
Server including
IJparadeT ools.
19.58 ME of zpace required on the C drive
B5726.67 ME of space available on the C diive
< Back ” Meut > | | Cancel

The components that are currently installed on the machine are selected in the tree. If you want to
remove one or more of these components, you can clear the check box beside each component that
you want to remove.

a. Select the check boxes beside the additional components that you want to install, and then select
Next.
A message appears, indicating that the installer is checking your machine for the required
prerequisites for the features that you want to install.

If one or more prerequisites are missing on the machine, the Meridium Installer screen will
appear, displaying a message that indicates which prerequisites still need to be installed on the
machine before you can install the feature that is dependent on those prerequisites. This message
also indicates what you can do to continue. If you see this screen, you should read the message in
detail, and either select Back to clear the selection whose prerequisites are missing, and then
continue through the installation without installing that component, or close the installer, install
the missing prerequisite, and then run the installer again later.

If all the prerequisites for the selected components are installed on the machine, then the
Websites screen appears.

15



Meridium APM Server and Add-ons - InstaliShield Wizard

Websites

List of websites on this machine.

Setup must create a virtual directory for Mendium. Select a website from the following list for
Mernidium's virtual directory,

Default \Web Site d

<o Coce

The Websites screen lets you specify where the installer will create a virtual directory for
Meridium. This website is configured in the IS Manager on the APM Server machine. The websites
list contains all the websites that are configured on the APM Server machine. The default website is
Default Web Site. Throughout this documentation, we assume that you have chosen to install APM
under the Default Web Site.

b. In the list of websites, select the website where you want the installer to create a virtual directory,
and then select Next.
The Setup Status screen appears, displaying a progress bar. After the server is configured, the
Maintenance Complete screen appears.

Meridium APM Server and Add-ons - InstallShield Wizard

Maintenance Complete

InstallShizld *izard has firished performing maintenance
operations on Meridium &PH Server and Addvor

c. Select Finish.
The Meridium APM Server and Add-ons installer closes.

-or-

If you selected the Repair option, the Setup Status screen appears, displaying a progress bar. After
the server is configured, the Maintenance Complete screen appears.



Meridium APM Server and Add-ons - InstallShield Wizard
Maintenance Complete
InstalShield Wizard has firished pestormi
operations on Meridium APM Server and
<Back Cancel

a. Select Finish.

Note: If prompted to restart your computer, accept the selection Yes, | want to restart my
computer now, and then select Finish.

The Meridium APM Server and Add-ons installer closes.
_or_

If you selected the Remove option, a message appears, asking if you want to remove the selected
application and all of its features.

Meridium APM Server and Add-ons - InstallShield Wizard -

Do you want to completely remove the selected application and all of its features?

Yes Ma

a. Select Yes.
The Setup Status screen appears, displaying a progress bar. After the application and all of its
features are removed, the Uninstall Complete screen appears.

17



‘Meridium APM Server and Add-ons - InstallShield Wizard

Uninztall Complete

Inztalls hield Wizard has finished uninztaling Merndium APk
Server and Add-ons.

< Back Cancel

b. Select Finish.
The Meridium APM Server and Add-ons installer closes.

Redis on Linux Installation

About Redis

18

Redis is a high-performance, NoSQL key-value database typically used for caching data to scale high-
traffic websites. It is an open source software component licensed under the Three Clause BSD License.
APM uses Redis for caching purposes and to ensure a consistent shared cache among the various servers
and services that make up a APM installation.

More Details

Redis provides a basic Pub-Sub messaging infrastructure that allows the server to notify subscribed
clients of changes or various events that occur on the server. APM uses this feature to notify servers/
services when cached data has changed, caches expire, or caches are removed.

The APM Servers are set up using one of the following configurations:

« Single server cache configuration
+ High availability configuration
If APM Servers are set up in a load-balanced configuration, you can configure Redis clusters for Automatic

Fail-Over monitoring. Redis uses a primary/replica topology with monitoring capabilities to provide high
availability.



Install Redis on the GE Vernova Redis Servers

Before You Begin

+ Make sure that you have sudo privileges on Linux.

About This Task

This topic describes how to install Redis on the Linux-based GE Vernova Redis servers.

Note: The last supported Redis version for Windows contains Common Vulnerabilities and Exposures
(CVE). Therefore, we recommend that you install Redis on a Linux server.

Procedure

1. Login to the GE Vernova Redis server.

2. Access the Terminal window, and then run the following commands:

a. sudo apt-get update

b. sudo apt-get install redis-server

Redis and its dependencies are downloaded and installed on the Redis server.

3. Navigate to the directory /etc/redis/redis.conf, and then access the redis.conf file.
Open the redis.conf file using a text editor (for example, Nano), and then modify the configuration
settings as described in the following table:

Configuration Option
notify-keyspace-events
bind

requirepass

masterauth

slaveof

slave-priority

Description
Specify EA against the configuration option.
Specify the IP address of the Redis server on which you installed Redis.

Specify the password for the Redis connections.

Note: You must set a complex password string that contains random
characters to ensure that the connections are secured. In a high-availability
configuration setup, you must use the same password for all the servers.

Specify the same password that you specified for the requirepass
configuration option.
Note: In a high-availability configuration setup, the password is used to

authenticate the Redis nodes with the primary Redis server, and then the nodes
and the primary Redis server are connected.

In a high-availability configuration setup, if the Redis server is defined as a
replica of the primary Redis server, replace the following placeholder text with
appropriate values:

+  <masterip>: Replace with the IP address of the primary Redis server.

«  <masterport>: Replace with the port (that is, 6379) of the primary Redis
server.

Specify the priority as 1 for the replica server.

Note: The priority is specified as 100 by default. If there are multiple replica
servers, specify the priorities for all the replica servers in an incremental order.
For example, configure the first server and specify the priority as 1, then specify
the priority for the second server as 2, and so on.

19



Note: For more information on the configuration options available in the redis. conf file, refer to
the Redis documentation.
5. Run the following command to restart Redis:

sudo systemctl restart redis

6. Run the following command to ensure that the Redis service is running on the Redis server:

systemctl status redis

About Configuring the Redis Server

Configure Server and Ports
By default, the Redis server runs on TCP Port 6379.

Port 6379 must be accessible between the Redis client and Redis server. Any firewalls between the
systems must be configured to support traffic over this port. The default port is changed in the conf file to
6379 by adjusting the port value.

Configure Secure Access

It is recommended to always use Redis in an environment in which the network and the Redis server are
secured.

You can secure the access to Redis by performing the following:
+ Setup the firewall on the Redis server to only allow connections from the APM servers.
Note: For more information, refer to the OT Connect System Architecture.

Note: If the network transmissions are across an unsecured/open network, it is recommended to use
third-party software (for example, Stunnel) to enable SSL communication between systems.

Standard Deployment Architecture

The following image illustrates the standard deployment architecture of the Redis system:

Database Server

20



Set Up the APM Server - Single Server Cache Configuration

About This Task

This task describes how to configure APM servers using single server cache configuration.

Procedure

1. Onthe APM Server machine, navigate to the folder C: \ProgramData\Meridium.
2. OpenthefileMeridiumAppSettings.xml inan application that you can use to modify XML script.

3. Setthe values for Host, Password, and Port. You can increase the values for SyncTimeout if you
are seeing Redis timeouts.

<!-- Connection settings for Redis, Timeouts in milliseconds -->
<add key="MessageBus:CacheOptions:Host" value="localhost"/>
<add key="MessageBus:CacheOptions:Port" value="6379"/>
<add key="MessageBus:CacheOptions:Password" value="my redis
password"/>
<add key="MessageBus:CacheOptions:SyncTimeout" value="25000"/>

Note: The password in the XML file can be encrypted by running
MeridiumCachePasswordUtility.exe fromacommand prompt, passingin
C:\ProgramData\Meridium\MeridiumAppSettings.xml asacommand line parameter.

Configure Redis - High Availability Configuration

About This Task

The following image illustrates how the Redis servers are connected in a high-availability configuration
setup using the primary/replica configuration:

Primary Redis
Sarvar

I |

] I

]

: a Replica |

! * Sawver |
Sentine e

| |

| Replita Server '

i @ e Sentine
|
1
|

OO
8 8
\
O

Sentinel: Automatic Fail-Over Monitoring and Configuration

About This Task

This setup will automatically replicate any data changes from the primary Redis server to the replica
server. Sentinel will then automatically detect a failure and reconfigure the replica server to be the
primary server in the event of failure.

Note: It is recommended that you configure Redis in a primary/replica setup with Sentinel. You must
perform the steps on each Redis and Sentinel server.

21



Procedure

1. Create the following service file for the Sentinel server:
/etc/systemd/system/sentinel.service
2. Open the service file using a text editor (for example, Nano), and then add the following text to the file:

[Unit]
Description=Sentinel for Redis
After=network.target

[Service]

LimitNOFILE=64000

User=redis

Group=redis

ExecStart=/usr/bin/redis-server /etc/redis/sentinel.conf --daemonize
no --sentinel

[Install]
WantedBy=multi-user.target

3. Save the service file.

4. Create the following Sentinel configuration file:
/etc/redis/sentinel.conf

5. Open the configuration file using a text editor (for example, Nano), and then add the following text to
the file:

sentinel monitor <primary-server-group-name> <primary-server IP>
6379 2

sentinel auth-pass <primary-server-group-name> <primary-server
password>

logfile /var/log/redis/sentinel-server.log

bind <server ip> 127.0.0.1

Important: If a password is configured in the /etc/redis/redis.conf file, add the following
configuration directive to /etc/redis/sentinel.conf:

masterauth <redis password>

6. Save the configuration file.
7. Run the following commands to make Redis the owner of the /etc/redis/sentinel.conf file:

a. sudo chown redis:redis /etc/redis/sentinel.conf

b. sudo chmod 600 /etc/redis/sentinel.conf
8. Run the following command to start Sentinel:

sudo systemctl start sentinel

Note: By default, the Sentinel server runs on TCP Port 6379. If you are connected to an unsecured
network, you must block the port from any external access. However, the port must be accessible from
all Sentinel and Redis servers.

9. Touse APM, Redis, and Sentinel in a High Availability Configuration:

a) Onthe APM Server machine, navigate to the folder C: \ProgrambData\Meridium.
b) Open the file MeridiumAppSettings.xml using a text editor (for example, Notepad).

c) As needed, modify the following values. Ensure that the Host is set as the main host, and any
additional hosts are listed as FailoverHost. For each additional host, repeat the



MessageBus:CacheOptions:FailoverHosts:0:Host key incrementing the final digit for
each host.

<!-- Connection settings for Redis, Timeouts in milliseconds -->

<add key="MessageBus:CacheOptions:Host" value="localhost"/>

<add key="MessageBus:CacheOptions:Port" value="6379"/>

<!--Uncomment to add failover redis nodes -->

<!-- <add
key="MessageBus:CacheOptions:FailoverHosts:0:Host"
value="localhost"/> -->

<!-- <add
key="MessageBus:CacheOptions:FailoverHosts:0:Port" value="6379"/>
-—>
<add key="MessageBus:CacheOptions:SyncTimeout"

value="25000"/>

d) For each APM Server in the high-availability configuration, repeat steps a through c.

Next Steps

 Install Elasticsearch on a Dedicated Server on page 23

Elasticsearch Installation
Install Elasticsearch on a Dedicated Server

Procedure
1. On the server on which you want to install Elasticsearch, install one of the following:
+ OpenJDKV11

a. Download OpenJDK 11 (LTS) from the AdoptOpenJDK website.
The OpenJDK 11 installer is downloaded to your local drive.
b. Run the OpenJDK 11 installer and follow the instructions in the wizard.
In the Custom Setup page, select the Set JAVA_HOME variable menu, and then select Will
be installed on local hard drive.
d. When the installation is complete, close the OpenJDK 11 installer.
+ Oracle JDKV11

a. Download and install Oracle JDK V11.
b. Configure the JAVA_HOME environment variable to point Elasticsearch to the Java installation
directory, and then add Java to the Path system variable.

Note: For more information on how to configure the JAVA_HOME environment variable, refer to
the Oracle documentation.
2. Download the ZIP file for Windows, elasticsearch-7.9.3.zip, from the official Elasticsearch
7.9.3 Downloads page.
3. Extract the contents of the zip fileto C: \ElasticSearch.
4. GotoC:\ElasticSearch\elasticsearch-7.9.3\config,and then access the
elasticsearch.yml file.
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5. Inthe .yml file, uncomment the following properties, and then modify the values to match those
shown here:

cluster.name: apm-cluster

node.name: ${COMPUTERNAME }

path.data: /ProgramData/Meridium/ElasticSearch
path.logs: /ProgramData/Meridium/Logs
bootstrap.memory lock: true

network.host: 0.0.0.0

http.port: 9200
action.destructive requires name: true

6. Save and close the .yml file.

7. Select the Start button on Windows, right-click Command Prompt, and then select Run as
administrator.
The Command Prompt window appears.

8. Atthe command prompt, entercd C:\ElasticSearch\elasticsearch-7.9.3\bin,and
then press Enter.

9. Atthe command prompt, enter elasticsearch-service install,and then press Enter.
Elasticsearch is installed.

10. Access the Microsoft Management Console (services.msc) and perform the following operations for
the Elasticsearch service:

+ Verify that the service runs as Local System.
+ Modify the startup to be Automatic.
+ Start the service to verify installation and configuration.
11.0n the server on which Elasticsearch is installed, goto http: //localhost: 9200/ in a web

browser, and ensure that Elasticsearch runs successfully.
A response that is similar to the following sample appears.

{

"name" : "apm-node",

"cluster name" : "apm-cluster",

"cluster uuid" : "58cS6NyzQJOLZ8Xrle3vkg",
"version" : {

"number" : "7.9.3",

"build hash" : "3adbl3b",

"build date" : "2017-03-23T03:31:50.6522",
"build snapshot" : false,

"lucene version" : "6.4.1"

by

12.0n the server on which Elasticsearch is installed, goto http://[elastic-search-
server] :9200/ in a web browser, and ensure that Elasticsearch runs successfully.
A response that is similar to the sample provided in the previous step appears.

13.0n the APM server,goto C: \ProgramData\Meridium\MeridiumAppSettings.xml.

14. As needed, modify the following values.
<!-- Search and Elastic Services -->
<add key="searchServiceUrl" value="http://localhost:9199" />

<add key="elasticServiceUrl" value="http://<name of Elastic Search
server>:9200" />

15. After all third-party services are configured, reset IIS and services on all APM App Servers.



Next Steps

Add User Authentication for Elasticsearch on page 25

Add User Authentication for Elasticsearch

To improve security, you can implement user authentication for Elasticsearch using the X-Pack security.

Procedure

1.

From the Elasticsearch installation folder, navigate to the config folder (For example,
<Elasticsearch installation folder>\config), andthen access the file
elasticsearch.yml.

2. Inthe . yml file, add the following line of code:
xpack.security.enabled: true
3. Based on your Elasticsearch cluster type, complete one of the following steps:

+ Single node Elasticsearch cluster: Add the following line of code in the elasticsearch. yml file:
discovery.type: single-node
Save and close the . ym1 file.

« Multi-node Elasticsearch cluster: The Elasticsearch requires TLS communication between nodes. To
enable TLS communication, see https://www.elastic.co/guide/en/elasticsearch/reference/7.9/
configuring-tls.html#node-certificates.

4. From the Elasticsearch install folder, set bootstrap password. Perform the following steps

a. Select the Start button on Windows, right-click Command Prompt, and then select Run as
administrator.

The Command Prompt window appears.

b. Atthe command prompt, enter cd <Elasticsearch installation folder>,andthen
press Enter. a a

c. Atthe command prompt, enterbin/elasticsearch-keystore add
"bootstrap.password".

d. Enter the password and then press Enter. Note that the password is not displayed while you enter
the password, and you will not be prompted for password verification.

5. Onthe APM server, navigateto C:\ProgramData\Meridium, and then modify the

MeridiumAppSettings.xml file to add the following line of code:

<add key="elasticServicePassword" value="password entered in step

4.4" />

6. Restart Elasticsearch, Search, and IIS.
Next Steps

Install ActiveMQ on a Dedicated Server on page 25

ActiveMQ Installation

Install ActiveMQ on a Dedicated Server

Procedure

1.

On the server on which you want to install ActiveMQ, install one of the following:

25


https://www.elastic.co/guide/en/elasticsearch/reference/7.9/configuring-tls.html#node-certificates
https://www.elastic.co/guide/en/elasticsearch/reference/7.9/configuring-tls.html#node-certificates

26

+ OpenJDKV11

a. Download OpenJDK 11 (LTS) from the AdoptOpenJDK website.
The OpenJDK 11 installer is downloaded to your local drive.
b. Runthe OpenJDK 11 installer and follow the instructions in the wizard.

In the Custom Setup page, select the Set JAVA_HOME variable menu, and then select Will
be installed on local hard drive.

d. When the installation is complete, close the OpenJDK 11 installer.
+ Oracle JDKV11

a. Download and install Oracle JDK V11.

b. Configure the JAVA_HOME environment variable to point Elasticsearch to the Java installation
directory, and then add Java to the Path system variable.

Note: For more information on how to configure the JAVA_HOME environment variable, refer to
the Oracle documentation.

2. Download the zip file for Windows, apache-activemg-5.xxx. z1ip, (wWhere xxx is the latest minor
version of ActiveMQ 5), from the official ActiveMQ https://activemg.apache.org/components/classic/
download/ page.

3. Extract the contents of the zip fileto C: \Program Files\ActiveMQ.

4. GotoC:\Program Files\ActiveMQ\apache-activemg-5.15.11\conf,andthen access
the activemqg.xml file.

5. Inthe activemq.xml file, perform the following actions:

a) Locate the <broker> tag, and then add the attribute schedulerSupport="true" to the tag.

b) Locate the <transportConnectors> tagand comment out the ones with names amqp, stomp,
mqtt, and ws.

Save and close the .xml file.

Access the jetty-realm.properties file.

In the properties file, change the admin password:admin: <password>, admin

. Comment out the other account.

10.Save and close the properties file.

11.Inthe wrapper . conf file, perform the following actions.

O o N

a) Locate the text - wrapper.java.maxmemory=1024
b) Change the value 1024 to the minimum value of 4000. You can increase the value if you perform
heavy data loads.

12.Save and close the wrapper. conf file.

13.Select the Start button on Windows, right-click Command Prompt, and then select Run as
administrator.
The Command Prompt window appears.

14.Enter cd C:\Program Files\ActiveMQ\apache-activemg-5.15.11\bin\win64,and
then press Enter.

15.Enter InstallService.bat, and then press Enter.
ActiveMQ is installed.

16. Access the Microsoft Management Console (services.msc) and perform the following operations for
the ActiveMQ service:

+ Verify that the service runs as Local System.
+ Modify the startup to be Automatic.
+ Start the service to verify installation and configuration.
17.0n the server on which ActiveMQ is installed, go to http://localhost:8161/ in a web browser, and
ensure that ActiveMQ runs successfully.
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18.0n the APM server, goto C: \ProgramData\Meridium\MeridiumAppSettings.xml.

19. As needed, modify the following values. If ActiveMQ is configured to be a cluster, repeat the
MessageBus:QueueOptions:FailoverHost: 0 key incrementing the final digit for each host
including the master.

<add key="MessageBus:QueueOptions:ActiveMgHost" value="localhost" />
<add key="MessageBus:QueueOptions:FailoverHosts:0"

value="localhost" />

<add key="MessageBus:QueueOptions:ActiveMgPort" value="61616" />
<add key="MessageBus:QueueOptions:Username" value="admin" />

<add key="MessageBus:QueueOptions:Password" value="admin" />

20. After all third-party services are configured, reset IIS and services on all APM App Servers.

Important: Verify that the hostnames and ports are configured correctly. If the hostname is not set
correctly, then the third-party library that APM uses to connect to ActiveMQ starts logging errorsin a
log file. The size of the log files can reach up to 400GB in 24 hours. It is recommended to check the log
files folder after starting APM for the first time.

Next Steps
+ Deploy the APM Database Server for the First Time on page 27

Database Server Installation

Deploy the APM Database Server for the First Time

The installation and configuration steps differ depending on whether you are connecting to an Oracle or
SQL Server Database.

Use the checklist appropriate to the type of database that you are using.
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Oracle Checklist

28

The following checklist should be used to install and configure an Oracle Database Server, create the APM
schema, and configure the APM Server for use with Oracle.

You should complete these steps in relatively the same order in which they are listed in the table.

Step Task Notes

1 Ensure that the APM Database Server This step is required.
machine meets the system requirements.

2 On the APM Database Server, install the | This step is required.
Oracle Server software.

3 On the APM Database Server, create the | This step is required.
Oracle database.

4 On the APM Database Server, configure This step is required.
the Oracle database

5 On the APM Database Server, create the | This step is required.
APM Oracle schema.

6 On the APM Server, create an initial data | This step is required.
source.

7 In APM, build the search index. This step is required.

Install the Oracle Server Software

About This Task

Note: You need to complete this step only if you plan to use an Oracle Database Server to host the APM
schema.

The first step in setting up the database server for the APM schema is to install the Oracle Server
software on the database server machine. Instructions for installing the Oracle Server software exceed
the scope of this documentation. For information on performing the installation, refer to the Oracle
installation documentation that is specific to your database server platform. If you plan to create a
database via the Oracle Universal installer, then, before proceeding, you should review the section in this
documentation on Creating and configuring the Oracle database.

Next Steps

+ Create the Oracle Database on page 28

Create the Oracle Database

Before you create the Oracle schema that will contain the APM repository, you must install the Database
Server software on the APM Database Server machine. The creation of the Oracle database exceeds the
scope of this documentation. For details on creating an Oracle database, consult the Oracle
documentation that is specific to your database platform.

When the database is created, the database character set must be specified. If you are creating a Unicode
database, use the character set AL32UTF8. This is the most recent and recommended Unicode database
character set.



What To Do Next
+ Configure the Oracle Database on page 29

Configure the Oracle Database

After you have created the Oracle database, you will need to configure it. Details on configuring the Oracle
database exceed the scope of this documentation. For details on configuring an Oracle database, consult
the Oracle documentation that is specific to your database platform. Note, however, that the Oracle
database must meet the following requirements:

The following database parameter values are recommended and must persist from one database startup
to the next.

Database parameter value Notes

dml_locks=5000 The dml_locks parameters should be set to a large value to
avoid the possibility of waiting for a lock.

open_cursors=500 It is not uncommon for one APM user to have multiple cursors
open simultaneously. For this reason, you should set this value
accordingly.

parallel_max_servers=0 The APM schema is not configured for parallel query. Therefore,

we recommend that you disable this feature. Enabling parallel
query when the database and schema are not properly
configured can severely degrade system performance.

parallel_min_servers=0 The APM schema is not configured for parallel query. Therefore,
we recommend that you disable this feature. Enabling parallel
query when the database and schema are not properly
configured can severely degrade system performance.

processes=500 None
query_rewrite_enabled=true None
timed_statistics=true Setting timed_statistics allows for minimum maintenance and

enables reporting on internal wait events, which can be used to
reconfigure your database.

Memory_target= 4G Suggested minimum

Default values for database parameters that are not mentioned in the above list meet or exceed
recommendations for a APM database configuration. APM recommends that you monitor the database so
that changes can be made as necessary to accommodate the needs of your specific installations. For
more information on these and other database parameters, consult the Oracle documentation.

What To Do Next

+ Create the Oracle Schema on page 29

Create the Oracle Schema

Create the APM Oracle Schema on the APM Database Server.

About This Task

The following instructions provide details on creating the APM Oracle schema. After you have created the
Oracle schema using these instructions, the schema will be referred to as the APM database throughout
this documentation.
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To perform these steps, you will need Oracle DBA privileges on the APM Database Server machine. These
instructions assume that:

You are logged in to your APM Database Server machine with DBA privileges and have a connection to
Oracle.

You are familiar with running SQL scripts and the associated terminology.

Procedure

1. Onthe APM Server machine, in the APM distribution package, navigate to the Database folder.

2. OpenthefileMI DB MASTER <version>.zip,and then extractthe contents of the file
<version>.zip to afolder on the C: drive.

3. Openthefile <version>.zip, and then open the subfolder Setup\NewInstall\Oracle.
This folder contains the extracted files that will need to be run by the database administrator (via the
remaining steps). The database administrator will need the following three files, as well as access to
the remaining instructions in this topic:

+ CRT _MI CONNECT ROLE.SQL

+ CRT_MI USER.SQL

+ MI v4030070.DMP.ZIP

a) Locate and run the script CRT_MI CONNECT ROLE.SQL.
This script creates the APM role (MI_CONNECT_ROLE), which contains several of the Oracle
privileges that are necessary to run the APM applications. This script does not require any
parameters. You will need to run this script one time per database.

b) Locate and run the script CRT_MI USER.SQL.
This script creates the Oracle user, and then grants to the user the role MI_CONNECT_ROLE that
you created in the preceding step.
The schema is created. For example, if you were to define the parameters through the command
SQL> @CRT_MI USER MERIDIUM PROD MERIDIUM PROD 1000M Meridium DATA,it
would automatically:
+ Create a user named MERIDIUM_PROD.
+ Set the password for the user to MERIDIUM_PROD.
+ Set the default tablespace for the user to MERIDIUM_DATA.
« Grant 1GB of quota on the default tablespace.
Note: This example assumes that the MERIDIUM_DATA tablespace already exists.

4. Import the Oracle schema that you created in the preceding steps. To do so:

a) Onthe APM Database Server machine, locate the file MI V4030070 .DMP. ZIP, and then extract
and import the contents.
b) Update the schema statistics.

5. Login to SQL*Plus (or equivalent) as the schema owner, and then run the following command: SQL>
EXEC MI DDL.CRT SIDX SI MI GEOD GD
The spatial/geo index for the database is imported.

Next Steps

Create an Initial Data Source



SQL Server Checklist

The following checklist should be used to install and configure a SQL Server Database Server, create the
APM database, and configure the APM Server for use with the SQL Server.

You should complete these steps in relatively the same order in which they are listed in the table.

Step Task Notes

1 Ensure that the APM Database Server This step is required.
machine meets the system requirements.

2 On the APM Database Server, install the | This step is required.
SQL Server software.

3 On the APM Database Server, create the | This step is required.
SQL Server database.

4 On the APM Database Server, configure This step is required.
the SQL Server database.

5 On the APM Server, create an initial data | This step is required.
source.

6 In APM, build the search index. This step is required.

Install the SQL Server Software

About This Task

If you will connect to a SQL Server database, the first step is to install the SQL Server software on the
Database Server machine. This documentation assumes that your system meets Database Server system
requirements. The installation of the SQL Server software exceeds the scope of this documentation. For
information on performing the installation, refer to the SQL Server documentation that is specific to your
database server platform.

When you prepare to install SQL Server on the Database Server, you should consider the following notes:

Procedure

1. APM requires mixed-mode authentication for SQL Server installations. The documentation and scripts
supplied by GE Vernova assume that the SQL Server instance allows mixed-mode authentication.

2. The APM database must be owned by the SQL Server login referenced in the APM data source. Being a
member of the SQL Server db_owner role is not sufficient. GE Vernova provides a script to properly
configure the SQL Server database for use with APM.

3. The database supplied by GE Vernova (via a .bak file) was created with the SQL Server collation
Latin1_General_CI_AS.

Next Steps
+ About Creating and Configuring the SQL Server Database on page 31

About Creating and Configuring the SQL Server Database

After you have installed the SQL Server software on the Database Server machine, you can create the
APM database by restoring a database backup file that is provided by GE Vernova. For example, the
restore database option in SQL Server Management Studio could be used to create the database. Specific
instructions for creating the APM database are not included in this documentation.
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After you have created the database, you will need to configure it. To create and configure the APM
database, you must have access to:

+ Microsoft SQL Server Management Studio.

+ A privileged SQL Server account with sysadmin rights in the target instance.

+ Two files from the APM distribution package that will be extracted on the APM Server:

° GE Digital APM, whichisincluded in the file APM in the APM distribution package.
-and-
o MI SQL DB Configure.sqgl,which was extracted from the APM distribution package.

These instructions assume that you are familiar with SQL Server Management Studio or another third-
party tool for running SQL scripts.

Note: If you do not have sufficient privileges to restore or configure the database, ask the person
responsible for creating the database to create the database and complete the configuration steps. That
person will need a copy of these instructions, the BAK file,and the MI SQL DB Configure.sql
script.

What To Do Next
+ Create the SQL Server Database on page 32

Create the SQL Server Database

The following instructions provide details on locating the files that are needed for creating and configuring
the SQL Server database. To create the database, you will restore a backup file that is included in your
APM distribution package. For example, the restore database option in SQL Server Management Studio
could be used to create the database. Specific instructions on creating the SQL Server database are not
included in this documentation.

Steps

1. Onthe APM Server, access the APM distribution package, and then navigate to the Database folder.
2. OpentheMI DB MASTER <version>.zip file,and then extract the contents of the file to a folder
on the C: drive.
Important: The name of the folder to which you extract the files must not contain any spaces.
3. Open Setup\NewInstall\SQLServer,andthenlocatethe MI <version>.BAK file.

4. PlacetheMI <version>.BAK fileinalocation where it can be referenced by the SQL Server
service, and then restore the file.
The APM database is created.

What To Do Next
+ Configure the SQL Server Database

Configure the SQL Server Database

About This Task

The following instructions explain how to configure a SQL Server database for use by APM. These
instructions assume that the SQL Server database has already been created by restoring a backup file
using SQL Server Management Studio or another third-party tool.



These instructions provide details on configuring the APM SQL Server database using the script
MI SQL DB Configure.sql,which isincluded in your APM distribution package. This script ensures
that the database will be properly configured for use with APM.

When you run the script MI_SQL DB Configure.sql, the following database settings will be
configured automatically:

The database will be set to read/write mode.

The database will be configured to allow multiple users.

The database will be set to Full recovery mode.

A SQL Server login will be created, and this login will own the database.

The SQL Server database name, SQL Server login name, and password will all match.

Procedure

Open a SQL Server Management Studio query window that is connected via a privileged login.
OpenthefileMI SQL DB Configure.sql,and then copy its contents into the SQL Server
Management Studio query window.

Set the @dbname variable to the name of the APM SQL Server database that you created.

. Execute the edited script.

As needed, use SQL Server Management Studio to modify the password. These are the same login
credentials that will be used when you create the APM data source that will connect to this database.
Create the custom server-level error messages, which are required by the APM system. These error
messages must be created at the instance level. Creating them requires a privileged login assigned to
either the System Administrator (sysadmin) or Server Administrator (serveradmin) fixed server roles.
To create the APM error messages:

a) Make sure that you are connected to the Database Server with SQL Server Management Studio as
a System Administrator or Server Administrator user

b) Execute the stored procedure MI_ERRORS_CRT_ALL_MSGS. This procedure was supplied with the
APM database and can be executed by using the command exec
<databasename>..MI ERRORS CRT ALL MSGS, where <databasename> is the name of
the database you created in the preceding steps.

Next Steps

Create an Initial Data Source on page 33

Initial Data Source Creation

Create an Initial Data Source

Before You Begin

Note: This procedure cannot be completed until you set up the APM Database Server. If you have not yet
done so, return to the APM deployment workflow.

Procedure

1. Access the APM log in page.

Note: If your system uses Data Guardian from Koingo Software and you use the Google Chrome
browser, you may have to use the browser in Incognito mode to successfully access APM.

33



34

Tip: You can access the APM log in page via the Apps interface on the APM Server. To access the login
page, select the Windows start button, and then select the arrow icon in the lower-left corner of the
screen. Then, under Meridium APM Applications, select APM.

Log-In

Asset Performance
Management

Username

Add Datasource

2. Select Add Datasource.

The Create Datasource window appears.



Create Datasource

Data Source 1D Database Server
Data Source Description Database Name
Data Source Host Database Alias
¥
Database Type Oracle Host
v

Database User Name Oracle Port
Password Oracle Service

Preload Cache

| Save

‘ Cancel |

. Inthe Data Source ID box, enter a name for the Data Source. This is required, and must be unique for
the APM Server. It cannot contain spaces or special characters aside from underscores.

Important: You cannot modify the ID after you save the Data Source.

. Inthe Data Source Description box, enter a description of the Data Source.

Note: The description of the Data Source will be displayed on the APM Welcome page, in the list of
available Data Sources.

. Inthe Data Source Host box, enter the value * in the box.

6. Inthe Database Type list, select either Oracle or SQL Server.

If you selected Oracle, the following boxes are enabled:

+ Database Alias
+ Oracle Host
+ Oracle Port
+ Oracle Service

If you selected SQL Server, the following boxes are enabled:

- Database Server

+ Database Name

. Ifyou selected Oracle in step 6 on page 35, then either enter a value in the Database Alias box, or
enter values in the Oracle Host, Oracle Port, and Oracle Service boxes. Note that a database alias,
contained within a tnsnames . ora file, contains the Oracle host, port, and service information
related to the database, and may have been set up by a database administrator to simplify access. To
determine whether a database alias has been created, and to determine the appropriate values for the
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Database Alias box or Oracle Host, Oracle Port, and Oracle Service boxes, contact your database
administrator.

Note:

If you selected Oracle in step 6 on page 35, then you do not need to enter values in the Database
Server and Database Name boxes.

8. Ifyou selected SQL Server in step 6 on page 35, then enter values in the Database Server and
Database Name boxes. Note that, if you selected SQL Server in step 6 on page 35, you do not need to
enter values in the Database Alias, Oracle Host, Oracle Port, and Oracle Service boxes.

9. Inthe Database User Name box, enter the user name or schema name for the database that you are
defining.

10.In the Password box, enter the password for the associated database user name. The password must
meet the criteria specified by the password policy.

11.1f you want Microsoft IIS to load and cache this database on the APM Server to improve performance,
then select the Preload Cache check box.

12.Select Save.

The APM log in page appears, displaying the data source.

Note: When initially logging in to APM, both the user name and password are MIADMIN. These values
are case-sensitive.

Note: When logging in to APM, a notification may appear, asking if you want to allow your machine to
be used for additional local storage. This local storage is used to store log in information and
preferences. Allowing this local storage is optional.

Next Steps
» Deploy the SQL Server Report Server for the First Time

SQL Server Report Server First-Time Installation

Deploy the SQL Server Report Server for the First Time
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Microsoft SQL Server Reporting Services is a third-party component that the APM system uses to support
its reporting functionality. After SQL Server Reporting Services has been installed, you will need to
configure the Report Server and set it up to be used with APM. Some of the configuration tasks that you
must perform are standard SQL Server Reporting Services procedures that must be performed for any
new installation of SQL Server Reporting Services. This documentation does not provide details on
configuring standard aspects of the Report Server.

For information on setting up the Report Server, see the SQL Server Setup Help, which you can access on
the Report Server via the Reporting Services Configuration Manager, which should have been installed
when you installed SQL Server Reporting Services.

After the Report Server has been set up, you will need to complete various additional tasks to ensure the
proper functioning of the Report Server with APM. These tasks may be completed by multiple people in
your organization. We recommend, however, that the tasks be completed in the order in which they are
listed.



Step Task Notes

1 Ensure that the SQL Server Report Server | This step is required.
machine meets the system requirements.

2 Configure the SQL Server to use an This step is required.
execution account.

3 Create a domain user and add that user | This step is required.
to Content Manager Role on the Home
Folder of the SQL Server Report Server.

4 Install and configure APM SSRS. This step is required.

5 Configure APM to use the SQL Server This step is required.
Report Server.

Configure the SQL Server Report Server to Use an Execution Account

About This Task

Tip: For more information on Execution Accounts, consult Microsoft's Configure the Unattended
Execution Account (SSRS Configuration Manager) documentation.

Procedure

1. Onthe machine that will serve as the SQL Server Report Server, access the Reporting Services
Configuration Manager.

The Reporting Services Configuration Manager window appears.

By Reporting Services Configuration Manager: V4INSTALL6SQL\MSSQLSERVER == -
Vi, Micsole
~ SQL Serverzo12
Reporting Services Configuration Manager
34 Connect

- = Report Server Status
= V4INSTALLGSQLYMSSQLSERVER
: = Usethe Reporting Services Configuration Managertool to define or modify settings forthe Report Server and Report

= service Account |_—| Manager. If you installed Reporting Services in files-only mode, you must configure the Web service URL, the

- database, and the Report Manager URL.
¥ Web Service LRL Current Report Server
|| Database SQL Server Instance: MSSQLSERVER
Instance ID: MSR511.MS5QLSERVER
Q Report Manager URL Edition: STANDARD EDITION
Product Version: 11.0.5058.0
= E-mail Settings Report Server Database Name: RepartServer
Report Server Mode: Native

[P Execution Account Report Service Status: Started

Encryption Keys Stop

,5"';, Scale-out Deployment

Results
Copy

@ Exit
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2. Inthe left pane, for the account that will be set as an execution account, select the Execution
Account tab.

The Execution Account section appears.

=

i Reporting Services Configuration Manager: V4INSTALL6SQL\MSSQLSERVER I;Ii-

Micraanft

~ SQL Serverzo12
Reporting Services Configuration Manager

= e ct
< S Execution Account

S VAINSTALLESQLYMSSQLSERVER

Specify this account to enable the use of report data sources that do not require credentials or to connect to remote
servers that store external images used in reports. Be sure to spedfy a domain user account with minimal
permissions for performing read-only operations. Aveoid using an account that has mare permissions than you
actually need. The account you specify should be different from the service account to ensure you do not
compromise security on your report server instance.

=, service Account
4% Web Service URL

.| Database Execution Account

Use thefollowing options to set the account, then click Apply.
Q Report Manager URL

[[] Specify an execution account

=] E-mail Settings Account:

| Execution Account Password:

) Confirm Pazsward:
“#i, Encryption Keys

5
43 Scale-out Deployment Results

Copy

@ Exit

3. Inthe Execution Account section, select the Specify as an execution account check box, then enter
values in the required fields, and then select Apply.

The account is specified as an execution account.

Next Steps
+ Create a Domain User and Add that User to Content Manager Role on the Home Folder of the SQL
Server Report Server

Create a Domain User

About This Task
In this procedure, you will create a domain user and add that user to the Content Manager Role on the
Home folder of the SQL Server Report Server.

Procedure

1. Create a Windows/domain user with minimum privileges (e.g., meridium_reports_user). The user name
requires minimum privileges to connect to the APM Server to get data for reports. It is recommended
that:

+ The password for this user should never expire.
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« The user should be restricted to change password.

» The user should be restricted to log in to other servers (e.g., meridium_reports_user).

+ The user should also be part of IS_IUSRS group on the SQL Server Report Server machine.
2. Open Reporting Services Configuration Manager.

3. Select the Report Manager URL tab.
The Report Manager URL section appears.

B x
Mierasaft
~ SQL Serverzo12
Reporting Services Configuration Manager
Cy ct
g Report Manager URL
S VGOYAL8\SQL2012
Configure 2 URL to access Report Manager. Click Advanced to define multiple URLs, orto specify additional
% 5 parameters on the URL.
ervice Account
2 Web Service URL Report Manager Site Identification
Virtual Directory: Reports_SQL2012
|| Database
URLs: http://VGOYALS:80/Reparts SQL2012
° Report Manager URL
ﬁ E-mail Settings
ﬂ Execution Account
{‘w'z Encryption Keys
;'; Scale-out Deployment
Results
Copy
(7] App Exit

4. Inthe Report Manager Site Identification section, select the URL to open Report Manager.
Report Manager opens in the default browser, displaying the Home folder.
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[ Home - Report Manager X

€ - C A |[)vgoyal8/Reports_SQL2012/Pages/Folder.aspx?ViewMode =Detail

| =

Home | My Subscriptions | Site Settings | Help ~

SQL Server Reporting Services

3 tome

[ NewFolder | J NewDataSource | iy Reporcsuilder | [ FolderSertings | 4 Upload Fike

[ i View

Thers are na fems in Home. Clck Halp for mors infarmation abaut this page.

5. Select Folder Settings.
A Security section appears.

[ - Report Manager x

€« - C # [ vgoyal8/Reports_SQL2012/Pages/Folder.aspx?ItemPath=%2f&SelectedTabld =PropertiesTab

| =

Home | My Subscriptions | Site Settings | Help ~

SQL Server Reporting Services

P

Roalz)
Content Mansger

Erowser, Contant Nansgar

6. Select New Role Assignment.
The New Role Assignment form is displayed.

7. Enter the user name of the user that you created in step 1, and then select Content Manager.
The form will appear similar to the following image.




] New Role Assignment - £ % | vaibha

x

& € A | [ vgoyal8/Reports_SQL2012/Pages/EditGroup.aspx?ItemPath=%2f&RedirectUr|=http%3a%2f%2fvgoyal8%:2fReports_SQL2012%2fPages%2fFolder.aspx%3fltemPath%3d%252{%265electedTabld%3dPr Y| =

Home Home | My Subscriptions | Site Settings | Help  +

% SQL Server Reporting Services

New Role Assignment

1

8. Select OK.
The user is added to Content Manager role.

Next Steps
» Install and Configure APM SSRS

Install and Configure APM SSRS

About This Task

These instructions assume that the SQL Server Report Server meets the system requirements.

Procedure

1. Onthe machine that will serve as the SQL Server Report Server, in the APM distribution package,
navigate to the folder Setup\ SSRS.

2. Open the file Setup.exe.

A message appears, asking if you want to allow the installer to make changes to your machine.

3. Select Yes.
The Meridium SSRS installer appears, displaying the welcome screen.
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Meridium SSRS - InstallShield Wizard

Meridium 5505

computer. To continue, click Mest

Welcome to the InstallShield Wizard For

The InztallShield 'Wizard will install Mendium SSRS on your

¢ Back Mext >

| | Cancel

. Select Next.

The License Agreement screen appears.

Meridium SSRS - InstallShield Wizard

License Agreement

Pleaze read the following license agreement carefully.

EMD-USER LICEMSE AGREEMENT FOR MERIDIUM SOFTWARE
[MPORTAMNT - READ CAREFLILLY

gimilar legends placed on ar with Meridium products.

()| accept the terms of the license agreement

(®)| do not accept the terms of the license agreement

Thiz program contains material that iz proprietary and confidential to Mendium, e, and iz
protected by coperght law and international treaties. Use of thiz program iz limited and
reztricted b the termz of a license agreement with kMerndium, Inc. Thiz program may fot be
copied or distibuted except az specifically permitted in the license agreement. Any
unautharized use, repraduction ar digtribution of this program can result in severs civil ar
criminal penalties and will be progecuted to the masinmum extent pozzible, vou may not
alter, remove or destrop any copenght notice or confidential, proprietary, secret or other

s

Cancel




5. Read the License Agreement, and then, if you agree to the terms, select the l accept the terms of the
license agreement check box. Then, select Next.
The Select Installation Location screen appears, prompting you to select the location where the
software will be installed. By default, the software will be installed in the following folder:
C:\Program Files\Meridium

Meridium S5RS - InstallShield Wizard -

Select Installation Location w
. el
G [nztall Mendium SSRS ta:
C:%Program Fileshk eridium

¢ Back ” Meut > || Cancel

6. Do one of the following actions.

- Toinstall in the default location, select Next.

» To change the location to install the software, select Change, and then navigate to the location
where you want to install the software. The folder path that you select will be displayed in place of
the default folder path. When you are satisfied with the installation location, select Next.

The SQL Server Reporting Server Instances screen appears.
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Meridium S5RS - InstallShield Wizard -

SAL Server Reporting 5erver Instances ‘ ]
Lizt of SAL Server Reporting Server Instances on this machine. l"\h

Select the inztance of SOL Server Reporting Services that you want bo uze for Meridiunm APM.

ReportSerer W

< Back M emt > | | Cancel

7. Select the instance of SQL Server Reporting Services that you want to use, and then select Next.
The Complete the Installation screen appears.

8. Select Install.
The Setup Status screen appears, which displays a progress bar that shows the progress of the APM
Server and Add-ons installation process. After the progress bar reaches the end, a message appears,
indicating that your server is being configured. After your server is configured, the Installation is
Complete screen appears.

Meridium SSRS - InstallShield Wizard

Installation is Complete

Meridum SSRS have been installed successfully. Click the
Finish button to close this window,

T Tord

9. Select Finish.
The Meridium SSRS - InstallShield Wizard window is closed.

10. Navigate to the folder C: \Program Files\Microsoft SQL Server\
{ReportServicesInstance}\Reporting Services\ReportServer.
11.0penthe rsreportserver.config file using a text editor (for example, Notepad).

12.Locate the following code in the configuration file, and then replace {meridium.applicationserver} with
the name of the APM server: <ServerUrl>http://{meridium.applicationserver}/
meridium/api/</ServerUrl>

13.Save the configuration file.
The APM SSRS is installed and configured.



Next Steps
« Configure APM to Use SQL Server Report Server on page 45

Reporting Server Configuration

Configure APM to Use SQL Server Report Server

To configure APM to use the SQL Server Report server, complete the steps provided in the following topic:

+ Configure APM to use the SQL Server Report Server

What To Do Next

+ Create Security User Records on page 45

Security User Creation

Create Security User Records
Create security user records for the individuals who will need to log in to APM applications.

To create a security user, follow the steps provided in the following topics: Create a Security User

What To Do Next

+ Activate Licensed Modules and Products on page 45

Activate License

Activate Licensed Modules and Products

License activation determines which modules and products will be available in APM. You require license
activation for all the modules (i.e., they cannot be used until the associated license is activated).

You can activate licenses via one of the following methods:

+ Activate a License via APM
+ Activate a License via Command Prompt

What To Do Next

+ Deploy Translations on page 46
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Translations Deployment

Deploy Translations

You must deploy translations if you want to use non-English translations in APM.

Before You Begin

Deploying translations is part of both the APM first time deployment workflow and the APM upgrade
workflow. Ensure that you have completed the preceding steps in the appropriate workflow before
attempting to deploy translations.

Procedure

1. If you have not already done so, activate the licenses for the translations you have purchased.

2. Onthe APM server, run the file Meridium.Version.EnableTranslations.exe, whichis
located on that machine in the folder C: \Program Files\Meridium\Upgrade
\TranslationUnzip.

Note: To run this file, open a command prompt window, and then enter and execute the following:

C:\Program Files\Meridium\Upgrade\TranslationUnzip\ Meridium.Version.EnableTranslations.exe -
1:<path to license> —p : <PIN> —e : <True or False>

..where <Path to license> is a valid path to the license file and <PIN> is the pin for the license file. The
parameter —e is optional. <True or False> indicates whether the help files should be extracted. Specify
True if you want to extract the help files and False if you do not want to extract the help files. If you do
not use this parameter, the help files are not extracted.

3. Onthe APM server, reset IIS.
4. You can now manage translations.

Next Steps

+ Configure one of the virtual machine to execute all the scheduled jobs.

Server Configuration for Scheduled Jobs

Configure the APM Server for Running the Scheduled Jobs
You must configure the APM server for all the scheduled jobs if you have deployed the APM in a clustered
environment and you want to dedicate a machine to run all the scheduled jobs.
Procedure

1. Onthe APM Server that you want to put in standby mode, navigate to the folder C: \Program
Files\Meridium\ApplicationServer\api.
2. Accessthe file appsettings.json.
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3. When the APM is deployed on multiple servers, you can enable the background jobs in selected
servers by setting this flag. See the following example of the modified line of code:

"scheduler": {
"AllowToRunBackgroundJobs": false,

Note: By default, the value of the key AllowToRunBackgroundJobs is set to true. Set the value of the
key AllowToRunBackgroundJobs to False only if you do not want to run scheduler in a APM server.
4. Save the file.

The APM server is configured for all the scheduled jobs.

Next Steps
+ Install the GE Digital APM Mobile Application on page 47

Mobile Application

Install the GE Digital APM Mobile Application

This steps is required only if you want to install the GE Digital APM mobile application on mobile devices.

Install the GE Digital APM mobile application on your mobile device based on one of the following
operating systems:

« Android
« i0S
«  Windows

What To Do Next
- Enable Single Sign-on on page 47

Single Sign On

Enable Single Sign-on

Enable single sign-on for on-site or off-site authentication. This step is required only if you are enabling
single sign-on.

To enable single sign-on for on-site or off-site authentication, complete steps provided in the following
topic:

+ Enable single sign-on for on-site or off-site authentication

What To Do Next
+ Configure lIS on page 48
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IIS Configuration

Configure lIS

About This Task

This topic describes how to set up the HTTP redirect for the default website.

Procedure

1. Onthe APM Server, via the Server Manager, access the IS Manager.

2. Inthe Connections pane, expand the server name, expand Sites, and then select Default Web Site.

3. Inthe Default Web Site Home pane, double-click HTTP Redirect.

4. Inthe HTTP Redirect pane, select the Redirect requests to this destination check box, and then
enter the redirect destination as /Meridium.

5. In the Redirect Behavior section, select the Only redirect request to content in this directory (not

subdirectories) check box.
In the Tasks pane, select Apply.

Next Steps

Deploy Modules for the First Time on page 48

Module Deployment

Deploy Modules for the First Time

48

After you have installed APM for the first time, you must deploy your licensed modules. To do so, complete
the module-specific steps provided in APM Module Deployment.



Chapter

APM Upgrade

Topics:

Upgrade or Update APM

+ Upgrade or Update
the APM Server and Add-Ons

Upgrade the APM Adapter for
SSRS to APM

Upgrade the APM Database
Server
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Upgrade or Update APM

Upgrade or Update APM to V4.6.10.0.0

Upgrading or updating and configuring APM includes completing multiple steps, which are outlined in the
tables in this section. This section of the documentation provides all the information that you need to
upgrade or update and configure the basic system architecture to V4.6.10.0.0.

After you have completed these steps, you will need to perform additional steps required to upgrade any
modules that were deployed on your previous version. If you have purchased additional modules for use
with APM, then you will also need to consult the first-time deployment documentation for each of those

modules and features.

The person responsible for completing each task may vary within in your organization. We recommend,
however, that the steps be performed in relatively the same order in which they are listed in the table.

Upgrade from any version V4.6.0.0.0 through V4.6.9.0.0

If your current version is APM V4.6.0.0.0 through V4.6.9.0.0, then updating the basic system architecture
to V4.6.10.0.0 requires only that you complete the steps that are outlined in the table in this section.

Step
1

Task

Create a backup of your database and
configuration files (.conf) that exist in the
following directories:
C:\Program Files
\Meridium
C:\ProgramData
\Meridium

Stop all the APM services.

On each APM server, including both
dedicated and supporting instances,
uninstall the APM Server and Add-ons
component.

On each APM server, including both
dedicated and supporting instances,
install and configure the APM Server
software and Add-ons.

Install the latest version of APM on
mobile devices using the iOS, Android, or
Windows operating system.

Start all the services in the following
order:
Redis
ActiveMQ
«  Elastic Search and Search Service
All other services (no specific order)

Notes

This step is not mandatory, but is
recommended by APM. Updates may
include changes to configuration files and
database elements. If any problems occur
during the update, the configuration files
and database can be restored to their
original states from the backup copies.

This step is required.

This step is required.

This step is required.

This step is required if you want to use
APM on a mobile device.

This step is required.

Upgrade from any version V4.5.0.0.0 through V4.5.0.0.21

If your current version is APM V4.5.0.0.0 through V4.5.0.0.20, then updating the basic system architecture
to V4.6.10.0.0 requires only that you complete the steps that are outlined in the table in this section.
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Step

Task

Create a backup of your database and

configuration files (.conf) that exist in the

following directories:

« C:\Program Files
\Meridium

« C:\ProgramData
\Meridium

Update the APM Server and Add Ons
software on the APM Server(s).

Install Redis on the GE Vernova Redis
server (Linux server).

Upgrade the APM adapter for SSRS.
Upgrade the APM database.

If you want to activate non-English
translations in APM, then deploy
translations.

As needed, configure one of the virtual
machine to execute all the scheduled
jobs.

As needed, deploy the APM mobile
application on mobile devices.

Notes

This step is not mandatory, but is
recommended by APM. Updates may
include changes to configuration files and
database elements. If any problems occur
during the update, the configuration files
and database can be restored to their
original states from the backup copies.

This step is required. This procedure
includes updating your data sources for
V4.6.10.0.0.

This step is required.

This step is required.
This step is required.

This step is required only if you are
deploying translations for the first time or
if you want to utilize and redeploy
updated translations.

This step is required only if you have
deployed APM in a clustered environment
and you want to dedicate a virtual
machine to run all the scheduled jobs.

This step is required only if you are
deploying the APM mobile application on
mobile devices.

Upgrade from any version V4.4.0.0.0 through V4.4.0.0.16

If your current version is APM V4.4.0.0.0 through V4.4.0.0.16, then updating the basic system architecture
to V4.6.10.0.0 requires only that you complete the steps that are outlined in the table in this section.

Step
1

Task

Create a backup of your database and
configuration files (.conf) that exist in the
following directories:

« C:\Program Files
\Meridium

« C:\ProgramData
\Meridium

Update the APM Server and Add Ons
software on the APM Server(s).

Install Redis on the GE Vernova Redis
server (Linux server).

Upgrade the APM adapter for SSRS.

Upgrade the APM database.

Notes

This step is not mandatory, but is
recommended by APM. Updates may
include changes to configuration files and
database elements. If any problems occur
during the update, the configuration files
and database can be restored to their
original states from the backup copies.

This step is required. This procedure
includes updating your data sources for
V4.6.10.0.0.

This step is required.

This step is required.

This step is required.
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Step

Task

If you want to activate non-English
translations in APM, then deploy
translations.

As needed, configure one of the virtual
machine to execute all the scheduled
jobs.

As needed, deploy the APM mobile
application on mobile devices.

Notes

This step is required only if you are
deploying translations for the first time or
if you want to utilize and redeploy
updated translations.

This step is required only if you have
deployed APM in a clustered environment
and you want to dedicate a virtual
machine to run all the scheduled jobs.

This step is required only if you are
deploying the APM mobile application on
mobile devices.

Upgrade from any version V4.3.0.0.0 through V4.3.1.0.11

If your current version is APM V4.3.0.0.0 through V4.3.1.0.11, then updating the basic system architecture
to V4.6.10.0.0 requires only that you complete the steps that are outlined in the table in this section.

Step
1

Task

Create a backup of your database, and
create a backup of any configuration files
that exist in your pre-updated system.

Update the APM Server and Add Ons
software on the APM Server(s).

Install ActiveMQ on a dedicated server.

If you want to activate non-English
translations in APM, then deploy
translations.

As needed, configure one of the virtual
machine to execute all the scheduled
jobs.

As needed, deploy the APM mobile
application on mobile devices.

Upgrade from a version prior to version V4.3.0.0.0
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Notes

This step is not mandatory, but is
recommended by APM. Updates may
include changes to configuration files and
database elements. If any problems occur
during the update, the configuration files
and database can be restored to their
original states from the backup copies.

This step is required. This procedure
includes updating your data sources for
V4.6.10.0.0.

This step is required. You must install
ActiveMQ on a server in your
environment.

This step is required only if you are
deploying translations for the first time or
if you want to utilize and redeploy
updated translations.

This step is required only if you have
deployed APM in a clustered environment
and you want to dedicate a virtual
machine to run all the scheduled jobs.

This step is required only if you are
deploying the APM mobile application on
mobile devices.

If your current version is a version prior to APM V4.3.0.0.0, then updating the basic system architecture to
V4.6.10.0.0 requires only that you complete the steps that are outlined in the table in this section.



Step

10

11

Task

Ensure that your system meets the
hardware and software requirements for
the basic APM system architecture.

Ensure that all existing APM Security
Users have been assigned time zones.
Refer to your pre-upgraded system
documentation for information on
managing APM Security Users.

If you intend to upgrade the Production
Loss Analysis (PLA) module from a
starting version prior to V3.6.0.0.0, then
import the required baseline rules.

Create a backup of any configuration files
that exist in your pre-upgraded system
which you may want to retain post-
upgrade.

Upgrade the APM Server and Add Ons
software on the APM Server.

Install Elasticsearch on its own, dedicated
server.

Install ActiveMQ on a dedicated server.

Upgrade the SQL Server Report Server.

Upgrade the APM Database Server.

If you want to use non-English
translations in APM, then deploy
translations.

If required, configure one of the virtual
machine to execute all the scheduled
jobs.

Notes

This step is required.

This step is required. If there are APM
Security Users to whom time zones have
not been assigned, a failure will occur
during the database upgrade process.

Important:

This step is required only if you intend to
upgrade the Production Loss Analysis
(PLA) module from a starting version prior
to Meridium Enterprise APM V3.6.0.0.0. If
you intend to upgrade PLA in this manner,
this procedure must be completed before
upgrading the APM Server and Add Ons
software on the APM Server. This
procedure is part of the upgrade
Production Loss Analysis workflow.

This step is required only if you want to
retain customizations that you have
made to your existing configuration files.

This step is required. Consult the
documentation on Redis for information
about its incorporation into server
configurations.

This step is required
Note:

You must install Elasticsearch on a server
in your environment.

For optimum system performance, APM
recommends that you install
Elasticsearch on its own, dedicated server
that contains no APM components.

This step is required. You must install
ActiveMQ on a server in your
environment.

This step is required.
This step is required.

This step is required only if you are
deploying translations for the first time or
if you want to utilize and redeploy
updated translations.

This step is required only if you have
deployed APM in a clustered environment
and you want to dedicate a virtual
machine to run all the scheduled jobs.
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Step Task Notes

12 If required, deploy the APM mobile This step is required only if you are
application on mobile devices. deploying the APM mobile application on
mobile devices.

13 If required, enable single sign-on for on- This step is required only if you are
site or off-site authentication. enabling single sign-on.

Upgrade or Update the APM Server and Add-Ons

Upgrade or Update the APM Server and Add-Ons to V4.6.10.0.0

54

About This Task

The following instructions provide details on upgrading or updating the APM Server and Add-ons software
on a 64-bit APM Server machine.

Procedure

1. Create a backup of the data contained in the following directories:

+ C:\Program Files\Meridium
e C:\ProgramData\Meridium

2. Uninstall the APM Server and Add-ons component.

3. Ensure that WebDAV Publishing is deactivated. To verify this, in the Server Manager, in the Local
Server workspace, in the Roles and Features section, ensure that WebDAV Publishing is not
present in the list.

4. Install and configure the APM Server software and Add-ons.

+ Ifyou are upgrading from any version prior to V4.3.0.0.0, then you have successfully upgraded the
APM Server and Add-Ons to V4.6.10.0.0, and you should proceed to the next step in the upgrade
section of the Upgrade or Update APM to V4.6.10.0.0 topic.

+ Ifyou are updating from version V4.3.0.0.0 through V4.4.0.0.4, then complete the following steps to
update your data sources:

Important: After updating the APM Server to V4.6.10.0.0, you must also update the data sources
to which you want to connect to APM. This action can be completed via the Meridium Package
Deployer window, which should have appeared automatically after completing step g. If you need
to access this window manually, then navigate to the folder C: \Program Files\Meridium
\Upgrade\DBUpgrade\Meridium.Package.Deployer, and then open the file
Meridium.Package.Deployer.exe.

a. Inthe Target Version box, select 4030007.

b. On the Meridium Package Deployer window, in the Datasource box, select the data source
that you want to update to V4.6.10.0.0.

c. Select Validate.

d. Select Deploy.

Note: After you select Deploy, a message will appear, indicating that you should back up your
database before proceeding. You should always back up the database before beginning any
upgrade or update process. If any problems occur during the update, the database can then be
restored to its original state from the backup copy.



Note: If the data source update fails, a message will appear, indicating that you should consult a
log file. If this occurs, then, to update the data source to V4.6.10.0.0, you should follow the
standard procedure to initiate the database upgrade process.

e. For each data source that you want to update to V4.6.10.0.0, repeat steps ii through iv.

When each data source has been updated to V4.6.10.0.0, then you have successfully updated
the APM Server and Add-Ons to V4.6.10.0.0, and you should proceed to the next step in the
update section of the Upgrade or Update APM to V4.6.10.0.0 topic.

Upgrade the APM Adapter for SSRS to APM
Upgrade the APM Adapter for SSRS to APM

About This Task

The following instructions assume that you were using the 64-bit APM Adapter for SSRS in your previous
version. If you were using the 32-bit APM Adapter for SSRS, you will need to uninstall the older 32-bit
version and install the new 64-bit version on a 64-bit SQL Server Report Server.

Procedure

1. On the SQL Server Report Server, in the APM distribution package, navigate to the folder Setup
\SSRS.

2. Openthefile setup.exe.

A message appears, asking if you want to allow the installer to make changes to your machine.
3. Select Yes.

The Meridium APM SSRS installer appears, displaying the welcome screen.
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Meridium SSRS - InstallShield Wizard

Meridium 5505

computer. To continue, click Mest

Welcome to the InstallShield Wizard For

The InztallShield 'Wizard will install Mendium SSRS on your

¢ Back Mext >

| | Cancel

. Select Next.

The License Agreement screen appears.

Meridium SSRS - InstallShield Wizard

License Agreement

Pleaze read the following license agreement carefully.

EMD-USER LICEMSE AGREEMENT FOR MERIDIUM SOFTWARE
[MPORTAMNT - READ CAREFLILLY

gimilar legends placed on ar with Meridium products.

()| accept the terms of the license agreement

(®)| do not accept the terms of the license agreement

Thiz program contains material that iz proprietary and confidential to Mendium, e, and iz
protected by coperght law and international treaties. Use of thiz program iz limited and
reztricted b the termz of a license agreement with kMerndium, Inc. Thiz program may fot be
copied or distibuted except az specifically permitted in the license agreement. Any
unautharized use, repraduction ar digtribution of this program can result in severs civil ar
criminal penalties and will be progecuted to the masinmum extent pozzible, vou may not
alter, remove or destrop any copenght notice or confidential, proprietary, secret or other

s

Cancel




5.

6.

Read the License Agreement, and then, if you agree to the terms, select the | accept the terms of the
license agreement check box. Then, select Next.

The Select Installation Location screen appears, prompting you to select the location where the
software will be installed. By default, the software will be installed in the following folder:
C:\Program Files\Meridium

Meridium S5RS - InstallShield Wizard -

Select Installation Location w
. el
G [nztall Mendium SSRS ta:
C:%Program Fileshk eridium

¢ Back ” Meut > || Cancel

If you are satisfied with the default location where the software will be installed, select Next.
_or_

If you want to change the location where the software will be installed, select Change, and then
navigate to the location where you want to install the software. The folder path that you select will be
displayed in place of the default folder path. When you are satisfied with the installation location,
select Next.

The SQL Server Reporting Server Instances screen appears.
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Meridium S5RS - InstallShield Wizard -

SAQL Server Reporting 5Server Instances

Lizt of SAL Server Reparting Server Instances on thiz machine.

Select the inztance of SOL Server Reporting Services that you want to uge for Meridium APM.

ReportSerer W

< Back Mext » | | Cancel

Select the instance of SQL Server Reporting Services that you want to use, and then select Next.

The Complete the Installation screen appears.

Select Install.

The Setup Status screen appears, which displays a progress bar that shows the progress of the
installation process. After the progress bar reaches the end, a message appears, indicating that your
server is being configured. After your server is configured, the Installation is Complete screen
appears.

Meridium SSRS - InstallShield Wizard

Installation is Complete

Meridum SSRS have been installed successfully. Click the
Finish buiton to close this window.

9. Select Finish.

The installer closes.

Next Steps

Upgrade or update APM.



Upgrade the APM Database Server

Upgrade the APM Database to V4.6.10.0.0

To upgrade your APM database, you will use the APM Database Upgrade Manager application, which
guides you step-by-step through the database upgrade process. The application is installed automatically
when you install the APM Server.

During the database upgrade process, the APM Database Upgrade Manager will:

1. Replace all the baseline database content in your database with the updated baseline APM database
content.

2. Compare your public database content to the baseline APM database content, and then:

+ Retain any customized database content.

+ Replace any database content that you have not customized in your database with the updated
baseline database content.

Record every event in the database upgrade log and display a status on the interface.
Report errors as they occur.

Compile the database when the upgrade is complete.

Display a confirmation message when the database upgrade process is complete.

o v AW

The progress of this process will be displayed while it is running. When it is finished, a message will
appear, displaying a summary that includes the number of failures, if any, that occurred during the
upgrade process.

Note: The information in this note applies only to SQL Server. Altering the database recovery mode to
SIMPLE for the duration of the upgrade will limit disk space consumption on the APM Database Server and
may be necessary to successfully upgrade larger databases. The database upgrade executes many
transactions, all of which are logged by SQL Server. If the database is in FULL recovery mode, SQL Server
must retain all of these transactions, causing the transaction log file to become very large. This could
potentially cause the upgrade to fail by consuming all available disk space or exceeding the size limit for
the file.

Upgrade failure of this kind can be safely avoided by temporarily modifying the database recovery mode
to SIMPLE before running the upgrade and then resetting it to FULL after the upgrade. Your database
administrator can use the following commands to modify the database recovery mode:

To put the database in SIMPLE recovery mode:

USE [master]

GO

ALTER DATABASE [mydb] SET RECOVERY SIMPLE WITH NO WATIT
GO

To put the database in FULL recovery mode:
USE [master]
GO

ALTER DATABASE [mydb] SET RECOVERY FULL WITH NO WAIT
GO

For more information about SQL Server database recovery modes, consult the Microsoft documentation.
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Upgrade workflow

The table in this section lists the prerequisite tasks that must be completed before you initiate the
database upgrade process. These instructions assume that your APM Server and APM Database Server
machines meet the APM hardware and software requirements. You can use the Database Upgrade
Manager to upgrade a database from any version V3.4.0 SP3 or later to your target version. Details on
upgrading from a starting version that is earlier than V3.4.0 SP3 are not provided in this documentation.
For more information on upgrading your database from a version earlier than V3.4.0 SP3, contact the APM
Professional Services department.

Step Task Notes

1 Complete all steps before Upgrade the This step is required. For example, if you
Meridium Enterprise APM Database are upgrading your system to APM, you
Server in the upgrade APM to APM should upgrade your dedicated APM
workflow. Server to APM before attempting to

upgrade your database to the APM
database version. Doing so ensures that
your machine contains the latest
database content file, which is a
compressed folder containing the content
of the baseline APM database for the
target database version.

2 Read and understand how your You will need to understand how your
customizations will be protected during content is protected to determine what, if
the upgrade process. any, content you should export from your

pre-upgrade database before initiating
the database upgrade process.

3 Create a backup of your database. You should always back up the database
before beginning any upgrade process. If
any problems occur during the upgrade,
the database can then be restored to its
original state from the backup copy.

4 Log in to Oracle Server 12.2 as a
privileged user, and then run the following
command: SQL> GRANT SELECT ANY
DICTIONARY TO <user>;

..where <user> is the name of the user
that you created when you created the
APM Oracle Schema on the APM
Database Server.

5 Using a backup copy of your database, We recommend that you perform the
perform the upgrade in a test upgrade in a test environment so that you
environment. can assess any issues that you may

encounter and correct them before
upgrading your database in a production
environment.



Step

10

Task

Log in to SQL*Plus (or equivalent) as the
schema owner, and then run the following
command: SQL> EXEC
MI_DDL.CRT_SIDX_SI_MI_GEOD_GD

Perform the upgrade in the production
environment.

Log in to Oracle Server 12.2 as a
privileged user, and then run the following
command: SQL> REVOKE SELECT ANY
DICTIONARY FROM <user>;

..where <user> is the name of the user
that you created when you created the
APM Oracle Schema on the APM
Database Server.

If your pre-upgrade database employed
Enterprise Data Filtering and you want to
convert your Enterprise Data Filtering
values to Site Reference Keys, consult a
member of the APM Professional Services
department for more information.

Modify each custom family that you do
not want to be enabled for site filtering.

Notes

This step is required only if both of the
following are true:

«  You plan to use an Oracle Database
Server.

-and-

»  You are upgrading from a version of
APM version V4.2.0.0 or later.

This step is required.

Note: Before you upgrade your database
in a production environment, all the
issues that were discovered during the
test upgrade must be resolved.
Otherwise, the resulting state of your
database could be unstable.

This step is optional.

If your pre-upgrade database did not
employ Enterprise Data Filtering or you
do not want to convert your existing
Enterprise Data Filtering values to Site
Reference Keys, then skip this step.

During the upgrade, custom families are
set to be enabled for site filtering. For
each custom family that you do not want
to be enabled for site filtering, you must
modify the family by clearing the Enable
Site Filtering check box in the
Information section of the workspace for
the family.
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Step

11

Task

Confirm that Site Reference Keys were
populated correctly during the upgrade.
Modify the site assignments for records
as needed.

Notes

This step is required.

To support site filtering, a APM Default
site was added to the Site Reference
family during the database upgrade.

If the APM Default site is the only site in
your Site Reference family, then records
of families that are enabled for site
filtering are assigned to it.

If there are two sites in your Site
Reference family (i.e., the APM Default
site and one other site), then records of
families that are enabled for site filtering
are assigned to the site that is not APM
Default site.

During the upgrade, additional logic is
used, based on a record’s specific
relationships with other records, to assign
a site for each record belonging to a
family that is enabled for site filtering.

Note:

The manner in which Site Reference Keys
are spread across families to assign sites
to records can vary from module to
module. If you have questions about how
Site Reference Keys were populated
during the upgrade, contact the APM
Professional Services department.

If a record's site assignment could not be
populated automatically during the
upgrade, then the record is designated as
a global record (i.e., it is not assigned to
any specific site).

For some records, the site assignment
may need to be modified by a Super User.



Step

12

13

14

15

Task

Verify that users' site assignments and
default sites are correct . Assign default
sites to any users who do not have one.

If the system from which you upgraded
utilized an Oracle Database Server, then
configure the APM Server for Oracle
components.

Remove database notification elements
from the database.

In APM, build the search index.

Terms Used in this Documentation

Notes

This step is required.

To support site filtering, a APM Default
site was added to the Site Reference
family.

If the APM Default site is the only site in
your Site Reference family, then all users
are assigned to it, and it is set as their
default site.

If there are two sites in your Site
Reference family (i.e., the APM Default
site and one other site), then all users are
assigned to the site that is not APM
Default site, and the site that is not APM
Default site is set as each user's default
site.

If there are three or more sites in your
Site Reference family (i.e., the APM
Default site and two or more other sites),
then no default site is set for users. If
there are three or more sites in your Site
Reference family, then you must verify
site assignments and assign a default site
for each user.

This step is required only if the system
from which you upgraded utilized an
Oracle Database Server.

This step is not mandatory, but is
recommended by APM.

This step is not mandatory, but is
recommended by APM.

The following table lists the common terms that are used throughout the database upgrade
documentation and their definitions.
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Term

Database content

Customized database content

Baseline database content

Custom content

Pre-upgrade public version

Pre-upgrade baseline version

Content protection

64

Definition

Items that exist in the APM database and
are displayed in some form via the APM
interface. There are two versions of
database content that exist in your
database at a given time:

+  Baseline content: The database
content that matches the baseline
APM database. With the exception of
rules and Catalog items, you cannot
view baseline content in the APM
interface. This content is stored in a
separate location from the
corresponding public version of that
content.

+  Public content: The database content
that you interact with in the APM
interface. This content may be the
same as the baseline content or it
may be the baseline content plus
your customizations.

Baseline database content that has

changed in your database.

The database content as it is developed
and delivered to you in the baseline APM
database.

Database content that exists only in your
database and not in the baseline APM
database.

In the context of the upgrade process,
pre-upgrade public version refers to the
public version of the database content
that exists in your database (prior to
upgrading it to the later version).

In the context of the upgrade process,
pre-upgrade baseline version refers to the
baseline version of the database content
that exists in your database (prior to
upgrading it to the later version).

The process by which the custom
changes that you apply to baseline
database content are preserved during
the database upgrade process. Note that,
after you apply changes to baseline
database content, the database content
is considered customized database
content.

Examples

Queries

Entity families

Added a field to a baseline datasheet.

Modified an Entity family description.

Query in the baseline Catalog folder

Equipment family

New query

New Entity family and fields

Query in the Public Catalog folder
Datasheet

(applies whether or not the query or
datasheet has been customized)
Query in the Baseline Catalog folder.

Datasheet with no customizations

Field added to a baseline datasheet in
your pre-upgrade database also appears
in your upgraded database.



About Customized Database Content Protection

lllustration of content protection

Consider a scenario where Datasheet A exists in the baseline APM database and you want to upgrade a
database in which Datasheet A has been customized (e.g., you added a new field). The following diagram
illustrates what the two databases would contain in this case, where the squares represent the
unchanged baseline datasheet and the hexagon indicates the same baseline datasheet with your
customizations.

New Baseline Meridium Your Pre-Upgrade Meridium
APM Database APM Database

Public Content Public Content

Datasheet A Dataiheet

Baseline Content Baseline Content

Datasheet A Datasheet A

Note: Note: As indicated by this illustration, in the baseline APM database, the public and baseline
versions of an item are always identical.

When this database is upgraded to the new database version, only the baseline version of Datasheet A
will be replaced in your database, as illustrated in the following diagram.
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New Baseline Meridium Your Upgraded Meridium
APM Database APM Database

Public Content Public Content

Datasheet A ———¥ Datasheet

A

Baseline Content Baseline Content

Datasheet A Datasheet A

In this way, all your custom changes are retained. Likewise, however, your database will not contain the
baseline changes that APM delivers in a given release . For this reason, you will want to determine which
database items will be retained in your database so that you can determine which baseline changes your
database will not contain after you upgrade. With that information, you can determine whether you want
to:

+ Continue to use your database content as is, without APM's changes
_or_

« Apply APM's changes manually to your customized database content.

Database content replacement versus protection

In general, you can assume that all the custom changes you have made to your database content will be
retained in your upgraded database. In addition, you can assume that for any custom change that is
protected in your database, your database will not contain any baseline changes that APM delivers for
that item in a given release. In other words, if APM delivers updated changes to the baseline version of an
item that you have customized in your database, you will not receive those changes because your custom
changes will take precedence over the baseline changes. As a result, you should evaluate each baseline
change that is delivered to determine if you want to apply those changes to your database content.

Note: Note: In a given release, there may be exceptions to the content protection criteria. These
exceptions will be communicated via the APM Release Notes for that version. For example, if APM
changes a baseline field caption, it is possible that APM can choose to forcibly replace that field caption in
your database even if you have customized that field caption already.



You can use the Database Comparison Tool (in pre-upgrade mode) to determine what content will be
protected in your database. The output of this tool indicates:

+ The baseline APM database content that has been updated in the target version (i.e., content that
includes new baseline changes from APM).

-and-
« Among the content that has been updated in the baseline APM database, that which you have
customized in your pre-upgrade database.

Using a combination of the results from the Database Comparison Tool and your understanding of the
content protection criteria, you can predict which baseline database content changes will not be available
in your upgraded database. For example, consider the following scenario in which the Database
Comparison Tool indicates that the baseline query Available Recommendations has been updated in the
baseline APM database for your target version and that you have customized the Available
Recommendations query in your pre-upgrade database.

Item Name s [Jtem Path w Type + Baseline Changes  Custom Changes
Avaslable Recommendations Public\Mendium\Modules\Rec Query ® &

In this case, you can assume that your upgraded database will contain:

+  Your public version of the Available Recommendations query with all your customizations (in the
Public Catalog folder).
+ The updated baseline Available Recommendations query only in the Baseline folder.

Before you upgrade your database, you can use the Database Comparison Tool to view the specific
differences between the Available Recommendations query in the baseline APM database for the target
version and the same baseline query as it exists in your current version. For example, you could see that
APM has added the Asset Description column to the baseline query. At this point, you can decide whether
or not you want to either manually apply that change to your custom query after you upgrade or manually
replace your public query with the baseline query in the Baseline folder.

Protected database content

The following table lists the types of content that exist in your database and indicates whether
customizations to an existing baseline item of that type will be protected during the database upgrade
process.

For items in which your customizations will not be protected during an upgrade, to maintain your
customizations, you will need to export your customized items from your pre-upgrade database using the
Import/Export tool, and then import them into the upgraded database. Alternatively, you can customize
the items again, manually, in the upgraded database.

For some attributes of families and family fields, APM may make a change in the baseline database that
will be applied to your database, regardless of whether you have customized that item or not. In these
cases, the affected content will not be protected. APM will, however, communicate such changes via the
release notes for that version (i.e., in the content changes section). For example, if a family caption
changes in the baseline database, your database should contain this change. Therefore, if you have made
changes to the same family's caption, your customization will be overwritten. You can, however, obtain
the baseline content after you upgrade your database.
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Baseline Database Content Type
Family attributes (Entity and Relationship)

Associated Pages

Family description
Family captions
ID Template
Family help text

Datasheets

Field attributes

»  Caption

«  Description

+  Helptext

+  Override parent flag
+ IDflag

- UTC

Catalog Items

Metric Views

Queries

Reports

Graphs

Security Groups
Security Group caption
Security Group ID

Security Group description

Protected?

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Notes

Associated Pages are considered one
database item per family. This means that
if you customize one Associated Page (of
many), the database upgrade process will
consider all the Associated Pages for that
family as customized.

None
None
None
None

A single datasheet is considered one
database item. This means that if you
customize any attribute of a datasheet,
the database upgrade process will
consider the entire datasheet as
customized.

The UTC property will be protected based
on whether records exist for the family to
which the field belongs. If records exist in
a family, the field property will be
protected. In other words, if APM sets the
UTC property in a baseline field to True
and you already have records in the family
to which that field belongs, you will not
receive the updated property setting
automatically.

Baseline Metric Views are always
overwritten with the updated baseline
Metric View.

None
None

None

None
None

None



Baseline Database Content Type

Security Group privileges

Records and links between records

Records

Protected?

No

Yes (with some exceptions)

Notes

Baseline Security Group privileges are
always overwritten with the updated
baseline Security Group privileges.

After baseline records for a given family
exist in your database, the records in that
family will never be overwritten or
updated during the database upgrade
process, even if you have not customized
them in any way. This means that if APM
delivers updates to the existing baseline
records or adds additional baseline
records in a given family, you will not
receive those changes by default. If this
occurs, you can choose to perform an
additional step to manually obtain the
new records or revert your existing
records to baseline.

There are, however, several families
whose records are not protected in this
way. The following baseline families are
considered recurring exceptions to the
rule that all records and links are
protected. This means that the database
upgrade process will overwrite the
baseline records in these families. In
other words, all the baseline records in
the following families will always be
overwritten in your database with the
updated baseline records:

«  Analysis Services Cube

« CMMS System

+  Device

»  Device Data Presentation
«  Device Mapping

«  Device Mapping Family

«  Device Mapping Field

«  Pipe Properties

- Security Group

«  Calibration Template Defaults

This means that if you have customized
any baseline record in one of the families
in the preceding list, because all the
baseline records are overwritten, your
changes will be overwritten.
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Initiate the Database Upgrade Process

70

Baseline Database Content Type

Links between records

Groups of records and links that make up
a single entity (e.g., Baseline Risk Matrix)

State Configuration

State Configuration Roles

State Configuration Role Description
State Configuration Role Caption
State Role Security Group assignments

Strategy Rules and Strategies

Other content

System Codes and System Code Tables
Preferences

UOMs and UOM Conversion Sets
Scheduled Items

Rules Library Projects

About This Task

Protected?

Yes

Yes

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Notes

When the records are protected, the
relationships that link the records
together are also maintained with that
record.

A group of records and links that make up
a single entity, also known as a composite
entity, is treated as one entity for the
purposes of the database upgrade
process and content protection. After
such an entity exists in your database, it
will never be overwritten or updated
during the database upgrade process,
even if you have not customized the
records and links in any way.

Baseline State Configuration Roles are
always overwritten with the updated
baseline State Configuration Roles.

None
None
None

None

None
None
None
None

None

When you initiate the database upgrade process, the APM system will begin upgrading your database

through a process that consists of the following steps:

1. Unzipping the compressed database content folder and extracting its contents.
2. Checking the extracted files against the list of baseline files to determine if all the expected files are

available.

3. Loading the baseline database content into your database.

4. Processing each file and protecting your customized items according to the content protection

process.



The following instructions assume that your dedicated APM Server already contains the version of the
APM software that corresponds to the database version to which you want to upgrade your database, and

that you are ready to upgrade your database in either a test or production environment.

Important: The database upgrade process can take several hours to complete, depending on the size of
the database, available memory, and other factors. After you start the database upgrade process, you

should not close the window unless you want to stop the database upgrade process.

Procedure

1.

On the dedicated APM Server machine, on the Start menu, expand the Meridium APM Applications

folder.

Select Database Upgrade Manager.
The Meridium Database Upgrader window appears.

Password
Database Server  ROADEVDE\SQL2014
Database Name DEMO_MASTER_PL 4(

4030001

Wersion

v Pre-Upgrade Settings

Show Only Emrors | | Show Log Show Preview

4 Meridium Database Upgrader ';li-
# Database Settings

Database Type SQLServer | - |
Path to Database Upgrade content C\Mendium\Dblpg '_|

Path To Binaries C:\Program Files\Meridium\Upgrade III

User Name DEMO_MASTER_PL_4030000

3. Enter the following information about the database that you want to upgrade to the new version:

a. Inthe Database Type box, select the database type: SQLServer or Oracle.

Depending on the value that you select, the remaining boxes may be hidden. The behavior of each

box is described in its corresponding step.

b. The Path to Database Upgrade content box contains the folder path for the compressed
database content file that was installed when the APM Server software was upgraded. For
example, if you accepted the default location during the APM Server upgrade, the compressed file

is installed in the folder C: \Meridium\DbUpg. In this box, select _l, then navigate to the
compressed database content file whose file name contains MI_DB_Master, and then select it.
c. Inthe User Name box, enter the user name or schema name that can be used to log in to your

database.

d. Inthe Password box, enter the password associated with the value in the User Name box.
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e. Inthe Database Server box, enter the path to the Database Server machine where your database
resides. This step applies only to SQL Server database types, and is hidden if you selected Oracle in
the Type list.

f. Inthe Database Name box, enter the name of the database that you want to upgrade. This step
applies only to SQL Server database types. If you selected Oracle in the Type list, the Database
Name box will be hidden.

g. Inthe Alias box, enter the database alias for the database that you want to upgrade. This step
applies only to Oracle database types. If you selected SQLServer in the Database Type box, the
Alias box will be hidden.

h. Inthe Version box, select the version to which you want to upgrade.

4. Select Validate.

The Meridium Database Upgrader window expands.

¥ Meridium Database Upgrader i [= o=l

~ Database Settings

Database Type SQLServer | =
Path to Database Upgrade content CA\Meridium\DbUpg | - |

Path To Binaries Ci\Program Files\Meridium\Upgrade ;

User Mame V4030001_V4020000_DP

Passward LTI TR LI TR R )

Database Server  ROADBUPGA\SQL2012

Database Name  VAU30001_V4020000_OF

Version | 4030001

| Validate

Connection was validated
¥ Pre-Upgrade Setiings
Upgrading Meridium Database from: 4000000

Upgrading Meridium Database to: 4030001

Database Info:  ROADBUPGA\SQL2012-V4030001v4020000_DP-v4030001_Vv4020000_DP

Trace Level: | Trace -

["] Ignore Failed Events
Pragress
Status:  Not Started
Current Task

Errors.. O

Sequence Task Siatus Start Time End Time Detail

|Shsw Only Ermrsl Show Log | Show Preview |

The Database Upgrade Manager performs the following checks in the following order:

+ Attempts to connect to the database.

+ Attempts to locate the compressed database content file specified in the Path to Database
Upgrade content box.

Note: Note: If the APM system encounters issues during the first two checks, corresponding
messages will be displayed. If you see an error message, you should correct the issue by using the
solution indicated in the message.

When the validation is complete, the list of tasks to be executed appears.
5. Inthe Pre-Upgrade Settings section:
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a. Inthe Trace Level box, select the value indicating the amount of detail that you want to include in
the upgrade logs for each operation that occurs during the database upgrade process.

b. For the Ignore Failed Events check box, which is, by default, cleared:

+ Ifyou are running the database upgrade process in a test environment and want the APM
system to continue processing your database even if a failure occurs, select the Ignore Failed
Events check box. This will provide you with a comprehensive list of failures after the database
upgrade process is complete, which you can use to review and correct the failures.

+ Ifyou are running the database upgrade process in a test environment and want to review each
failure as it occurs, accept the default selection. This means that if a failure occurs during the
upgrade process, the upgrade process will pause automatically, allowing you to review and
correct the failures as they occur.

+ Ifyou are running the database upgrade process in a production environment, accept the
default selection. At this point, you should have already run the database upgrade process in a
test environment and resolved any errors that occurred. Therefore, you should not expect any
errors to occur during the database upgrade process in your production environment. Using this
option, however, will ensure that if an error does occur, the upgrade process will not continue.

6. Toinitiate the database upgrade process, select Upgrade.
The Progress section displays the progress of the upgrade process.

7. After you have successfully upgraded your database, or if you encounter errors that you cannot
resolve, send the upgrade logs associated with the upgrade process to APM. To do so:

Note: If the following error message appears in your upgrade logs, please ignore it: Could not
find the guid for the content item named: IntegrationInterfaces.

a. Onthe Meridium Database Upgrader window, select Show Log.
The log appears in a new window.

b. Send the file to the GE Vernova Customer Support team. When you do, be sure to provide your
company name and an indication that the files are database upgrade log files.

8. After you have successfully upgraded your database and sent the upgrade logs to the GE Vernova
Customer Support team, restart the APM Server.

Next Steps

+ The next step in the APM Database Server upgrade workflow varies, depending on whether you
initiated the upgrade in a test or production environment.

Configure the APM Server for Oracle Components

About This Task

When installing versions of Meridium APM prior to V4.0.0.0, you were instructed to modify the following
files on the dedicated APM Server machine to bind the 64-bit .Net Framework to the Oracle.DataAccess
component:

¢« C:\WINDOWS\Microsoft.NET\Framework64\V2.0.50727\CONFIG\machine.config
« C:\Windows\Microsoft.NET\Framework64\V4.0.30319\CONFIG\machine.config

The modifications from previous releases are no longer necessary with ODAC version 11.2.0.3 and must
be removed. The following instructions provide details on removing the modifications from these files.

Procedure

1. Onthe APM Server machine, open two Windows explorer windows.
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2. Inone window, navigate to the folder C : \WINDOWS\Microsoft .NET\Framework64\vV2.0.
50727\CONFIG.

-and-

In the other window, navigate to the folder C: \Windows\Microsoft.NET\Framework64\V4.
0.30319\CONFIG.

3. In each folder, using a text editor (for example, Notepad), open the file machine.config.

4. In each file, between the opening and closing <configuration> tags, delete the following content:

<runtime>
<assemblyBinding xmlns="urn:schemas-microsoft-com:asm.v1">
<dependentAssembl y>
<assemblyIdentity name="Oracle.DataBAccess"
publicKeyToken="89b483f429c47342" />
<bindingRedirect oldVersion="2.0.0.0-10.9.9.9"
newVersion="2.112 .1.0" />
</dependentAssembly>
< /assembl yBinding>
</runtime>

5. Save the files, and then close them.

Next Steps
+ Refer to the APM Database Server upgrade workflow.

Remove Database Notification Elements from the Database

About This Task

After upgrading your APM Database Server, we recommend that a Database Administrator manually
remove database notification elements from the database.

Procedure

For an Oracle server, the Database Administrator should run the command REVOKE CHANGE
NOTIFICATION FROM mi_ connect role.Alternatively, for an SQL server, the Database
Administrator should run the command ALTER DATABASE <db name> DISABLE BROKER.

Next Steps

+ Refer to the APM Database Server upgrade workflow.
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About the APM Database Comparison Tool
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Using the APM Database Comparison Tool, you can compare different databases. The following table

identifies the purposes of available comparisons, and when you need to initiate each comparison.

Note: Note: All comparisons are made against the same constant: the baseline APM database for the

target version.

Variable

The content of the baseline APM
database for the source version.

The content of your customized database
for the source version.

The content of your customized database
for the target version.

Purpose of Comparison

Allows you to see the changes that APM
has made since releasing the version
from which you are upgrading.

Allows you to see how the content of the
baseline database for the target version
compares to the changes you have made
in the source version.

Allows you to see how the content of the
baseline database for the target version
compares to the changes you have made
in that version.

You can use the APM Database Comparison Tool to:

+ Initiate a new database comparison. The options that are available in the tool depend upon whether

When to Perform Comparison

Before upgrading your database.

Before upgrading your database.

After upgrading your database.

you are running the comparison against a pre-upgraded database or an upgraded database.

-or-

+ Load results from a previous database comparison.

The APM Database Comparison Tool works like a builder, which contains two screens:

» Connection Information: Lets you specify the connection information to the database whose content

you want to compare against the content of the baseline database for the target version.



g EMeridium APM Database Comparison Tool

Connection Information

Database Server Connection Information

Meridium Datasource
Meridium User Name

Meridium Password
Source Version

Path to Database Upgrade content
C:\Meridium*\DbUpg\MI_DB_Master_3500100.ZIP

Load Results | Mext | Exit | Help |

Comparison Details: Lets you run the comparison to identify the differences between the content of
the two databases that you are comparing.
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gEMeridium APM Database Comparison Tool

Comparison Details

- Summary Information

Comparison From: User: Last Comparison Time: ml
3500000 to 3500100 MAYBERRY\aduncan 12/15/2012 12:18 PM Save Results |
Export |
615 differences found.
Upgrade Companison
Item Mame w Item Path v Type w Baseline Changes Custom Changes
Maintenanceltem_CNF Public\Rules Library\Meridium\Asset Stri Rule Library ® il
Maintenanceltem_EM Public\Rules Library\Meridium‘Asset Stri Rule Library Y
MaintenancePlan_EM Public\Rules Library\Meridium'Asset Stri Rule Library ®
MI_InspectionTasksUpdate Public\Rules Library\Meridium\Strategy | Rule Library ®
|Motification_CNF Public\Rules Library\Meridium'Asset Stri Rule Library Y
ObjectListItem_CNF Public\Rules Library\Meridium‘Asset Stri Rule Library Y
TasklList_CNF Public\Rules Library\Meridium‘\&sset Stri Rule Library ®
TaskList_EM Public\Rules Library\Meridium‘Asset Stri Rule Library Y
MI Security User Public\Rules LibraryMeridium'\Root Entit Rule Library ®
MI_EQUIPDOD Public\Rules Library\Meridium'\Root Entit Rule Library Y
MI_FNCLOCOO Public\Rules LibraryiMeridium'\Root Entit Rule Library ®
MI_IMPACTCD Public\Rules Library\Meridium'\Root Entit Rule Library ®
|MI_MRBIANAL Public\Rules Library\Meridium'\Root Entit Rule Library Y
|MI_OPR_AL_VL Public\Rules Library\Meridium'Root Entit Rule Library ® =
Back | Exit | Help

On this screen, you can also:

o Save the results to a .ZIP file, which can be reloaded into the tool later via the Connection
Information screen.

o Export the results to an Excel file.

Run the Comparison Against a Pre-Upgraded Database

Before You Begin

1. Onthe APM Server, navigate to C:\Windows\assembly to verify that the 64-bit version of the
Oracle.DataAccess component is installed.

2. Ifitisinstalled, then skip the rest of the steps in this Before You Begin section and proceed to step 1 in
the Steps section.
-or-
If the 64-bit version of the component it is not installed, then obtain it from Oracle and install it on the
APM Server. You must then complete the following additional steps.

a. Onthe APM Server, navigate to the folder C: \Windows\Microsoft.NET
\Framework64\V4.0.30319\CONFIG\.

b. Using a text editor (e.g., Notepad), open the file machine.config.
c. Inthe file, between the opening and closing <configuration> tags, add the following content.
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<runtime>
<assemblyBinding xmlns="urn:schemas-microsoft-com:asm.v1">
<dependentAssembl y>
<assemblyIdentity name="Oracle .DataAccess"
publicKeyToken="89bA83f429c47342" />
<bindingRedirect oldVersion="2.0.0.0-10.9.9.9"
newvVersion="2.112.1.0" />
< /dependentAssembly>
</assemblyBinding>
</runtime>

d. Save the file, and then close it.
You can now proceed to step 1 in the Steps section.
Procedure

1. Onthe APM Server, navigate to the folder C: \Program Files\Meridium\Client\100.0.0.
0.0, and then open the file DatabaseReport . exe.

The APM Database Comparison Tool appears, displaying the Connection Information screen.

d#EMeridium APM Database Comparison Tool

Connection Information

Database Server Connection Information

Meridium Datasource

Meridium User Name

Meridium Password

Source Versien

Path to Database Upgrade content
C:\Meridium'\DbUpg'MI_DBE_Master_3500100.ZIP

Load Results | Mext | Exit | Help |

2. Inthe Meridium Datasource box, enter the name of the data source that you want to use in the
comparison.

3. Inthe Meridium User Name box, enter the User ID for a Security User that can log in to the specified
data source.

Note: The specified Security User must be a Super User.
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4.
5.

In the Meridium Password box, enter the password associated with the specified Security User.

In the Source Version box, enter the seven-digit database version that matches the version of your
source database that is being compared. You must enter the version in the format vwwmmzz, where:

+ wwis athree-digit number representing the main version.
« mmis a two-digit number representing the maintenance release version, if applicable. If the

maintenance release version is a single digit, you must prepend zero (0) to it. If there is no
maintenance release version, you must enter 00.

+ zzis atwo-digit number representing the hot fix version, if applicable. If the hot fix version is a
single digit, you must prepend zero (0) to it. If there is no hot fix version, you must enter 00.

For example, the database version number for V3.5.1MR6HF2 would be 3510602.

If you do not know the main version, service pack version, and hot fix version of your database, you can
find it using either of the following methods:
+ Run the following query against the database:

Select modl_ver_nbrfrom mi_modules, where mod|_nm = 'Meridium Core;

+ In Configuration Manager, on the About Meridium APM window (accessed via the Help menu), for
the APM Framework Tools license, locate the value in the Version column. The database version
you should enter in the Source Version box is this version number without the periods.

Meridium APM Framework Tools 3.5.0.0100 10/17/2012 11:23: 26 PM ACTIVE

In the Path to Database Upgrade content box, if a path is provided, confirm that it is the correct
path pointing to the newer V4.X baseline content. If a path is not provided, you may enter the
appropriate path.

The path identifies the location of the newer baseline content file (e.g,MI DB Master 4000000.
zip). The default path is C: \Meridium\DbUpg.
When you are finished specifying connection information, select Next.

If your database connection entries are valid, the Comparison Details screen appears.



@ EMeridium APM Database Comparison Tool
Comparison Details
—Summary Information
Comparison From: User: Last Comparison Time: ml
3500000 to 3500100 MAYBERRY \aduncan 10/25/2012 9:32 AM Save Results |
Export |
Upgrade Comparison
Item Mame Item Path Type Baseline Changes Custom Changes
Back Exit Help

The following information appears in the Summary Information section:

+ Comparison From: The database versions that will be compared, using the format <source version>
to <target version>, where:

o <source version> is the version of the source database that you are comparing against. The
source version on the left should match the value in the Source Version box on the
Connection Information screen.

o <target version> is the version of the database content to which you are upgrading. The target
version on the right should match the file that you specified in the Path to Database Upgrade

content box on the Connection Information screen.
+ User: The credentials of your Windows user.

+ Last Comparison Time: The date and time of any previous database comparison performed with
this database. If the comparison has never been performed with this database, then the current
date and time is displayed.

8. Select Run Comparison.
A progress bar appears.

Unzipping DataArchitecture Folder..

e
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Eventually, a command prompt window will appear, displaying the progress of the various comparison

stages.

@& \Meridium_Comparison ntentGenerationUtility.exe

arsing
arsing
arsing
arsing
arsing

arsing
arsing
arsing
arsing
arsing
arsing
arsing
arsing
arsing
arsing
arsing
arsing

MI_PIF_REU

MI_PIF_REU

MI_PIF_REU

MI_PIF_REU

MI_PIF_REU

MI_PIF_REU

MI_POLRECOM
MI_POLRECOM
MI_POLRECOM
MI_POLRECOM
MI_POLRECOM
MI_POLRECOM
MI_POLRECOM
MI_POLRECOM
MI_POLR
MI_PRE_|
MI_PRE_|
MI_PRE_|
MI_PRE_]
MI_PRE_]
MI_PRE_]
MI_PRE_]
MI_PRE_]
MI_PRE_]

StateConf iguration
States

Operations

Roles=s

Fields

Datasheets
Families
FamilyDataFilters
FamilyReports
StateConfiguration
States

Operations

Roles

Fields

Datasheets
Families
FamilyDataFilters
FamilyReports
StateConfiguration
States

Operations

Roles

Fields

Datasheets

When the comparison is complete, the command prompt window closes automatically, and the
comparison results appear in the Upgrade Comparison section of the Comparison Details screen.

Companson From:

3430000 to 3500000

User:

MAYBERRY \aduncan

Last Comparison Time: AL LE L
Save Results
Export

11/20/2012 11:54 PM

Item Narme w Item Path w» Type w Baseline Changes Custom Changes
01Yalkima Pubhc\Mendium\Modules\Metrics Man: Metncs View
02All Customers Public\Mendium\Modules\Metncs Mant Metrics View
DEMedia Type (All Media) PublieiMendium Modules\Matrcs Mani Matnes View
Ddvearly Income (All Yearly Income Public\Merndium\Modules\Metrics Man: Metrics View
DSMantal Status :AI Marital Status’ Public\MendiumiModules\Metrics Man: Metrics View
OECity (CA) Public\MeridiumiModules\Metrics Man: Metrics View
07Store Sqft Public\MeridiumiModules\Metrics Man: Metrics View
2005 Customer View Public\MeridiumiModules\Metrics Man: Metrics View
2005 Customer View Only Public\Meridium\Modules\Metrics Man: Metrics View

2008 Highlight Table

Action Test Case

Public\MeridiumYModules\Metrics Man:

2008 Legend Displayed In as Meas. PubliciMeridium\Modules\Metrics

2008 One Measure - On LegendCol PublickMerdium\Modules\Metrics

Public\Meridium\Modules\Metrics

Manz

2008 Mo Measure - Legend and Rov Public\Meridium\Modules\Metrics Manz

Man:z

Man:

Mebncs View
Metrics View
Metncs View
Metncs View

Metncs View

Back I Exit Help |




About the Pre-Upgrade APM Database Comparison Tool
Comparison Results Grid

When you perform a pre-upgrade database comparison, the results appear in a grid on the Comparison
Details screen.

dEMeridium APM Database Comparison Tool
Summary Information |
Camparison From: User: Last Comparison Time: Run Comparison
3500000 to 3500100 MAYBERRY\aduncan 2/1/2013 10:13 AM Save Results
| Export I
622 differences found.
Upgrade Companson
Item Hame Item Path » Type + Baseline Changes  Custom Changes
[Integrationlnterfaces Public\Rules Library\Mendium\SAPInterf Rule Library . -
MacroSamples PubliciRules Library\MendiumiSamples\ Rule Library ®
Maintenanceltem _CNF PubliciRules Library\MendiumiAsset Stri Rule Library »
Maintenanceltem EM Public\Rules Library\Merndium\Asset Stri Rule Library »
MaintenancePlan_EM PubliciRules Library\Mendium\Asset Stri Rule Library .
Maximolnterfaces Public\Rules Library\Merndium\CMMSInti Rule Library .
MaximoWorkHistoryDetail PubliciRules Library\Mendium\CMMSInti Rule Library .
MI_InspectionTasksUpdate Public\Rules Library\MeridiumStrategy | Rule Library ™
Maotification_CMNF PublichRules Library\Merndium\Asset Stri Rule Library .
ObjectListitem_CNF Public\Rules Library\Mendium\Asset Stri Rule Library .
TaskList_CNF Public\Rules Library\Meridium‘Asset Stri Rule Library ®
|TaskList_EM Public\Rules Library\Mendium\Asset Stri Rule Library .
[MI Recommendation Public\Rules Library\Meridium‘\Root Entit Rule Library ®
[MI Secunity User Public\Rules Library\Meridium‘Root Entit Rule Library ® ;I
Back | Exit | Help |

The grid contains the name of each item that was identified as different during the comparison process.

You can determine the general difference using the Baseline Changes and Custom Changes columns. You
can select any hyperlink in the left-most Item Name column to display more detailed comparison results
using WinMerge.

The comparison results grid contains the following columns:

+ Item Name: The name of the item. You can select any hyperlink in the Item Name column to display
more detailed comparison results using WinMerge.

+ Item Path: If the item is a Catalog item, this column displays the Catalog folder path. If the item is not a
Catalog item, this column repeats the item name.

+  Type: The type of item.

« Baseline Changes and Custom Changes: Contain black circles indicating that changes exist. In general,
the Baseline Changes column contains a black circle if the baseline item has changed since the
previous version. Likewise, the Custom Changes column contains a black circle if you have made
custom changes to that item or if the item does not exist in your upgraded database.

83



84

The following table illustrates the possible combination of dots per item and explains how you can

interpret those combinations.

Baseline Changes

v

Custom Changes

Explanation

The baseline item has changed
between the two versions.

-and-

The item in your pre-upgrade
database is the same as the
item in the baseline database.

The baseline item has not
changed between the two
versions.

-and-

There is difference between
the baseline version of this
item and the item in your
upgraded database.

The baseline item has changed
between the two versions or is
new to the later version.

-and-

There is a difference between
the baseline version of this
item and the item in your
upgraded database, or this
item does not exist in your
upgraded database.

Example

You are upgrading from
V3.6.0.x to V4.0.0.0.

In V3.5.0.0.0, the baseline
family Asset Strategy was
modified.

You have not modified this
family in your database.

You are upgrading from
V3.6.0.x to V4.0.0.0.

The baseline query Reading
History has not been modified
since the last version release.

You have modified this query
prior to the upgrade.

You are upgrading from
V3.6.0.x to V4.0.0.0.

In V3.5.0.0.0, the baseline
query Asset Query was
modified.

You have modified this query
prior to the upgrade.

You can select any column heading to sort the results by the values in that column. You can also filter the
results by selecting * in any column heading, and then selecting the value by which you want to filter the

results. For example, to see only queries in the results, you would select * in the Type column heading,
and then select the Query check box, as shown in the following image.
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The result would then contain only queries, as shown in the following image.

Ttem Name

~s. Item Path

w Type

i~ Baseline Chan

Custom Chanc

Alert Trend Alert Data
Alert Trend Alert Data

Alert Trend Alert Data by Asset

Alert Trend Alert Data by Asset

Alert Trend Data
Alert Trend Data
Alert Trend Data by Asset
Alert Trend Data by Asset

Alert Trend Data by Asset and Event Description

Alert Trend Data by Asset and Event Description

Al Inspection Records

API REI Analysis
ASSET_GROUP_LOOKUP
ASSET_MUMBER_LOOKUP

Available Recommendations

Baseline\Meridium'\Modules\AMS Asset Portal\Quer Query
Public\Meridium‘Modules\AMS Asset Portal\Querie: Query
Baseline\Meridium\Modules\AMS Asset Portal\Quer Query
Public\Meridium‘\Modules\&MS Asset Portal\Querie: Query
Baseline\Meridium'\Modules\AMS Asset Portal\Quer Query
Public\Meridium‘Modules\AMS Asset Portal\Querie: Query
Baseline\Meridium'\Modules\AMS Asset Portal\Quer Query
Public\Meridium\Modules\&MS Asset Portal\Querie: Query
Baseline\Meridium'\Modules\AMS Asset Portal\Quer Query
Public\Meridium‘Modules\AMS Asset Portal\Querie: Query

Baseline\Merndium'\Modules\Inspection\Document  Query

Public\Meridium'Modules\API RBI Connector\Queri Query
Public\Meridium‘Modules\CMMS Integration Interf: Query

Public\Meridium‘Modules\CMMS Integration Interf: Query

After you apply a filter, it will be displayed below the results, as outlined in red in the following image.

You can remove a filter by selecting=I below the grid.

Public\Meridium‘Modules\Recommendation Manag Query °
Equipment Taxonomy Query Baseline\Meridium'\Modules\Core\Queries\Equipme Query o
| v ItemType=0ue -
[ remype=auen | g e B

Run the Comparison Against an Upgraded Database

About This Task

These instructions assume that you want to compare your upgraded database to the baseline version.
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Important: The comparison process can take an hour or longer, depending upon the size of the
databases being compared, available memory, and other factors. After you start the process, you should
not close the progress window unless you want to stop the comparison process. You can continue
working in other windows while the comparison is running.

Procedure

1. Onthe APM Server, on the Apps interface, in the Meridium APM Applications section, select
Database Upgrade Manager.
The Meridium APM Database Comparison Tool window appears, displaying the Connection
Information screen.

=x Mendium APM Database Companson Tool M

Connection Information

Database Server Connection Information

Meridium Data 50urci
Meridium User Name
Meridium Password
Source Version

Path to Database Upgrade content {.zip file)

| Load Results | | Mext | | Exit |

2. Inthe Meridium Data Source box, enter the predefined data source that points to your upgraded
APM database.
Enter the name of a APM Security User defined in your database.
Enter the password for that Security User.
Enter the version of the upgraded source database. For V4.0.0.0.0, this value would be 4000000.
In the Path to Database Upgrade content box, ensure that the correct path to the content is
provided.
The path identifies the location of the baseline .zip file for the upgraded version. The default path is
C:\Meridium\DbUpg, but this path could have been changed manually via the APM Server and
Add-ons installer when APM was installed or upgraded.
7. Select Next.

The Comparison Details screen appears.

o v AW



xs Meridium APM Database Comparison Tool [= ==

Comparison Details

ummary Information

Current Version: User Last Companson Times Ruin ComDarson |
4020000 HAYBERRY\doasala 472172006 2:32 PH

Connection [nformation: yaO20000_TEST_SUM_aM_S0L12

File Path:  Cr\Menidium\Dbiipg\MI_D8_HASTER,_4020000.7ip

Ipgrade Comparison

nem Hame Item Path Type  Custem Changes

Bask Exit | Help

The following information appears in the Summary Information section:

Comparison From: The database versions that will be compared, using the format:
<source version> to <target version>

..where

o <source version> is the version of the source database that you are comparing against. The
source version on the left should match the value in the Source Version box on the

Connection Information screen.

o <target version> is the version of the database content to which you are upgrading. The target

version on the right should match the file that you specified in the Path to Database Upgrade

content box on the Connection Information screen.
Connection Information: The name of the current database.
File Path: The path to the Database Upgrade content .zip file.
User: The credentials of your Windows user.

Last Comparison Time: The date and time on which the database comparison for this database was

last run. If the comparison has never been run for this database, the current date and time is

displayed.

. Select Run Comparison.

A progress bar appears, displaying the progress of the comparison process. Eventually, a command

prompt window will appear, displaying the progress of the various comparison stages.
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*= {\Program Files\Meridium\Upgrade\DEUpgrade\ContentGenerationUtility.exe I;li-_

Process Started BLA28-20815 2:42:35 PH

m >

When the process is complete, the command prompt window closes automatically, and the
comparison details appear in the Upgrade Comparison section on the Comparison Details screen of
the APM Database Comparison Tool.

About the Post-Upgrade APM Database Comparison Tool
Comparison Results Grid

When you perform a post-upgrade database comparison, the results appear in a grid on the Comparison
Details screen.
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| - Summary Information — - . |
Companson From: User: Last Companson Time: Run Companson |
4000000 to 4000000 MAYBERRY\dpasala 5/27/2015 2:20 PM Save Results |
Connection Information: v400_TEST_QA_20150527_WED Export |
File Path: C:\Meridium\DbUpgiMI_DE_Master_4000000.Z1IF
Upgrade Compansan 3617 differences found.
Item Mame w Item Path ¥ Type ¥ Custom Clwnur-_\. ]
|01 ¥akirma PubliciMeridium\Modules\Metrics Manageri0LYakima Metrics View ) B
024l Customers PubliciMeridium’\Modules\Metrics Manager\024l] Customer Metrics View 'Y
D3Media Type (Al Media) PublickMeridivm\ModulesiMetrics Manager\03Media Type { Metrics View »
BaYearly Income (&1l Yearly Income PublicdiMerdium\Modules\Metrics Manager\04Yearly Incomr Metrics View -
BEr-'!amaE Status (Al I‘-h::m';a'- Status, PubliciMendivm\Modules\Metncs Manager\{iSMantal State Mebnics View [
DECIty {CA) PubliciMeridium\Modules\Metrics Manager\06City (CA) Metrics View ]
075tore Soft PublichMeridium\Modules\Metrics Manager\D75Store Sgft Mebrics View -
2005 Customer View PubliciMendium\ModulesiMetrics Manageri2005 Customer Metrics View -
2005 Customer View Only PubliciMendiumiModules\Metrics Manageri2005 Customel Metrics View -
152003 Highlight Table Public\Meridium\Modules\Metrics Manager'2008 Highlight Metrics View .
2008 Legend Dispiayed In as Meas. Public\MeridiumiModules\Metrics Manager\2008 Legend C Metrics View &
2008 No Measure - Legend and Fov PublicMeridiumiModules\Metrics Manageri2008 Mo Measy Metrics View - o
L4 >
[ Bk |[ et || Hew |

The grid contains the name of each item that was identified as different during the comparison process.
The comparison results grid contains the following columns:

+ Item Name: The name of the item. You can select any hyperlink in the Item Name column to display
more detailed comparison results using WinMerge.

+ Item Path: If the item is a Catalog item, this column displays the Catalog folder path. If the item is not a
Catalog item, this column repeats the item name.

«  Type: The type of item.

+ Custom Changes: The cells in this column contain black circles indicating that custom changes have
been made to the associated item.

You can select any column heading to sort the results by the values in that column. You can also filter the

results by selecting * in any column heading, and then selecting the value by which you want to filter the
results. For example, to see only items that are in Entity Families in the results, you would select * in the
Type column heading, and then select the Are in These and Entity Family check boxes, as shown in the

following image.
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Search Type: [Equals =]
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The result would then contain only queries, as shown in the following image.

Comparison Details

—Summary Information
Comparison From: User: Last Comparison Time: Run Comparison
4000000 to 4000000 MAYBERRY\dpasala S/27/2015 2:29 PM Save Results
Cennection Information:  y400_TEST_QA_20150527_WED
File Path: ChMeridium\DbUpg\MI_D8_Master_4000000.21F
Upgrade Companison 3617 differences found.
| Item Name ~  Item Path v Type w Custom Changes :‘
|Aliblank Allblank Entity Family ® ~
1AQa Ast AQA ASL Entity Family . B
AQA Auto Farmilies AQA Auto Families Entity Family » '
|AQA Config Exp Root A AQA Config Exp Root A Entity Family .
AQA Config Exp Root B AQA Config Exp Rook B Entity Family Y
AQA Criticality Caleulator AQA Criticality Calculator Entity Family ®
AQA Datafilter Family AQA Datafilter Family Entity Family .
|laqa Detashest Families AQA Datasheet Families Entity Family 'Y
| [AQA Dare Test AQA Date Test Entity Family [} |
|AQA Detail for MDF AQA Detail for MDF Entity Family- ®
I AQA Enterprise Support Families AGQA Enterprize Support Families Entity Family ®
| |aga Event AQA Event Entity Family * =1
<] m Bl
[ & wemType=Entity Family
[ ek [ e [ e |

After you apply a filter, it will be displayed below the results, as outlined in red in the following image.



(API REI Analysis Public\Meridium‘Modules\API RBI Connector\Queri Query
ASSET_GROUP_LOOKUP Public\Meridium‘Modules\CMMS Integration Interf: Query
ASSET_MUMBER_LOOKUP Public\Mendium‘Modules\CMMS Integration Interf: Query
ilable R dations Public\Meridium\Modules\Recommendation Manag Query )
it T 1y Query Baseline\Meridium‘\Modules\Core\Queries\Equipme Query . -

| HI [V temType=Ouery | |

You can remove a filter that you have applied by selecting EI next to the filter.

Revert Items to Baseline

Before You Begin

» Create a data source.

Procedure

1. Onthe APM Server, navigate to Meridium/Upgrade/DBUpgrade, and then open the file
RevertToBaselineApp.exe.
The Revert To Baseline Login Screen window appears.

Connection Information
Meridium Data Source

Merdium User Name

Meridium Password

2. Enter avalid data source, user name, and password, and then select Next.

Note: The value in the Meridium Data Source box should match exactly the Data Source ID of the
data source.
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The Revert To Baseline screen appears, displaying the families that you can revert to baseline.

Connection Info

Revert to Baseline

Main Screen

MIADMIN/***@V4030000TEST_SUN_SQL12

(= [= |

Search
Families
Family Id Family Caption Is Composite Family
MI_COARACCCLS Account Class Mo
MIL_COAACCOWN Account Owner Mo
ML _ACTION Action Mo
MI_ACTIONMP Action Mapping Mo
MI_ACTIONRY Action Revision Mo
MI_ACTI_TPL Achive IPL MNa
MI_ACTSTRAT Active Strategy Mo
MI_ADT_FDFB Adjustment for Design Fabrication Mo
MI Notification Alert Na
MI_AKSWCORR Alkaline Sour Water Corroston Rate Mo
ML_AMINECR MTPL Amine Corrosion Rate Multiplier Mo
MI_GADS_AMPL_CODE Amplification Codes Mo
ML_APTAG AMS Asset Ma
ML_APTAGALT AMS Asset Alert Ma
MI_APTAGDS AMS Asset Data Source Mo
MI APTAGEVT AMS Asset Event Mo

| Revert To Baseline | |

Exit

3. Select the row containing the family whose element you want to revert to baseline, and then select

Revert To Baseline.

Tip: You can enter a value in the Search box to search for a specific family.

Note: If you want to revert records and links for a family for which the value in the Is Composite
Family column is Yes, you will need to revert the records and links for the parent family of that family.
If this is the case, based on the following table, please select the appropriate parent family for the child
family whose records and links you want to revert to baseline.

Child Family to Revert
MI_STRMAPP

MI_RRSKMDT

Parent Family to Select

MI_STMPCNFG

MI_RRSKMAP



Child Family to Revert

MI_CLMND_PR
MI_MPPG_QRY

MI_PROTDEFI
MI_RISKTHRE
MI_PROBDEFI
MI_CONSDEFI
MI_RISKCATE

The Various Options For Revert window appears.

Parent Family to Select

MI_DATA_GRP

MI_RISKMATR

Associated Pages

Catashests

Privileges

Project

I Records and Link

State Management

) Behawviour

Various Options For Revert

Ok

Cancel

4. Select the check box for the revert to baseline action that you want to execute, and then select OK.

Note: If you selected the Datasheets check box, before selecting OK, you will need to select a

datasheet in the drop-down list box next to the Datasheets check box.

If you selected the Associated Pages, Datasheets, Privileges, Project, or Behavior check box, the

Success window appears, displaying a message indicating that the revert to baseline action has been
completed. The following image shows the Success window after the action of reverting Privileges to

baseline has been completed.
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Success -

9 Revert to Baseline completed for Privilege

a. Select OK.
The Success and Various Options For Revert windows close.

-0r-

If you selected the Records and Link check box, the Revert to Baseline - Records and Links window

appears.
EE Revert to Baseline - Records and Links |L]
Ml Analysis Servicas Cube ™ || Entity Id O !
M Device

m

MI Device Data Presentation
MI Device Mapping

M Device Mapping Family
Ml Devica Mapping Field
bl Pipe Properties

Ml PY Stress

MI Tank Stress
MI_ACTIONMP

PI_APES

MI_ASOACTMAP
BI_AST_HRCY
MI_CALDEFLT
MI_CALTMPDF
MI_CMMSINTF

MI_CMMSMARPG v _le‘t Selected

a. Inthe list on the left side of the window, select the family that contains the records and links that
you want to revert to baseline.
The selected records and links appear in the list on the right side of the window.

b. If you want to revert the records and links for records in the family, in the list on the right side of the
window, select the check box next to each record that you want to revert to baseline, and then
select Revert Selected.

_or_
If you want to revert customized template values for the family to baseline, select a family on the

left side of the window, and then, in the My Template Defaults row that appears, select
Compare. Then, on the My Template Defaults window that appears, select Revert.

A message appears, indicating that the selected records and links have been reverted to baseline.
_or_

If you selected the State Management check box, the State Management Mapper window appears.
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L] State Management Mapper \;li-
lé_n;it;-F”a;iiiea Custom Baseline
Bl Famiies Accepted by ASM Accepted by ASM
| AGIA State Management Hislory Consclidated Caonsalidated
| AGA State Management Localization Panding Pending
3 ikt o Superseded Superseded
| AGA State Management Ske Fiters
-l AQA Diste Transition
2
F-1 | Task
inspection Group
| Asset Strategy
| Implementation Package
| 515 Tnp Report
Load Map | State Management Basaline Mapping Auto Map
Custom Source Select Target Bazeiine Targst
. -l
Consobdated |
Seperseded =
Aecepted by ASM M|
14 | »
Save Mapping | | Pevert Single Fanly | Bevert Multiple | Exit ]

The family of the item that you selected in the Comparison Results grid is highlighted in the tree in the
Entity Families section of the State Management Mapper window. In the Custom section, a list of
the customized states for the family appears. In the Baseline section, a list of the baseline states for

the family appears.

The customized states for the family also appear in the Custom Source column in the grid in the
State Management Baseline Mapping section.

a. Inthe State Management Baseline Mapping section, in each cell in the Select Target column,
select the baseline target for each customized state in the Custom Source column.

Note: If you select Auto Map, the APM Database Comparison Tool will automatically assign
baseline targets where possible. If you select Load Map, a window appears on which you can

select a previously saved map of baseline target assignments.

The selected targets appear in the cells in the Baseline Target column.
b. Select Revert Single Family or Revert Multiple.
If you selected Revert Single Family, a message appears, asking if you want to save the current

mapping and revert to it.
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@ Do you wish to save the current mapping and revert to it?

=]

i. Select Yes.
A confirmation message appears.

6 Conversion completed.

ii. Select OK.
The selected states are converted.

_OI’_
If you selected Revert Multiple, the Browse For Folder window appears.

Bl Desktop
b [ Pasala, Deepthi
b 8 This PC
i [l Libraries
b € Network
b B8 Control Panel
5] Reeyele Bin
b ) DEMO
L Deme_Mappings
B0 Oracle
| sm mappings

| Make Mew Folder |

i. Navigate to the folder containing all of the families whose states you want to convert, and then
select OK.

A message appears, asking you to confirm that you want to continue.



Revert Iil

Multiple files was found to revert, are you sure you want to continue?

Yes Mo

ii. Select Yes.
A confirmation message appears.

'0 Conversion completed.
QK |

iii. Select OK.
The selected states are converted.
5. As needed, repeat steps 1 through 2 to revert additional items to baseline.

Save the Results to a.ZIP File

About This Task

After running the pre- or post-upgrade version of the APM Database Comparison Tool, if you save
comparison results to a .ZIP file using the following instructions, you can reload those results at a later
time. These instructions assume that you have already launched the APM Database Comparison Tool.

Procedure

1. Onthe Comparison Details screen, select Save Results.

The Select file to save result window appears. The folder path is set by default to C: \Meridium
\DbUpg.
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@@select file bo save result Ed

o

Ly j":\ ) | . = Local Disk (C:) = Meridium - Dblpg - - l‘illl Search Dblpg ¥

Organize = Mew Folder = v @

" Favorites =4 Mame - | Date madified | Type
=4

B Deskiop , DatabaseReportLog 11)20/2012 10:16 PM  File folder

& Downloads ) MI_DB_Master_3500000 8/21/2012 5:12 PM Compressed (zif
=l Recent Places

1) Results 11202012 11:55 PM  Compressed (zif
4 Libraries
3 Dacuments
J’- Music
= Pickures

E Yideos

1N Computer

‘.-._i. Local Disk (C:)

R Network LI . | |

)
File name: I | j
I

Save as type; IZip Packages *.zip

“  Hide Folders | Sawe I Cancel |

2. If you want to save the results to a location other than C: /Meridium/DbUpg, navigate to the
location where you want to save the results.

3. In File name box, enter a name for the .zip file.

4. Select Save.
The results are saved to the .zip file with the specified name in the specified location.

Reload Previous Comparison Results

About This Task

Using the pre- or post-upgrade version of the APM Database Comparison Tool, if you have saved previous
comparison results to a .ZIP file, you can reload those results by following these instructions. These
instructions assume that you have already launched the APM Database Comparison Tool.

Procedure

1. Onthe Connection Information screen, select Load Results.
The Select export of result window appears. By default, the folder path is setto C: \Meridium
\DbUpg.
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g@@5elect export of result

o e

e |

Crganize *  Mew Folder

. = Local Disk {C:) = Meridium ~ Dblpg - - l‘:]]l Search Dblpg [ﬂ
== w E:l |@|

| Date modified | Type

Marme =

i Favarites
M Desktap | DatabaseReportLog
Lﬂ‘ Downloads 1 MI_DB_Master 3500000 af21/2012 5:12 PM Compressed (zif
=1, Rerent Places 11/20/2012 11:55PM  Compressed (2

11/20f2012 10016 PM File Folder

1) Results

- Libraties
3 Documents
.J*- Music
= Pictures

E Yideos

1M Computer
‘;. Local Disk {C:)

‘?ﬁ Mebwark,
4| | i

File narme: || j IZiP Packages ".zip j

Open I Cancel |

2. Ifthe results that you want to reload are stored in a location other than C: /Meridium/DbUpg,
navigate to the location containing the exported results.

3. Select the .zip file containing the results that you want to reload, and then select Open.
A progress bar appears, indicating the progress of the loading process.
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| Loading results...

NENEN

|

When the process is complete, the comparison results appear on the Comparison Details screen.

dEMeridium APM Database Comparison Tool

Comparison Details

~Summary Information
Comparison From: User: Last Comparison Time:

3450000 to 3500000 MAYBERRY\aduncan 11/20/2012 11:54 PM Save Results I

2053 differences found.
Upgrade Companson

| Item Name » [Item Path ¥ Type w Baseline Changes  Custom Changes
[oavalima Public\Meridium'Modules\Metrics Mani Metrics View 3
|02 Customers Public\MeridiumiModules\Metrics Man: Metrics View

03Media Type (All Media) Public\MeridiumiModules\Metrics Mant Metrics View

04¥early Income (All Yearly Income Public\Mendium\Modules\Metrics Man: Metrics View
05Marital Status (All Marital Status’ Public\Meridium\Modules\Metrics Man: Metrics View

0ECity (CA) Public\Meridium\Modules\Metrics Man: Metrics View
07Store Sqft Public\MeridiumiModules\Metrics Man: Metrics View
|2005 Customer View Public\Mendium\Modules\Metrics Man: Metrics View
2005 Custemer View Only Public\Meridium\Modules\Metrics Man: Metrics View
|2008 Highlight Table Public\MeridiumModules\Metrics Man: Metrics View

2008 Legend Displayved In as Meas. Public\Meridium\Modules\Metrics Man: Metrics View

2008 Mo Measure - Legend and Rov Public\Mendium\Modules\Metrics Man: Metrics View

2008 One Measure - On LegendColt PublickMerdium\Modules\Metrics Man: Metrics View
|Action Test Case PubliciMendiumModules\Metrics Man: Metrics View ]
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Export Comparison Results to an Excel File

About This Task

If you have run a database comparison using the pre- or post-upgrade version of the APM Database
Comparison Tool and want to make the result available to users who do not have access to the APM
Server, you can save the results to a Microsoft Excel file. The Excel file will contain the data that appears in
the grid on the Comparison Details screen of the APM Database Comparison Tool. It will not present a
detailed side-by-side comparison.

These instructions assume that you have already launched the APM Database Comparison Tool.

Procedure

1. Onthe Comparison Details screen, select Export.
The Select file to save result window appears. By default, the folder path is setto C: \Meridium

\DbUpg.

g #Eselect file to save result
g: ;;( ) | . = Local Disk {Z:) « Meridium = Dbllpg « - lmjl Search Dblpg Eﬂ
Organize *  Mew Folder TSR 4 ﬂ
Y - o

' Favorites =1  HMame | Date modified | Twpe
B Deskiop | DatabaseReportLog 11j20/2012 10:16 PM  File Falder
& Downlaads 1) MI_DB_Master_3500000 81212012 5:12 PM Compressed (zif
=l Recent Pl
 RELENt Flaces 1\ Results 11/20/2012 11:55PM  Compressed (zif
o Libraries
3 Documents
rJ”- Music
=/ Pictures
H videos
1M Computer
i._; Local Disk (C: )
€l Netwark
- -4 | =
File name: || j
Save as type; IZip Packages *.zip j

“ Hide Fuldersl Save I Cancel |

2. If you want to export the results to a location other than C: /Meridium/DbUpg, navigate to the
location to which you want to export the results.

3. In File name box, enter a name for the Excel file, and then select Save.
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The results are saved to the Excel file with the specified name in the specified location, and a message
appears, indicating that the file was saved successfully. The content of the Excel file will look similar to

this:
A B c D E
1 |ModifiedID ltermPath ltermType HasBaselineChanges HasCustomChanges
2 |Maintenanceterm_CNF PubliciRules LibranAMeridiumiAsset Stratecy Manai Rule Librany True False
3 Maintenanceltern_EM FubliciRules LibranAMeridiumiAsset Strategy ManarRule Library True False
4 |MaintenanceFlan_Eh PubliciRules LibranAberidiumiasset Stratecy Manai Rule Library True False
5 |MI_InspectionTasksUpdate FubliciRules LibranAMeridium\Strategy RBules\MI_Ins Rule Librany True Falze
B |Notification_CNF PubliciRules LibranAderidiumiisset Stratecy Manai Rule Library True False
7 |Ohjectlisthern_CMNF PubliciRules LibranAMeridiumiAsset Stratecy Manai Rule Librany True False
8 |TaskList_ CNF FubliciRules LibranAteridiumiAsset Strategy ManadRule Library True False

The file contains one worksheet, ExportToExcel, with the following columns of information:

ModifiedID: Displays the value that appeared in the Item Name column in the APM Database
Comparison Tool.

ItemPath: Displays the value that appeared in the Item Path column in the APM Database
Comparison Tool.

ItemType: Displays the value that appeared in the Type column in the APM Database Comparison
Tool.

HasBaselineChanges: Displays a value indicating whether or not a black circle appeared in the
Baseline Changes column in the APM Database Comparison Tool. If no black circle appeared, then
the value is False. If a black circle appeared, then the value is True.

HasCustomChanges: Displays a value indicating whether or not a black circle appeared in the
Custom Changes column in the APM Database Comparison Tool. If no black circle appeared, the
value is False. If a black circle appeared, the value is True.

View Detailed Differences in WinMerge

102

About This Task

In the comparison results grid, for any item in the grid, you can access a detailed comparison of the
differences between that item in your customized database and the baseline database for the target
version. The detailed differences will be displayed in WinMerge. Information on using WinMerge exceeds
the scope of the APM documentation, but can be found in the WinMerge Help system.

Procedure

1. Inthe comparison results grid, select the hyperlinked name of the item whose differences you want to
view.
The Difference Details screen appears.



d@Meridiom APM Database Comparison Tool

Difference Details

=Changes Details
Full Path : Integrationlnterfaces
Content Type :  Rule Library

Baseline Changes :

Message Baseline 3500000 Baseline 3500100 Difference Type
|l:c-de Itemns for InterfaceUtility diffi New'\Projectfiles'\IntegrationInterd Old\ProjectFiles\Integraticninterf: Modified

Custam Changes ;
Meszage Custam 3500000 Bazaline 3500100 Difference Type

If differences are referenced in the upper section, select Baseline Changes.
If differences are referenced in the upper section, select Baseline Changes.

_or_
If differences are referenced in the lower section, select Custom Changes.
The sections shown in the following images can be accessed via the appropriate tabs:

+ In this section, the XML code for the item exists in one file per version (e.g., an entity family).
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-}‘lel*ﬂ:rqe = [*A1_EVCALIBR sl - FI_EVCALTER. x|

|§ Bl ESt Wew Merge ook Pugns Widow pel =181 %|
oS el = 7 &

MI_EVCALIBR, sl - MlI_EVICALIBF =i |

locabionPane  EX- i e Al_EVCALIBR. \IS00100VIELAZ _Fariins||_ErtityFambes_Z\MI_EVCALIER. aml

Ye<

standalone "1.0" ztandalone

v .

xml varsion ml version

1d="MI_EVCALIBR" xmlr

1d="MI_EVCALIBR"™
"MI_EVCALIBR® nam

"MI_EVCALIER'

ceurs="0" &
“Inform

r=="0" n

sila g

Lm: | Cok: 1% Che 1f% RO 1282 win

4 |

lLne @ Col: 1% Che 1f% RO 122

i |

[z Ddfererces Found T e | s

Rivady

+ Inthis section, the item exists in multiple files per version (e.g., a query), which you can use to
select the two specific files that you want to compare.

-}‘lel'ﬁ:rqc - [Eqispement Tawsonomy Query Files, - Bpuiprent Tasonomy Query Flles' ]
S Bls Edt Vew Merge Took Plugne Window Help
=] 2L BEP £ @

Equipment. Tasonomy Quesy Fies - Equipment Taxonomy Query Fi. |

L4 _Catalogitarmsl] Qusries|Equpeent Taxanofy Quary F

Ecpipmesnt Taxononmy Cauery-2536580migfmt Left ey CAMeridhuen| DblipgiDatshurseR eportLogi Dt sfuchitecture|Custo
L+ Ecuipment Tasonomy Query-Z536550, mqusry Lt cndys <\ Mriachuen! DbLipg Dt sbrseR sportLog| Dt sdichitechure’ Custo
] Equipment Tazonomy Queny-2536581 migfm; Right onky: C\MeridumiDblipgiDat sbaseR aportLogl Det stnchitechune|, 3500
] Equipment Taxononmy Query-2536581 migoc Right only: C:Meridum|DblipgiDat shaseR aportLog] Dt st hibscture| 7500
1) Ecuiprment Taxonomy Query-Z536561 . miquery Right: ondy; C:Mesriden|DblUpg Dot sbaseR eportLoglDet afnchdedbuns| 3500

3. Inthe section displaying the detailed differences, scroll through the differences using WinMerge tools.
4. Inthe section that allows you to select two specific files that you want to compare, select the two files,
right-click, and then select Compare.

Filenarme

.
2| Awailable Recommendations-2248558, migfmt:
2| Awailable Recommendations-2248558. migloc




WinMerge appears, displaying the results of the comparison.

; WinMerge - [Equipment Tadonomy Query-Z2536580Lmbguery - Bguiprent Tasanomy Query-25365681 miguery ]
LE Bl Edk Yew Merge Took Plgns Window Helo =18
&= @ T =E PP 4 sAR e S

: Fi.. Equipment Tasonomy Oueny- 2535580 miquary - T

000] . ENTY_KEY

T Filet\ - Equipment T
MI_EQUIPOOQ].ENTY_KEY, [MI|SELECE [MI_EQUIF
FROM [MI_EQUIP0O0]

= | [BEZECT [
FROM [HI_EQUIPO00]
WHERE ( (IsNull ([MI_EQUIBO00].[5C_E|WHERE (IsNull ([MI_EQUIB000].[SC_E¢

a1 | i
Ln:dl Col: 0f4 Chi ¢ RO UTFBE) Wi [Ln: 1 Col: 1530 Ch: 1/30 RO UTFA(E) W
|+
2 iferences Found [
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