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APM System Monitoring

APM System Monitoring allows you to monitor processes and log information to better evaluate GE Digital
APM system performance.

Access the APM System Monitoring Page

Procedure

In the module navigation menu, select Admin > Operations Manager > APM System Monitoring.
The APM System Monitoring page appears.

A = ~ - .
E = APM Sys...itoring El Q 7 &
APM System Monitoring
Log Type: % Process Type: Mone
CPU % EANE ] APM ERRORS [EAES MEMORY (KB) [EA ]
No data to display No data to display No data to display
1O (MB) EAE ] IS SUMMARY A Y] IIS DETAILS [EA ]
No data to display No data to display
0-0of 0 Results Pagelofl

The APM System Monitoring page displays the following sections:

+ APM Errors: Displays the number of errors associated with GE Digital APM services and processes.

+ CPU%: Displays a record of CPU use percentage. If two processors are being monitored, then the
graph will a display use percentage based on a 200 percent limit; if three are being monitored, the use
percentage will be based on a 300 percent limit; and so on.

+  Memory (KB): Displays a record of memory use percentage.

+ 10 (MB): Displays a record of input/output transfer, in megabytes.

« IS Summary: Displays the total number of 500 Internal Server Errors and IIS resets.
+ 1IS Details: Displays details related to the 500 Internal Server Errors and IIS resets.

+ Log Details: Displays details related to the errors associated with GE Digital APM services and
processes.

Note:
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You can access additional APM System Monitoring information by selecting More Details on the upper-

right corner of the APM System Monitoring page. If you do, a new page will appear, displaying the
following sections:

+ Database Details: Displays details related to the size of monitored databases.

+ Server Config: Displays details related to the specifications of each monitored server.

+ Process Config: Displays details related to the GE Digital APM services and processes.

« Ports: Displays details related to connected ports, including whether each is open or closed.

Tip:
In the upper-right corner of any section, you can select = to refresh the information displayed.

In the upper-right corner of any section, you can select Elzto view the information on a separate page.
Refer to the Graphs and Queries documentation for information on using these interfaces.
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Filter Information on the APM System Monitoring Page

Procedure
1. Access the APM System Monitoring Page on page 2.

—
2. Onthe upper-left corner of the page, select U .
The Enter Parameter Values window appears.

Enter Parameter Values

Time

06/01/2017 12:06:15

Server

FoundationvVMz2 #

Log Type

ALL

Process Type

Mone v

Cancel Done

3. As needed, modify the values in the following boxes:

+ Time: Select the date whose information you want to be displayed.

+ Server: Select the server whose information you want to be displayed, or select ALL to display

information for all monitored servers.

+ Log Type: Select the process whose logs you want to be displayed, or select ALL to display logs for

all monitored processes.

» Process Type: Select the process whose information you want to be displayed, or select ALL to

display information for all monitored processes.
4. Select Done.
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The information on the APM System Monitoring page is filtered based on the specified parameters.

Transmit Logs or Data to GE Digital APM

Procedure

1. Access the APM System Monitoring Page on page 2.

2. On the upper-right corner of the page, select =
A drop-down menu appears.

3. Totransmit all of the log files collected by APM System Monitoring, select Transmit Logs to
Meridium.

_or_
To transmit the data compiled by APM System Monitoring, select Transmit Data to Meridium.

The current logs files or the data that has changed since the last update are transmitted to GE Digital
APM.
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Modify APM Performance Monitoring Settings

The Performance Monitoring feature supports APM System Monitoring.

Procedure

1. Inthe module navigation menu, select Admin > Application Settings.

2. Select Performance Monitoring.
The Performance Monitoring page appears.

A
E = APM Sys..itoring APM Sys..itoring % Perform..itoring

Performance Monitaring

Is APM monitor bled for this

True

Threshold at which a catalog query performanca monitoring event is croated

5

Threshold at which a workflow query performance monitoring event is created

5

3. Inthe Is APM Performance monitoring enabled for this application box, select True or False,
depending on whether or not you want APM System Monitoring to be enabled.

4. Inthe Threshold at which a catalog query performance monitoring event is created and
Threshold at which a catalog query performance monitoring event is created boxes, enter the

values, in seconds, which represent the thresholds for event creation.

P

5. Inthe upper-right corner of the page, select 1,
The settings are saved.
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Deploy APM System Monitoring for the First Time

About This Task

The following table outlines the steps that you must complete to deploy and configure this module for the
first time. These instructions assume that you have completed the steps for deploying the basic system
architecture.

These tasks may be completed by multiple people in your organization. GE Digital recommends, however,
that the tasks be completed in the order in which they are listed.

Step Task Notes

1 On the machine that will serve as the This step is required. The latest version of
APM System Monitoring Server, download | MongoDB Community Edition, as well as
and install the latest version of MongoDB | instructions about how to install it, can be
Community Edition. found on the official MongoDB, Inc.

website.

Note that instructions for configuring a
Windows Service for MongoDB
Community Edition are provided in the

next step.

2 Configure a Windows Service for This step is required.
MongoDB Community Edition.

3 On the machine that will serve as the This step is required.
APM System Monitoring controller, install
APM System Monitoring.

4 On each machine that will serve as an This step is required.
APM System Monitoring agent, install
APM System Monitoring.

5 On the machine that will serve as the This step is required.
APM System Monitoring admin, install
APM System Monitoring.

6 Complete additional configuration steps | This step is required.
related to APM System Monitoring.

7 As needed, modify APM System This step is optional.

Monitoring settings via the Performance
Monitoring feature.

Upgrade or Update APM System Monitoring to V4.5.0.0.0

About This Task

The following tables outline the steps that you must complete to upgrade this module to V4.5.0.0.0. These
instructions assume that you have completed the steps for upgrading the basic GE Digital APM system
architecture.
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These tasks may be completed by multiple people in your organization. We recommend, however, that the
tasks be completed in the order in which they are listed.

Procedure
+ Upgrade from any version V4.4.0.0.0 through V4.4.0.0.4

This module will be updated to V4.5.0.0.0 automatically when you update the components in the basic
GE Digital APM system architecture. No additional steps are required.

» Upgrade from any version V4.3.0.0.0 through V4.3.1.0.6

This module will be updated to V4.5.0.0.0 automatically when you update the components in the basic
GE Digital APM system architecture. No additional steps are required.

+ Upgrade from any version V4.2.0.0 through V4.2.0.9.4

To upgrade APM System Monitoring, you should uninstall all of your existing APM System Monitoring
components, and then follow the first-time deployment workflow.

Configure a Windows Service for MongoDB

Before You Begin

+ On the machine that will serve as the APM System Monitoring Server, download and install the latest
version of MongoDB Community Edition.

Procedure

1. On the machine on which you installed MongoDB Community Edition, select the Windows Start
button, then navigate to and right-click Command Prompt, and then select Run as administrator.
A command prompt window appears.

2. Onthe command prompt window, enter the following:

« mkdir c:\data\db
e mkdir c:\data\log

Two directories that will be used by APM System Monitoring are created.

3. Create a configuration (.cfg) file. The file must set systemLog.path. Include additional configuration
options as needed. For example, to create a file at C: \data\mongod. cfg that specifies both
systemLog.path and storage.dbPath, the file would contain the following text:

systemLog:

destination: file

path: c:\data\log\mongod.log
storage:

dbPath: c:\data\db

Note: In the configuration file, each tab indentation seen in the preceding text should be replaced with
two spaces.

4. On the command prompt window, enter the following:

"C:\Program Files\MongoDB\Server\3.2\bin\mongod.exe" --config "C:\data
\mongod.cfg" --install
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Note: To use an alternate dbpath, specify the path in the configuration file (e.g., C: \data\mongod.
cfg) or on the command line with the --dbpath option.

The MongoDB service is installed.
5. On the command prompt window, enter the following:
net start MongoDB

The MongoDB service is started, and the Windows service is configured.

Next Steps
+ Return to the APM System Monitoring first-time deployment workflow.

Install APM System Monitoring

Before You Begin

+ Complete all previous steps in the APM System Monitoring first-time deployment workflow.

Procedure

1. On the machine on which you want to install APM System Monitoring, access the GE Digital APM
distribution package, and then navigate to the folder Setup\APMSystemMonitor.

2. Openthefile Setup.exe.
The Meridium APM System Monitor installer appears.

Meridium APM Systermn Monitor - InstallShield Wizard >

Welcome to the InstallShield Wizard fFor
Meridium APM System Monitor

The IngtallShield Wizard will ingtall Mendiom APM System
konitor on your computer. To continue, click Mest.

¢ Back Cancel

3. Select Next.
The License Agreement screen appears.
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Meridiurm APM Systern Moenitor - InstallShield Wizard >

License Agreement W

Pleaze read the following license agreement carefully, l -

EMD-USER LICEMSE AGREEMEMT FOR MERIDIUM SOFTWARE A
[MPORTAMT - READ CAREFULLY

Thiz program contains material that i proprietary and confidential to Mendium, e, and iz
protected by coppnght law and international treaties. Use of thiz program iz limited and
restricted by the terms of a licenze agreement with Merndium, Inc. Thiz program may not be
copied or distributed except az zpecifically permitted in the license agreement. bny
unautharized use, repraduction ar digtribution of this program can result in severe civil ar
criminal penaltiez and will be progecuted to the maximum extent pozzible. ou may not

alter, remove or destrop any copynght notice or confidential, proprietary, secret or other
gimilar legends placed on ar with Meridium products. W

()| accept the terms of the license agreement Erint

{®) | do not acocept the terms of the license agreement

< Back MHewt = Cancel

4. Read the License Agreement and, if you agree, select the | accept the terms of the license
agreement check box. Then, select Next.
The Select Installation Location screen appears.

Meridiurn APM Systern Moenitor - InstallShield Wizard >

Select Installation Location ‘W

. seltliving.
G Inztall Mendium AP System Monitar bo:

C:\Program Filesh eridium Change...

¢ Back Cancel

5. Select Next to accept the default location.
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The Select the features you want to install screen appears.

Meridiurm APM Systern Moenitor - InstallShield Wizard >

Select the features you want to install ‘

Select the features you want toinstall, and deselect the features you do not want to instal,

Dezcrption

2.45 ME of space reguired on the C drive
IBBA1E.70 MB of space available on the C dive

< Back Cancel

. Ifthis is a machine that will serve as an APM System Monitoring agent, then select the APM System
Monitor Agent check box.

Note: A single server machine could be the APM System Monitoring administrator, the APM System
Monitoring controller, and an APM System Monitoring agent. Alternatively, you can distribute this
deployment as needed. For a given server machine, select the check boxes for each APM System
Monitoring feature that you want to deploy.

. Ifthis is the machine that will serve as the APM System Monitoring administrator, then select the APM
System Monitor Administrator check box.

Note: Only one machine will serve as the APM System Monitoring administrator.

. Ifthis is the machine that will serve as the APM System Monitoring controller, then select the APM
System Monitor Server check box.

Note: Only one machine will serve as the APM System Monitoring controller.

. Select Next.

The Complete the Installation screen appears.
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Meridiurm APM Systern Moenitor - InstallShield Wizard >

Complete the Installation ‘
e

[f wou want to review ar change any of your installation zettings, click the Back button. Click,
the Cancel button to exit the wizard.

Click the Inztall buttan bo continue.

< Back [rztall Cancel

10.Select Install.
The Setup Status screen appears, displaying a progress bar. When the installation is complete, the
Installation is Complete screen appears.

11.Select Finish.
The Meridium APM System Monitor installer closes.

12.1f the machine will serve as the APM System Monitoring controller or an APM System Monitoring
agent, navigateto C: \Program Files\Meridium\APMSystemMonitor,and then open the file
Meridium.System.Monitor.ServiceManager.exe. If the machine will serve only as the APM
System Monitoring administrator, skip this step and proceed directly to step 18.
The Meridium APM System Monitor Service Manager window appears.

(5 | Meridium System Monitor Service Manager \;‘i-
File  Help
Controller
Running | stet || Stop | | Configue |
Agent
Running | sat || Sop || Configue |

13.If the machine will serve as the APM System Monitoring controller, then, in the Controller section,
select Configure. Otherwise, skip this step.
The Controller Configuration window appears.
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Controller Configuration M

Mongo URL
mongodb/Aocalhost |

Save and Restart || Cancel |

14.In the Mongo URL box, enter the URL for the MongoDB database, and then select Save and Restart.
The machine is configured as the APM System Monitoring controller.
15.If the machine will serve as an APM System Monitoring agent, then, in the Agent section, select

Configure. Otherwise, skip this step.
The Agent Configuration window appears.

o Agent Configuration M

Cortroller Server

=

Discoveny

Discaoveny Part
[10010
“Port needs to match controller configuration

Save and Restart || Cancel

16.Ensure that the values in the Controller Server and Discovery Port boxes match the values
specified for the APM System Monitoring controller, and then select Save and Restart.
The machine is configured as an APM System Monitoring agent.

17.Close the Meridium APM System Monitor Service Manager window.
APM System Monitoring is installed on the machine.

18.If the machine will serve as the APM System Monitoring administrator, navigate to C: \Program
Files\Meridium\APMSystemMonitor\Admin, and then open the file Meridium.
SystemMonitor.Admin.exe. Otherwise, skip the remaining steps and return to the first-time

deployment workflow.
The Meridium System Monitor Admin window appears.
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Meridium System Monitor Admin \;‘i-

File  Cenfig Tasks Charts Meridium

Main Cortroller Agent
Running Agent omdajonvm3 v|
Location | Localhost | | Update Location Runnin g Stop | | Refresh

Status: Connected

19. Perform the folllowing steps in the Meridium System Monitor Admin window:

a) Inthe Location box, enter the location of the APM System Monitor controller, and then select
Update Location.
The connection status displayed in the lower-left corner of the window changes to Connected.

b) Select Config, and then select Settings.
The System Monitor Settings window appears.

System Monitor Settings M

Cortroller Location | Localhost |

AP| Key | |

Meridium URL Host |I'rl't|:|s:,f’,-"Eu:nmsmu:le'-.-'.azuna-Eu:ni.rua‘t,'"Eu:ni,'f |

Customer Key | |

|ser Mame | |

Database URL |mu:ungu:u:||:| - Aocalhost |

Allow Dizcovery?

Announcement Port 10010 -

Prosgy Port 11014 &

Can Send Output To Merdium

| |pdate || Cancel

c) Inthe Controller Location box, enter the location of the APM System Monitor controller.

d) Enter values in the API Key, Customer Key, and User Name boxes. You should have received
these values from GE Global Support.

e) Ifyou did not install MongoDB in the default location, modify the value in the Database URL box as
needed.

f) If you want to disallow discovery, clear the Allow Discovery check box.

Note: Disallowing discovery is not recommended, but may be necessary, depending on your
firewall settings. A firewall may prevent automatic discovery by APM System Monitoring.

g) If needed, modify the values in the Announcement Port and Proxy Port boxes.
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h) Select Update.
The System Monitor Settings window closes.

i) On the Meridium System Monitor Admin window, select Config, and then select General.

The General Config window appears.
General Config I;Ii-

[] Trace [] Trace
[] Debug [] Debug
Info Info
Log Level To Store E Wam Log Level To Output E Wam
MES DEEE

Days In Storage 7 = Days In Outputs 7 =
Can Send Log Files Daily Sendlog Files &t | 7:00:00 AM EN
Email Server | |
From Address | |
Ta || |
|Update | | Cancel

j) Inthe Log Level To Store and Log Level to Output sections, select the check box for each log
level that you want to monitor.

Tip: GE Digital recommends that you select only the Error check boxes. If additional check boxes
are selected, the log files produced may be very large.

k) Inthe Days In Storage box, select the number of days logs should be stored in the system before
deletion.

I) Inthe Days In Outputs box, select the number of days worth of information that should be used to
populate GE Digital APM dashboards.

m) Enter values in the Email Server, From Address, and To boxes, and then select Update.

Tip: If you want to configure emails to be sent to multiple recipients, you can enter a list of comma
separated values in the To box.

The General Config window closes.
n) On the Meridium System Monitor Admin window, select Config, and then select Agents.
The Agents window appears.

Next Steps

+ Return to the APM System Monitoring first-time deployment or upgrade workflow.
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Configure APM System Monitoring

Procedure

1. On the machine serving as the APM System Monitoring administrator, navigate to C: \Program
Files\Meridium\APMSystemMonitor\Admin, and then open the file Meridium.
SystemMonitor.Admin.exe.

The Meridium System Monitor Admin window appears.

File  Config Tasks Charts  Meridium
Main Cortroller Agent

Running Agent  |ENEETINLE

Location  [Localhost Running

Status: Connected

2. On the Meridium System Monitor Admin window, select Config, and then select Agents.
The Agents window appears.

Agent Details

Server || | | Update |

Status [] Active | Delete | |NHFI§|H* |

Server
foundationvm2
GAVMHYDRA4
roagavm4
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3. Asneeded, modify the configuration of the agents, and then close the Agents window.

Note: If you have allowed discovery (i.e., the Allow Discovery? check box on the System Monitor
Settings window is selected), the Delete and New Agent buttons on the Agents window are
disabled.

4. On the Meridium System Monitor Admin window, select Config, and then select Alerts.
The Alerts window appears.

Alerts (- [= ]

Alert Details

Name [1S Reset Alert |

Alet Type |Iis Reset W |

Process Type None

Event Type Mone

Status Active

Theshold 1 2

Minutes Above |1 2
MName Type Process Evert Active Theshold  Minutes...
15 Reset Alart lis Reset Nore Nore True 1 1

5. As needed, modify the configuration of the alerts, and then close the Alerts window.

6. On the Meridium System Monitor Admin window, select Config, and then select APM.
The Configure APM Output window appears.
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Configure APM Output M

Allow APM Output L]

Database Type |D|au:|e W |

Database Mame |

SGL Instance
User D

Password

Ora Port 0 2

Ora Host | |

Ora Service | |

| |Update | | Cancel

7. If you want to access APM System Monitoring information within GE Digital APM, enter values in the
available fields, and then close the window.

Note: If you do not configure the settings on this window, you can still access APM System Monitoring
information via the Charts menu on the Meridium System Monitor Admin window. If you configure
these settings, you will also be able to access APM System Monitoring information via the APM
System Monitoring page in GE Digital APM.

8. To create a new task, on the Meridium System Monitor Admin window, select Tasks, and then
select the type of task that you want to create or modify.
The Tasks window appears, displaying the information related to the selected task. The following
image displays an example of the window for tasks of the type ServerCpuUsage.
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Alert Details
Task Type |ServeGC|.| |sage

Day of Week | Wednesday

Start Time (UTC) | 4.00:00 AM

End Time (UTC} | 3:59.55 AM
Foery Gecrc]

Evert Type |None

Process Type | None

Database Type |0|E|de

Database Name |

Connection String | | I:I

Drag a column header here to group by that column

Task Type | Process Type Start Time | End Time | Freq Day Of Week | Is Active | Event Type

- None
[# ServerCpul... MNone 4:00 AM Friday

9. As needed, create new tasks and modify existing tasks, and then close the Tasks window.
The configuration of APM System Monitoring has been updated.

Next Steps

+ Return to the APM System Monitoring first-time deployment or upgrade workflow.
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General Reference

APM System Monitoring

24

License Requirements

This feature is available with the core GE Digital APM application; no specific license is required.

Additional Components Required

In addition to the basic GE Digital APM system architecture, your system must also contain the following
additional components:

+ The latest version of MongoDB Community Edition. The latest version of MongoDB Community Edition,
as well as instructions about how to install it, can be found on the official MongoDB, Inc. website.

Deploying APM System Monitoring

After you have installed and configured the basic GE Digital APM system architecture, you will need to
perform some configuration steps specifically for APM System Monitoring.

Supported Features in APM Now

All standard GE Digital APM product features for this module are available in the APM Now environment.
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