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GE Helps Protect Critical Power Systems from Cyber Attacks 

 GE’s CyberSentryTM SEM Security Event Manager Continually Monitors GE Power System Devices 

to Detect Unauthorized Intrusions or Maintenance Errors That Could Lead to Outages  

 Allows Utilities to Customize Alerts for Instant Notification of System Changes 

 Provides Detailed Reports Showing Authorized and Unauthorized System Changes  

MARKHAM, ON—March 11, 2013—GE (NYSE: GE) today announced the availability of its CyberSentryTM 

SEM Security Event Manager, a cybersecurity management and monitoring system specifically 

designed to help guard substation power system assets from issues or outages occurring as a result of 

malicious attacks or human error.  

“Cybersecurity has become a concern for any business that uses advanced computing and 

communications technology, such as utility and energy intensive industrial companies,” said Bala 

Vinayagam, marketing director, Grid Automation, GE’s Digital Energy business. “CyberSentry SEM 

ensures that changes to the configuration of a protection and control system are flagged and 

investigated. It also provides users with a detailed report of what changes have been made and how 

to resolve the cybersecurity issue at hand.”  

Operators are often unaware when a cyberattack has occurred or when an error is made during 

routine maintenance. CyberSentry SEM continuously monitors the protection and control system for 

configuration changes and cybersecurity issues. If a problem is detected, the system provides alerts 

using its industry standard Syslog technology. In addition to detailing the problem and providing a 

solution, the report equips operators with essential evidence, proving their protection and control 

systems are in compliance with cybersecurity audit requirements. CyberSentry SEM also can make 

legacy GE systems compliant to today’s cybersecurity regulations and standards.  

GE’s Digital Energy business is a global leader in protection and control, communications, power 

sensing and power quality solutions. Its products and services increase the reliability of electrical 

power networks and critical equipment for utility, industrial and large commercial customers. From 

protecting and optimizing assets such as generators, transmission lines and motors, to ensuring 

secure wireless data transmission and providing uninterruptible power, GE’s Digital Energy business 

delivers industry-leading technologies to solve the unique challenges of each customer. For more 

information, visit http://www.gedigitalenergy.com. 

About GE 

GE (NYSE: GE) works on things that matter. The best people and the best technologies taking on the 

toughest challenges. Finding solutions in energy, health and home, transportation and finance. 

Building, powering, moving and curing the world. Not just imagining. Doing. GE works. For more 

information, visit the company's website at www.ge.com. 
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Follow GE Energy Management and its Digital Energy business on Twitter @GE_EnergyMgmt and 

@YourSmartGrid. 

### 

For more information, contact: 

Margaret Hills    Matt Falso or Howard Masto 

GE     Masto Public Relations 

Digital Energy    +1 518 786 6488 

+1 905 927 5426   matt.falso@mastopr.com  

margaret.hills@ge.com   howard.masto@ge.com  
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