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WiYZ System Firmware - Version 2.3.8
This document describes a production release of the WiYZ System features.  


Products: WiYZ Gateway, WiYZ Outdoor Remote


Versions:

· Gateway –2.3.8
· Remote – 2.2.3
· ISA100 BBR Stack – 04.03.18

· ISA100 Mesh Stack – 04.03.14


Release Date: December 13, 2012
The latest revision of product manuals is available for download at the GE MDS website: www.gedigitalenergy.com/communications
Introduction

The MDS WiYZ (pronounced “wise”) products combine technology and function to provide a comprehensive range of solutions for data acquisition and networking requirements. Whether your application requires the collection of data from remote, unpowered sensors or deployment in areas with obstructed communication paths or a bridge for data using the cellular infrastructure to your enterprise network, the WiYZ products provide simple, reliable and cost-effective solutions.

· Self-powered remotes connect off-the-shelf sensors, instruments and switches

· Reduced deployment costs with standards- based mesh networking

· Eliminate added cabling, power and infrastructure costs at remote locations

· Seamless connection to multiple public and private wireless networks
· Ethernet and serial data collection with Modbus and Modbus TCP

· Automatic mesh network creation insures wireless reliability and performance

· Automatic re-routing of communication in the event of a device failure or path obstruction

· Global unlicensed use in the 2.4 GHz band and public GSM /CDMA cellular technology
Features

The WiYZ Gateway is the device that connects the WiYZ system to a network. The Gateway is an outdoor (NEMA 4X/IP65) product that contains various wired and wireless interfaces. For the wireless mesh remotes, the Gateway functions as an ISA100 gateway, system manager, security manager, and backbone router. It collects I/O data from remotes, stores, and presents the data via Modbus, file transfer, or directly through its user interface. For network connectivity, the gateway can function as one or more of the following network devices: cellular bridge, Wi-Fi client, Wi-Fi Access Point, Ethernet end-device, or MDS entraNET remote. The gateway implements a full TCP/IP stack and can be configured and managed over a network. It contains many advanced security features to ensure data integrity and allows only authorized access for device configuration.
Changes since last release
· Software support of  eNET 2400 Radio Frequency Band Options A, B, or C. 

· Updated default Routing Rule to enable bridging with Firewall on 

· Enhanced Ethernet support to address packet loss for traffic on LAN port 

· Support in remote for A09 hardware revision. 

Issues Resolved last release (v2.2.3)
WiYZ Gateway

· Fixed operation of  multiread of  Modbus input registers with default values when Remote becomes “Unjoined”

· Corrected Cell Wizard for using “Other” SIM cards – (APN not being set correctly) 
WiYZ Remote

· New A09 board - supporting European shipments.  
Unsupported Features

WiYZ Gateway
· “Use Star Topology” selection in the “Mesh Network – Provisioning” page may  have no effect. 

· COM 2 Data port settings at 7-bits and 1 stop bit does not differentiate between 1 or 2 stop bits.
· Wi-Fi using WEP Shared-Key is not supported. 

· Spanning Tree Protocol 

WiYZ Remote

· COM2 Data port does not support 7-bit modes. 
Operational Notes


The following are operational notes that pertain to this release of the software.

1. Configuration and management of WiYZ from the Cellular or entraNET network interfaces can be very slow on initial load. 
2. Downgrading to a previous version of firmware is not recommended if you have not exported a copy of the current configuration files.  Please contact Technical Service is help is required.   
3. Loss of configuration data could occur when using the “Import” button on the Maintenance & Status page which has no confirmation window pop-up.

4. WiYZ Gateway reprogramming may fail. If this occurs, restarting the process should correct the problem.  
5. When importing Profiles using a Configuration, the units for Temperature will revert to Degrees C.  
6. Command-line interface is not recommended for WiYZ Gateway configuration and management. 

7. WiYZ Gateway does not support 2-wire RS485 Mode for either for UDP/TCP/Multicast on COM2,  

a. It does support Modbus Passthrough & Modbus Slave Modes 

8. For Terminal Server operations to the WiYZ remote COM2 port the committed and excess burst should be kept at default values of 15 and 0.25 respectively, other values may be problematic.
9. Reprogramming via entraNET or Cellular interfaces is not recommended. 

10. Modbus Read/Write operations requiring communications to the WiYZ remote may take up to 20-30 seconds of response time. 
11. Asynchronous events from WiYZ Remote-to-WiYZ Remote may require up to 30 seconds of regeneration time. 

12. With Radius User authorization enabled it may require >3 minutes after boot up before being able to login IF the primary Radius server is not available.
13. Use of WEP in any Wi-Fi mode is not recommended.  
14. Committing a device profile to a remote will cause MODBUS polling errors to occur until the commit has finished.

15. If a user saves a profile by overwriting the existing active profile to the GW database, MODBUS polling immediately starts to fail and will only recover when the saved profile has been successfully committed to the remote.
16. WiYZ Gateway networking usage notes: 

a. Reprogramming via HTTP may not work on all systems properly.  
b. When the Firewall is disabled the Firewall Rules Table's Status for each Rule is "Rule ignored. Firewall is disabled".

c. Management via SNMP is supported but does not offer 100% coverage. (Including Config File operations)
d. WiYZ Gateway does not support shutting down ports in the event of a traffic storm (Spanning Tree).
e. High bandwidth Ethernet traffic > 20Mb/s may significantly affect the WiYZ Gateway Mesh network.

f. Adding/removing a network interface (LAN, Wi-Fi, eNET) from the bridge that is currently in use will cause loss of connection as the IP address will change. 

g. Network setup for passing traffic from WAN via port forwarding requires external devices to support configuration of the default gateway IP address. 

h. Spanning Tree Protocol settings do not take effect until after a Gateway reboot.
i. In the event the Cellular interface stops sending data. A Gateway reboot is required to address.  
j. Reboot recommended after WAN/Firewall change.

k. During a reboot or modification of the Firewall settings, there is a brief time that the Firewall is not enabled.   This is a function of the Firewall reinitializing.
l. During reboot ICMP messages will get responses and even after the Firewall is initialized, Pings will continue until the messages are stopped.  

m. Reboot recommended after making significant changes to settings of WAN, DHCP, Routing rules, DNS. 

17. WiYZ Gateway Cellular (WAN) connection notes: 

a. When using cellular connection be sure Firewall is ON and NAT is set to ON. Otherwise data traffic may be routed to the Cell interface, which results in the service provider disabling the cell connection causing the Cell to continuously go down.

18. WiYZ Mesh Network Usage Notes: 

a. If Mesh is enabled, pressing “Commit” may cause the Mesh network to restart.
b. Line Powered remotes may require up to 10 minutes to join Gateway.

c. Sleeping Remotes may require at least 6 hours or more to join the Gateway.  (If the sleeping remote misses the beacon it will retry every 6 hours.)

d. Changing the time of day or format (NTP, manual configuration) will cause the Mesh to restart. 

e. WiYZ Remotes may have ~2% packet error rate at -91dBm signal strength. .
f. RSSI reporting at weak signals (< -90dBm) may not reporting within +/- 3dBm. 
g. Timestamp resolution of the I/O database is 1 second. When using 250ms or 500ms, publishing rates may result in up to 4 records with the same timestamp. 
19. WiYZ Remote COM2 serial data usage notes: 

a. In Low Power mode the WiYZ Remote loses the first byte received as part of the “wake-up” sequence. 
b. Line power is required to a WiYZ Remote in order to communicate to devices connected to COM2 of the WiYZ Remote.  

i. If a Remote is sleeping a wake-up byte must be sent from the connected slave device in order for communication to be established.  
c. WiYZ Remote Terminal Server packet size should be limited to 69 bytes. Larger payloads may be sent but streams of data would be delivered fragmented. Additionally attempting to transfer significant data streams will significantly impact Remote performance or cause malfunctions. 

d. COM2 RS232 supports flow control as follows: when the WiYZ Remote COM2 RX buffer approaches 80% of  its capacity, the Remote drops the clear-to-send (CTS) line, that instructs the connected device to delay further transmission. Once COM2 RX used capacity goes below 20% of the buffer capacity, CTS goes back to high state. This approach brings a “hysteresis” on the toggling of CTS.
e. In a RS485-multidrop configuration (i.e. a WiYZ Remote and two or more devices connected to the RS485 bus) any traffic exchanged between devices connected to the bus would be transmitted to the Gateway because the Remote acts as a transparent repeater of the bus traffic.

f. 2-wire RS485 operation in Low Power mode is not supported.

g. RS485 does not support hardware flow control. 

20. When “waking” from Low Power mode, Analog Outputs pulse high for 8-10ms
21. Outputs (Analog and Digital) on WiYZ Remotes are placed into the Failsafe Value whenever a profile is committed to the remote.
22. Event mode propagation/latency is typically 5 seconds but can be up to 30 seconds. 

23. Failsafe times in the Remote are measured from the receipt of the last valid packet – this may appear to the user to cause a pre-mature failsafe response. 

24.  “Stale Data” may show up on a Remotes COM2 after its anticipated arrival.  This may occur during continuous polling.  

Known Errata


The following are known issues that exist in this release of the software.

WiYZ Gateway

· eNET hardware version is displayed as 0.0.0  

· DRS does not record all data when channel  update rate  is less than 1 sec 
· Changing the network “Default route” may display the wrong route until a reboot. 
· TCP Polling via COM 2 may cause user to be locked out of  Console Port (COM 1) 
· Status of WiFi missing from Command Line 
· Enabling Firewall set to “Deny All” prevents data passing between two bridged interface endpoint devices. 
· Disabling NAT may shut down the PPP connection to the cell modem.

· Security Certificates - load via HTTPS only.

· The parameter, Modbus Timeout, configured in the COM2 serial wizard is not working. (instead use the TCP Modbus parameter)
· eNET configuration changes may not apply on the first commit.   In this case disable and retainable eNET. 
· Wi-Fi – When in Ad-Hoc or AP Mode the LED does not indicate correct status.  

· Hardware Flow Control not supported.

· . 
WiYZ Remote

· Use of the COM2 serial port in Low Power mode does not properly support 1200/2400 baud rate. 

· WiYZ Remote power LED may not come on after the Status Button is depressed.
· Vext signal output on Voltage Low Remotes may shut off at 40 mA. 

· Voltage Low (0 – 100 mV) Remotes support single ended Analog Inputs.

· Event mode Digital Inputs mapped to Digital Outputs in a local loop configuration may generate occasional short pulses of 9-11ms. 
· When mapping a Remote Input to a Remote Output, and a Remote has been rebooted and the sequence counter = 0, and the Event arrives (all of this must occur simultaneously) the first pulse may be duplicated. 
· Unexpected event behavior in sleep mode. – When event pulses are less than 3 seconds apart only one pulse may be generated at the output.
· In the event that a Remote is in the state “Joined-Reading-Config” for an extended period of time the Remote will require a manual reboot.   
· During initial setup of Local Loop Regeneration, contracts may initialize incorrectly.  A reboot will address this condition.  
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