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WiYZ System Firmware - Version 1.5.5
This document describes a production release of the WiYZ System features.  


Products: WiYZ Gateway, WiYZ Outdoor Remote


Versions:

· Gateway –1.5.5
· Remote – 1.5.5
· ISA100 Mesh Stack – 04.03.14


Release Date: September 16, 2011

The latest revision of product manuals is available for download at the GE MDS website: www.gemds.com  
Introduction

The MDS WiYZ (pronounced “wise”) products combine technology and function to provide a comprehensive range of solutions for data acquisition and networking requirements. Whether your application requires the collection of data from remote, unpowered sensors or deployment in areas with obstructed communication paths or a bridge for data using the cellular infrastructure to your enterprise network, the WiYZ products provide simple, reliable and cost-effective solutions.

· Self-powered remotes connect off-the-shelf sensors, instruments and switches

· Reduced deployment costs with standard based mesh networking

· Eliminate added cabling, power and infrastructure costs at remote locations

· Seamless connection to multiple public and private wireless networks
· Ethernet and serial data collection with Modbus and Modbus TCP

· Automatic mesh network creation insures wireless reliability and performance

· Automatic re-routing of communication in the event of a device failure or path obstruction

· Global unlicensed use in 2.4 GHz band and public GSM and CDMA cellular technology
Features

The WiYZ Gateway is the device that connects the WiYZ system to a network. The Gateway is an outdoor (NEMA 4X/IP65) product that contains various wired and wireless interfaces. For the wireless mesh remotes, the Gateway functions as an ISA100 gateway, system manager, security manager, and backbone router. It collects I/O data from remotes, stores, and presents the data via Modbus, file transfer, or directly through its user interface. For network connectivity, the gateway can function as one or more of the following network devices: cellular bridge, WiFi client, WiFi Access Point, Ethernet end-device, or MDS entraNET remote. The gateway implements a full TCP/IP stack and can be configured and managed over a network. It contains many advanced security features to ensure data integrity and allows only authorized access for device configuration.
Changes since last release
· WiFi – operational – supporting Station, Ad-hoc, and Access-point modes of operation.  
· ISA100 Terminal Server – ability to pass data to/from the COM2 Serial port of  WiYZ Remotes to a terminal server set up on the WiYZ gateway

· New graphical Network Map capability
· New graphing capability of data in the I/O data base. 

· NAT support is now available

· SNMP V3 is now functional. 

· Enable or disable TCP/UDP ports in the Routing and Firewall Configuration 

· Significantly improved reliability for over-the-air reprogramming

· Battery life without a connection to the WiYZ Gateway is now significantly extended beyond the 5 years limited only by the “shelf  life” of the battery. 

· WiYZ Remote provides  password change support

· entraNET LED in direct  operates as follows.:

·  entraNET Direct-Mode Node Operation:

· Off—Disabled.

· Solid green—One or more Remotes connected to a direct mode Root.

· Solid red—No Remotes connected to a direct mode Root.

· entraNET Direct-Mode Root Operation:

· Off—Disabled.

· Solid green—Available for connected Remotes

· When the Radius User Authentication is in use with the Fallback mode feature is supported.
· Loss of connection to WiYZ Gateway will cause WiYZ Remote Outputs into the specified  failsafe state. 

Issues Resolved last release
WiYZ Gateway

· Packet loss numbers should not exceed 100%. 

WiYZ Remote

· Analog outputs should operate properly after a remote power cycle, profile commit or when a Remote rejoins to its Gateway.  
· A Gateway reboot should cause no issues to Remote operation. 
Unsupported Features

WiYZ Gateway
· “Use Star Topology” selection for advanced Mesh configuration is not supported.

· COM 2 Data port settings at 7-bits and 1 stop bit does not differentiate between 1 or 2 stop bits.
· Port forwarding capability is not available. 

· WiFi using WEP Shared-Key is not supported. 

· COM 2 Data port does not support 2-wire RS485.

· Password reset via an auth code on the console doesn’t work. 

· The unit does not allow the user to enable or disable TCP/UDP ports in the Routing and Firewall Configuration.
WiYZ Remote

· COM 2 Data port does not support 2-wire RS485. 
· COM 2 Data port does not support flow control

· COM 2 Data port does not support odd/even parity settings. Use of 8N1 highly recommended. 

Operational Notes


The following are operational that exist in this release of the software.

· Downgrading to a previous version of firmware is not recommended.  Request technical support prior to downgrading or upgrading from a downgraded unit. 
· Pressing “Commit” for Mesh enable will cause the Mesh network to restart

· On initial startup it may require up to 10 minutes for the Mesh network to form. Data collection and publication during mesh formation is not supported. 
· Outputs (Analog and Digital) on WiYZ Remotes are placed into failsafe value whenever a profile is committed to the remote.
· Use of COM2 Data Port on the WiYZ Remote requires line power. (no low power modes)
· Event mode propagation/latency is typically 5 seconds but can be up to 30 seconds. 

· Failsafe times in the Remote are measured from the receipt of the last valid packet – this may appear to the user to cause a pre-mature failsafe response. 

· Changing the time of day (NTP, or manual configuration) will cause the Mesh to restart. 

· If WiYZ Remote over-the-air firmware upgrades fail for any reason, the upgrade may be restarted. Note: if the inactive version is shown at the correct version the upgrade succeeded and the remote may be rebooted to the new version. 
· Management via SNMP is supported but does not offer 100% coverage. 
Known Errata


The following are known issues that exist in this release of the software.

WiYZ Gateway

· Switching the COM2 data port from RS232 (default) to RS485 mode requires the Gateway to be rebooted.
· Disabling NAT may shut down the PPP connection to the cell modem.

· Reprogramming using the entraNET interface is not recommended and may not complete successfully
· Modbus interface may be impacted by network instability causing an outage of up to 6 minutes.  The entraNET interface has shown more susceptibility to this than other interfaces

· Changes to the Modbus Unit ID may not be implemented after a commit. 
· Changes to the entraNET configuration parameters may not get implemented. 

· SNMP may become non-functional using V1&V2 – requires a Gateway reboot.
· The inactivity timer on the Terminal Server is reset only when data is received from TCP client and not reset when data is received from the remote. Therefore, terminal server feature should be used only for polling applications where TCP client application is polling the device connected to the remote’s COM2 port, sending requests and receiving responses. The inactivity timer should be set to at least twice the value of poll timer.

· The committed and excess burst should be kept at default values of 15 and .25 respectively. Other values are not supported in this release.

· The TCP client application should send maximum payload size of 69 bytes. Sending payload greater than this size can cause terminal server malfunction.

WiYZ Remote

· WiYZ Remote power LED may not come on after the status button press

· Vext on Voltage Low Remotes may shut off at 40 mA. 

· Vext voltage is be affected by temperature .  For example at +25C drawing 40mA, the voltage was 22.595V. At +70C drawing 40mA, the voltage was 22.134V.
· Voltage low  (0 – 100 mV) Remotes support single ended  analog inputs.

· Event mode digital inputs mapped to digital outputs in a local loop configuration may generate occasional short pulses of 9-11ms. 
· At weak signals below  < -90 dBm  RSSI is not reported accurately. 

· Sensor scaling may allow values greater than 4095.

· When “waking” from low power mode analog outputs “glitch” high for 8-10ms.
· Changing baud rates on COM2 requires a reboot of the device. 

· COM2 baud rate default is currently 8N2.    
MDS WiYZ System Release Notes
 

 of 1
MDS WiYZ System Release Notes


 of 4

_1327898410.bin

